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Executive summary

Recent research in the field of quantum computimguantum information theory has brought aboutdible threat
to the current state-of-the-art for informationtexion. The current data protection mechanismastipically
comprise cryptographic systems rely on computatibaedness as a means to protect sensitive ddi. isTto say that
there are cryptographic problems that are diffioulimpossible to solve using conventional compmtin

Because of recent advances in qguantum computingjaactum information theory, the quantum computesgnts a
serious challenge to widely used current cryptogiafechniques. This is because some of the saypgographic
problems, which are difficult or impossible to selwsing conventional computing, become fairly &ifor the
guantum computer.

In the practical case, even encrypted informatitimg in a database for 25 years, for instancd,bvei subject to
discovery by those having access to quantum comgpltatforms. The discovery of the content of sdata may lead
to serious consequences. These include the pessiblse of bank account numbers, identity infolmnaitems
relating to military security and other sensitiméormation.

The current state-of-the-art cryptographic prinegplise well-studied methods that have been refied for more than
20 years. Amongst cryptographic experts, wellgttidproven and mature techniques are the mostnpeelf for
security reasons. However, such techniques wdrdasigned to resist quantum attacks, because dintle of their
invention, research into quantum computation wasote and unknown to most cryptographic practitiene

New cryptographic techniques have emerged in redecdades that do provide protection against quattosats.
These techniques are termed “quantum safe” andstaisoth techniques based on quantum propesfiight that
prevent interception of messages, as well as classnputational techniques, all of which were desdjto resist
guantum attacks emerging from the rapidly accalegatsearch field of quantum computation.

Cryptographic techniques are commonly found in madystries and fielded systems, usually as a cowpioof
broader network security products. These commawdjlable security products need to be upgradel guiantum
safe cryptographic techniques, and this paper expleome of the most pervasive security systemie \ghiing
practical recommendations for upgrading to a quargafe state. This is not a trivial undertakinyj eequires the
interest and support of security product vendodustry customers, academic researchers and stisnglaups.

An important consideration is the cost of transitiy to quantum safe technologies. New produatisteends tend to
follow a standard cycle of innovation starting wéthrly adopters who pay high premiums, and endiitly w
commoditized product offerings with abundant contfmet. Quantum safe features will reset the inrimracycle for
many common commoditized security products, butrdla¢ costs of concern are related to switchinget quantum
safe technologies.

Quantum safe communication techniques are not ctilbigavith techniques incumbent in products vulidego
guantum attacks. In a well-ordered and cost effictechnology transition, there is a period oftiwhere the new
products are gradually phased in and legacy predaret phased out. Currently, quantum safe andtigumavulnerable
products can co-exist in a network; in some cabese is time for a well-ordered transition. Howewhe window of
opportunity for orderly transition is shrinking amdth the growing maturity of quantum computati@search, for data
that needs to be kept secret for decades intaithesf the window for transitioning may alreadydiesed.

This paper is designed to be a practical introductind reference for those in the Information anch@unication
Technology (ICT) community. The primary objectigeo help raise awareness of the potential impafotgiantum
computing on information security globally. Thigiudes a 1) survey of current cryptographic pples, 2) the
possible impact of quantum computing on their eéffeness and 3) what can be done to mitigate #ie in an
economically and technically practical manner. f¢her include discussion of the enablers of quansafe
cryptographic techniques along with the realistioremic and technical challenges to its deployrreakisting
systems and the impact of global standards. Wepmkssent a section defining acronyms and relaenxdinology,
which is designed to be a reference for those tipgran the ICT space in fields other than inforifoatsecurity and

cryptography.
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1 Scope and purpose

Until fairly recently, the Information and Commuatmon Technology (ICT) industry has considered tinfation
interchange transactions across electronic netwiorke secure when encrypted using what are caeside be an
unbroken conventional cryptographic system. Research in the field of quantum computing haslpced a
credible and serious threat to this assumptiormeSproblems that are considered difficult or imjidssto solve using
conventional computation platforms become fairyial for a quantum computer. Any information thets been
encrypted, or will be encrypted using many of thdustry’s state-of-the-art cryptosystems basedoompeitational-
hardness is now under threat of both eavesdromidgattack by future adversaries who have accepsaotum
computation.

This means that even encrypted information sititing database for 25 years for example, will bgexilio discovery
by those with access to quantum computing platforiiise discovery of the content of such data ctedd to very
serious consequences. These include the misumm&faccount numbers, identity information, iteelating to
military security and other sensitive informatiowithout quantum-safe encryption, everything that ha been
transmitted, or will ever be transmitted, over a néwork is vulnerable to eavesdropping and public dislosure.

This paper is designed to be a practical introduactind reference for those in the Information anch@unication
Technology (ICT) community. The primary objectigeo help raise awareness of the potential impafotgiantum
computing on information security globally. Thigiudes a 1) survey of current cryptographic pples, 2) the
possible impact of quantum computing on their @ffeness and 3) what can be done to mitigate #ie ih an
economically and technically practical manner. f¢her include discussion of the enablers of quansafe
cryptographic techniques along with the realistioremic and technical challenges to its deployrreakisting
systems and the impact of global standards.

ETSI



7 Quantum Safe Cryptography V1.0.0 (2014-10)

2 Overview
2.1 What is cryptography and how is it used?

Cryptography is literally the art of “secret wrigih It is used to secure communication by protegthe confidentiality
and integrity of messages and sensitive data. \Witthoanyone could read a message or forge ater@nversation.
Messages are made secret by transforming them“fstmimtext” into “ciphertext” using a cipher and gf@ming the
process of encryption. Decryption turns scrambled unreadable ciphertext back into plaintext.

When cryptographers talk about a “key”, they aferreng to a shared secret that controls the ghtiidithide and un-
hide information. There are two types of crypt@imnathat are often referred to as “symmetric kayd &ublic key”

cryptography:

1. In symmetric key cryptography, the same key is dsetboth encryption and decryption, and that kegds
to be kept a secret by everyone who is sendinges®lving private messages. The major difficulty o
symmetric key cryptography is to provide the sekegfs to legitimate parties without divulging theyk to
eavesdroppers.

2. Public key cryptograpHyis more involved and complex. There are two keys, for encrypting and another
key for decrypting. The two keys are mathematjcadlated, and only one key is intended to be kegecret.
Public key cryptography allows anyone to send amygred message, but only one person, with theatgiv
key, can decrypt the message. Public key cryppdgraan also be used for digital signatures wheneesne
with a private key can sign a message that anyaneerify with the public key.

Figure 1 - Cryptography Basics - Encryption and Deyption

I Alice and Bop, “
| Share 5 secret

key wh |
€re no ! ( ’.
One can | 0\—

eavegd,op

A - Symmetric Key Cryptography B - Public Key Cryptography

Cryptography is necessary but not sufficient fause transmission of information. In practice, imfation is secured
using cryptography within the context of securitgtpcols which handle message formatting, key memesgt and a
plethora of other considerations that are useadaden the primitive concept of secret messagempssthe more
practical art of modern secure communications.

While cryptography is not the entirety of securitys an essential part. If the cryptography feél of the secret
messages that are sent over public channels bemadable to anyone who can passively observe.

Cryptography is important because without it, esely/could read anything they intercept, regarddésehether it was
intended for them. Cryptography keeps sensitiva datecret (confidentiality), it is used to prot@ghinst changes to
data over an unreliable public channel (data itt@gand it can ensure that communicating paiiesindeed who they
claim to be (authentication).

1 Also sometimes referred to as “asymmetric key tmymaphy”
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2.2 What is quantum computing?

Today's computers are governed by the laws of idasghysics and Moore’s I&which states that, historically
speaking, computers double their speed and capagty 18 months because chip makers are ablaigezg twice as
many transistors onto a computer chip. In ordetifese computing improvements to continue, placioge
transistors on a computer chip means that tramsisted to get smaller. But physics presentswaaldiarrier in that
once technology has shrunk a transistor to thedfiaesingle atom there are no more improvementetmade to
transistor size. But what if the transistor coloddreplaced with a better technology, a technotbgyallows for a new

paradigm of computing?

The laws of physics that can be seen, observedjraerstood through experiences in everyday léereferred to as
classical physics, and these laws govern the wgskamd computational capabilities of computerdag are known
today. However, everything that is described bgsilzal physics at a macroscopic level can be destiy quantum
physics at a nanoscopic level, and these diffggbysical laws are known as quantum mechanics.dp#st few
decades, researchers have realized that the wayrsch the laws of physics allow different thingshtappen to very
small objects can be harnessed to make computeo§ navel materials, with hardware that looks &ethaves very
differently from the typical classical computergttipeople use in their homes and offices todayn@uma computers,
obeying the laws of quantum mechanics, can cakedfdhgs in ways that are unimaginable from thepective of

people’s regular day-to-day experiences.

In classical computing, information is stored imdamental units called bits, where a bit can hdihary digit with

the value of 0 or 1. In quantum computing, the amdntal unit can hold both a 0 and a 1 value asdhee time; this is
known as a superposition of two states. These guabits are known as qubits and measuring the statejubit
causes it to select or “collapse into”, being a @ 4. Interestingly, if you prepare a string obis of the same length
in the same way, the resulting bit string will abvays be the same. This gives quantum computeasizantage over

classical computers in that they can perform vapjd parallel computations.

Quantum mechanics has some novel properties thedrehers have realized can be harnessed to makgiqu
computers that behave very differently than thegital computers commonly used today. Using theselmuantum
properties, a quantum computer is able to solvaireproblems like searching and factoring muchefathan the time
it would take a classical computer, with the besiwn algorithms, to solve the same problem.

2038
Key lengths broken by conventional computing .
=
architectures in recent years Extrapolation 5Ug- ::
.
gests that 2048-bit keys could be safe from con- g
ventional attack for some time, but quantum &
, )
1074 COmputers using Shor's Algorithim + sufficient =
— i
= memory could make the trend exponential. o
. ¢
-Er E L) - -
E.' = -y
a5 H '
> R
= -
512 [
-~ ’ *
v ¥
""
~%
L]
23R
1995 J000 2005 010 2015 2020
Year broken

Figure 2 - Breaks of the RSA cryptosystem in recentears using conventional computation.

2 Moore’s law is not an actual law of physics, mdtead a general observation and prediction madedoyfounder of Intel that describes the speed

in which computing has matured.
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For certain classes of problems, including intdgetorization and discrete logarithms, quantum cotews are able to
perform computational tasks with efficiencies theg not known to be possible with classical commgutEhe
development and analysis of patterns of computatéried out by quantum computers is a field kn@asmuantum
algorithms, and the most well-known quantum al¢pong — Shor’s algorithm and Grover's algorithm —eed to
quickly factor numbers and speed up searches, ¢tdgply. These algorithms consequently threatenynveidely used
cryptosystems that base their security on the mesrthat certain computational problems are diffiousolve.
Quantum computers, employing quantum algorithms,stdve these classes of problems quickly enougdooardize
the security of the information that is encrypt€drrent public-key cryptography relies on the agstion that some
problems take an extremely long time to solve - emubequently, that it would take a very long timetheir messages
to be decrypted - but the speed with which quardigarithms can solve some of these problems sevehallenges
that assumption.

In practice, there are a number of physical systiaisrealize different implementations of quanttomputers. Some
common systems are nuclear spins, superconduatinigsgion traps, and optical cavity quantum etedynamics.
Each research direction is at a different levehaturity, with some being stronger contenders ttaprs for large-
scale quantum computing.

2.3 How does quantum computing impact cryptography and
security?

Cryptography plays a very important role in mostuse electronic communication systems today bechessures
that only authentic parties can read each othechanged messages. Quantum computing threatebssiegoal of
secure, authentic communication because in beilggtalglo certain kinds of computations that coniaratl computers
can not, cryptographic keys can be broken quickly ljuantum computer and this allows an eavesdrdppisten into
private communications and pretend to be someomenithey are not. Quantum computers accomplistbthis
quickly reverse calculating or guessing secrettogyaphic keys, a task that is considered very baddlimprobable for
a conventional computer.

A quantum computer cannot break all types of cryraphic keys and some cryptographic algorithmssimtoday are
also safe to use in a world of widespread quantompating. The following sections will describe whitypes of
cryptography are safe from quantum attacks andwtijghers, protocols and security systems are mdserable.

Figure 3 - Cryptography Basics - Effect of a quantm attack.

A — Eavesdropper obtains public key from B — Quantum computer can break
public channel security by reverse computing private
key faster than a conventional computer

2.4 Why is quantum safety an important issue?

Information in many ways equates to geopoliticatial, and economic power. The economic, social,@olitical
well-being of developed countries depends on iftegronfidentiality, and authenticity of sensitidata sent over
networks. Corporations and governments have legpansibilities to their investors, constituents] austomers to
preserve the confidentiality of sensitive informati Whether this information consists of militagnemunications,
secret government documents, industrial trade seaefinancial and medical records, interceptbmformation
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allows adversaries to not only learn about theetstof these communications, but also to discovetadata in
patterns within a network of communicators, to astigeneral patterns using machine learning, aad &vinsert false
or misleading information or malware into a dateain.

Previously, communications and transactions wensidered secure when encrypted using an unbrokgpiosystem
as part of an otherwise rigorous information segdramework. Quantum computing challenges thisiaggion,
because it offers a new and powerful set of tontdeu which many of these cryptosystems may collddsay
ciphersuites have already been demonstrated taskeure in the presence of a quantum computeudimg some of
our most pervasive cryptosystems such as RSA dmli€Curve Cryptography. Any data that has beecrgpted
using many cryptosystems whose security was baséldeocomputational intractability of the so-callbdrd
problems” of discrete log and integer factorizatisnnder threat of both eavesdropping and attgdktoire
adversaries in possession of quantum computerfodtiguantum-safe encryption, everything transihitteer an
observable network is vulnerable to such an adwer$hese issues do not only impact data that neagrizrypted in
this manner in the future, but apply to the infotimmathat is currently stored in this manner, os baen transmitted
over an observable channel in the past. Choosiigntore quantum-safe cryptography and securityrgedoantum
computers are able to perform these functions kairaost all of present and future data vulnerabksdversarial
attack.

It is essential for industries with interest in ge®y secret information safe from adversaries tfob&ard thinking in
their approach to information security. This invedvconsidering more than merely how soon a quanamputer may
be built. It also means thinking about how longmfiation needs to stay secure, and how long ittekk to update the
existing IT infrastructure to be quantum-safe. $fjpEly, it is necessary to consider:

x: "how many years we need our encryption to berssc
y: "how many years it will take us to make our tifrastructure quantum-safe"
z: "how many years before a large-scale quantunpaten will be built”

If a large-scale quantum computer (z) is built befine infrastructure has been re-tooled to betguaisafe and the
required duration of information-security has pdsse-y), then the encrypted information will not ®ecure, leaving it
vulnerable to adversarial attack.

In real-world application, the value rfmust be carefully considered, specifically: what #ne practical consequences
of a certain category of information becoming palihowledge aftex number of years? For example, would it be a
problem if your credit card numbers of today arelenavailable to everyone in the world after 5 years? Probably
not, because it is very likely that you would haveew credit card issued, having a new expiry datesecurity code.

On the other hand, if personal identity informatisrmade public aftex = 5 years, you may be exposed to identity
theft and any resulting consequences. Indeedwonéd also need to be cautious about defining Hieevofx in the
case of certain other information categories suctop-secret military information, e.g. the orlmfsecret military
satellites, location of military bases and thesonerces and capabilities. Therefore, definingviilee ofx is a non-
trivial matter, and requires a fair amount of thiotigisk analysis and modeling. [Moscal3]

Figure 4 - Lead time required for quantum safety

Y X

Z Secrets Divulged

p Time

2.5 What does quantum-safe mean?

Not all security protocols and cryptographic altfuris are vulnerable to quantum attacks; some dievbdto be safe
from quantum attacks, while some are kndwibe vulnerable. A security control that is bedid to be quantum-safe
today might - over time and with sufficient resdarde shown to be vulnerable tomorrow. Withoutgbithat an
algorithm is vulnerable to a quantum attack, a wgpaphic primitive and the protocols that used presumed to be
guantum-safe if they are well studied and resisésks using all known quantum algorithms.
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Security controls that are known to be highly vuside to quantum attack, and can be easily brokemduantum
computer, include:

1) Any cryptosystemthat is built on top of the mathematical compliexstof Integer Factoring and Discrete
Logarithms. This includes RSA, DSA, DH, ECDH, EC&nd other variants of these ciphers. It is
important to point out that almost all public kaymtography in fielded security products and proted¢oday
use these types of ciphers.

2) Any security protocolsthat derive security from the above public keyheirs.
3) Any products or security systemghat derive security from the above protocols.

Controls that are known to be somewhat vulnerabtguantum attack, but can be easily repaired imchymetric key
algorithms like AES that can be broken faster lqpiantum computer running Grover’s algorithm tharatmfassical
computer. However, a quantum computer can be teaderk just as hard as a conventional computetdnpbling the
cipher’'s key length. This is to say that AES-12&s$ difficult for a classical computer to breald&S-256 would be
for a quantum computer.

AES is considered quantum-safe because the ciplneadapt to a quantum attack by increasing itsskagyto rectify a
vulnerability introduced by quantum computing.

Ciphers like RSA and ECC are not quantum safe lsecthey are not able to adapt by increasing thegirskzes to
outpace the rate of development of quantum comgutmorder to attack a 3072-bit RSA key, for im&t@, a quantum
computer must have a few thousand logical quhitgeineral, the number of logical qubits needecdesaal a linear
fashion with the bit length of the RSA key. Whertsa quantum computer becomes available, moviagadoger RSA
key size would thwart a quantum attack until adarguantum computer is invented. However, doubktliegsize of an
RSA or ECC key increases the running time of tipb&i on a conventional computer by a factor oTBat means that
if the size of keys that a quantum computer caachkttioubles every two years, then the running tifleeys on a
conventional computer increases by a factor ofé@yetwo years, outstripping Moore’s Law and rapidgcoming
impractical both in terms of speed and in termshafinnel size, i.e. the required bandwidth to transma key
information over an electronic medium.

Symmetric key ciphers like AES are believed to barqum-safe, whereas many public key ciphers li&& Rre
known not to be. A protocol that relies exclusyveh ciphers like RSA is vulnerable to quantumakfdout a protocol
that can adapt to use quantum-safe ciphers i$ @sesidered quantum-safe. In protocols and apiica where public
key cryptography is preferred over symmetric-kegptography (usually, to overcome the difficultykafy distribution
and key management problems), quantum safe cryggbgr ciphers must be substituted in place of REB@C in
order to resist quantum attack.

Table 1 - Comparison of conventional and quantum seirity levels of some popular ciphers.

Algorithm Key Length Effective Key Strength / Secuity Level
Conventional Computing Quantum Computing

RSA-1024 1024 bits 80 bits 0 bits
RSA-2048 2048 bits 112 hits 0 bits
ECC-256 256 bits 128 bits 0 bits
ECC-384 384 bits 256 bits 0 bits
AES-128 128 bits 128 bits 64 bits
AES-256 256 bits 256 bits 128 hits

Note : Effective key strength for conventional computegived from NIST SP 800-57 “Recommendation for Key
Management”
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3 Technology survey — current state of the art

Some of the most important people responsiblehfieroingoing strength of our security tools are thepte who try to
break them. At the network level this includesrapghes such as penetration testing, or sometiewesity research,
and at the cryptography level it is called cryptasia. The researchers that perform this leveésfing are
exceptionally creative when it comes to circumvengecurity systems or compromising ciphers argldirectly
because of their research and efforts that stateesért tools and ciphers are constantly improved.

When the security of a software system, networkémentation or end-user device needs to be fixeonibt
uncommon to receive a software security updatds flay come in the form of a software patch, aighegstem
configuration, or an added security control. la tase of a broken cipher, there may be a stapdassneter
adjustment or a change to the algorithm implemantahat is pushed out to products and buried dedpe software
update.

Security research and cryptanalysis is a long jpegtiart form. The designers of security prodacésso accustomed
to people trying to break their security systenag they build in redundant controls and layer trezsgrols so that,
over time, if a particular safeguard fails then skeurity of the system may still be recoveredthviégards to
cryptography, security architects will also desigmecoverable security features, for instance,dfpher is broken or
discovered to be weak then the system can acconteadth a change in key size, parameter, or pogsitasén a new
cipher or ciphersuite combination.

Many generic security protocols have some formrgptographic agility, but in most cases, the onplic key
cryptography options designed into these protoasvariants of RSA or ECC, as well as Diffie-Hedimfor key
exchange, which from the perspective of quantumpeding are not resilient against quantum attadkgen if the
protocols support other algorithms, RSA and ECClaeemost widely deployed in practice. RSA and EZ€the most
popular and pervasive public key cryptographic atgms in use today due to their historical precgaes well as their
efficiencies. RSA was the first practical publieykcryptosystem discovered and was built into eaghgions of the
Secure Sockets Layer (SSL) protocol; ECC was tisedigorithm discovered after RSA to offer consadbdy smaller
keys and comparable-speed operations. Unfortunatet/to Shor’s algorithms and the progressing ritgtof
guantum computing, ECC and RSA will become increglgivulnerable to quantum attacks over time.

Changing from classical algorithms to quantum séderithms is not a simple task. It takes a lantetfor a particular
algorithm to be accepted by security practitionersearchers and standards bodies. Classicalthlgsrlike ECC and
RSA are widely studied and well accepted by theisgccommunity. Quantum safe algorithms have baeund for a
long time, but have not benefited from nearly agimpublic scrutiny and cryptanalysis, so they ass Iprevalent in
standards and a difficult feature to find in setyupiroducts.

3.1 Pervasiveness of RSA and ECC in security products

Classical public key algorithms like RSA and ECE ased pervasively in security protocols and apfibos to
provide some of the following general security #=s:

Public Key Infrastructure typically this takes the form of a Certificate Aatity (CA) where an entity that everyone
implicitly trusts will attest that a particular gtpgraphic key belongs to a particular person tityenCommunication
between two parties is assumed authentic becaagdeusted third party has previously confirmed eidemtity and
issued each a certificate. For example, thisésmplished on the Internet where a WebTrust(c)eatited CA sends
their self-signed root certificate to web browsexkers to be embedded in the web browser softwatdéshiistributed
to PC and mobile phone users. Companies that iwdre trusted will purchase an SSL Certificate fronegistrar that
resolves to the root CA embedded in the browsethad®C or mobile phone users who visit the comisanebsite
can be sure that they are not talking to an impostosecure lock icon is displayed to the web tgemuser, and the
user may examine the details of the SSL certificAteof 2014, almost all certificates issued by owarcial CAs use
RSA public keys of at least 2048 bits.

Secure Software Distributionis often achieved using public key based Digiigh&tures where important information
is digitally signed and the resulting signaturappended, transmitted and stored beside the origiieamation and

later used to authenticate. For example, softwpdates to a mobile handset’s operating systemusiilally include a
digital signature and before the mobile handsdtimstall the software update, it will first veritiat the update is
authentic and was issued by the phone manufaauncenot an impostor. This ensures that the molaitelset may

only run operating system software designed byrtaaufacturer that has not been tampered with grior during
transmission. For example, Apple and Microsoftiégsdevelopers with code signing certificates coimtgi RSA public
keys.
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Federated Authorization is a method of “single sign on” that allows a uska website to enter their login credentials
once, and be granted access to a number of othmsitee without divulging logon credentials to thier websites.

Key Exchange over a Public Channek a common way to establish a secure connecti@aremwo individuals can
use their public keys to exchange messages ingtlialt allow them to agree on a private sharedeseényone who
eavesdrops on the public messages cannot derighéned secret, which is subsequently used to phcopfidential
messages. Key exchange, and key agreement potneolised extensively in some of the most pergasiwork
security protocols like SSL/TLS, SSH and IKE/IP#Heat protect private communications on the Interfidtese
protocols almost exclusively rely on key exchangieg RSA, Diffie-Hellman, or elliptic curve cryptogphy.

Secure Email (i.e. SIMIME)is popular within government entities and reguagaterprises for exchanging
confidential and authentic emails and is oftencuired feature by these high security organizatidusst S/IMIME
certificates contain RSA public keys.

Virtual Private Networks (i.e. IPsec)are used by enterprises to provide company netacckss, and work related
application access, to its mobile workforce. VRiXs also commonly used by expats living in foragantries with
Internet restrictions, where the expat uses a \WPidate a network “tunnel” back to their nativeiciy, avoiding the
visiting country’s network filtering technologie®RSA and ECC are commonly used to setup the seatveork tunnel
using a key establishment protocol called IKE obitedKE.

Secure Web Browsing (SSL/TLS)s most commonly associated with the secure “lac&h displayed on a web
browser when visiting an SSL enabled website. dalby websites that accept credit card paymenteat with a
user’s private information will SSL enable theirhypages due to regulatory requirements (i.e. Pay@ard Industry
compliance), or because their user base has taaadrto only use websites that display the look iwhen asked to
disclose their private information. . Almost aBISTLS certificates contain RSA keys for autherttma As of 2014,
use of elliptic curve cryptography for key exchaimg@creasing but still not widespread.

3.2 Cryptographic primitives that are quantum safe

Most of the public key cryptography that is usedtms Internet today is based on algorithms thavaheerable to
guantum attacks. These include public key algoritlsuch as RSA, ECC, Diffie-Hellman and DSA. Altleese

examples are easily broken by Shor’s algorithm®$3hand are deemed to be insecure as quantum ¢ogpu

matures.

The reason Shor’s algorithms break these publicckgytosystems is that they are based on two specmputational
problems - namely, Integer factorization and ditctegarithm. These problems are believed to bd faara classical
computer to solve, but are known to be easily sblwea quantum computer. In order to sustain ¢oeisty of the
Internet and other technologies reliant on crypdpdy it is necessary to identify new mathematieahhiques upon
which cryptography can be built that are resiliegainst quantum attacks.

The main classes of computational problems thatamently believed to resist quantum algorithnaekts stem from
the fields of lattice theory, coding theory and siedy of multivariate quadratic polynomials. Eadlthese classes of
computational problems offers new possible framé&waovithin which to build public key cryptographyh&@ quantum
safe ciphers that are built on these methods datizdity present some challenges. Typically, theffesifrom large
key sizes and signature sizes when compared tdaopurrent public key algorithms that are notmfuan safe.
However, in terms of performance, some quantum-agferithms are competitive with — or even faskemt— widely
used public key algorithms such as RSA or ECC.

Some forms of symmetric-key cryptography are guaethto be quantum-safe. These primitives make no
computational assumptions and are thus informadtienretically secure. An example of this is Verna@he Time
Pad, which has been proven to have perfect undonditsecurity against arbitrarily powerful eavesgyers [SHA49].
Wegman-Carter Authentication [CW79] is also knowtbé resistant against quantum attacks [PERQ9].

There are also other types of symmetric key crytolgy that are believed (but not proven) to béiees against
guantum attacks. For example, generic quantumisealy provides a quadratic speedup over class&aich
[BEN97], indicating that quantum computers could perform a brute force search to find symmetrigskenuch faster
than could classical computers. Thus, unless thmmtric key algorithm happens to have a particstiarcture that can
be exploited by a quantum computer, the bit secofie symmetric cipher can be retained in theqares of a quantum
adversary by simply doubling the key length. Sigmantum search does not provide exponential spsedymmetric
key encryption like AES is believed to be quantuafesSimilarly, good hash functions are also belitto be resistant
to quantum adversaries.

From these examples, it is clear that some fornsywimetric key cryptography are guaranteed to benportant

ETSI



14 Quantum Safe Cryptography V1.0.0 (2014-10)

example of secure cryptography in a post-quantumdwblowever, the need for establishing sharededesymmetric
keys between communicating parties invites thelehgé of how to securely distribute these keys.kegr
establishment, quantum-safe options include bothpedational and physics-based methods. These ghlyased
methods are collectively known as Quantum Key idistion.

3.2.1 Quantum Key Distribution

While there are several symmetric key cryptograpdids that are either believed or known to be Quanrsafe,
establishing shared secret symmetric keys throngimntrusted medium is traditionally accomplishethvaublic key
methods that are known to be vulnerable to quamtitacks, which is the main vulnerability of symnekey schemes
in the presence of a quantum computer. This opprnibaiquestion of how to securely distribute synmiméeys
between distant parties, without relying on insedagacy public key algorithms. One of the propasadtions to the
key distribution problem is known as Quantum KegtBbution (QKD).

There do exist alternative key distribution aldgumits using public key schemes that are not RSA &.Efwever, in
contrast to these public key schemes, QKD as aagyaphic primitive offers security that is guaesd by the laws of
physics. QKD as a method for secure key establishf@&S02] is proven to be information theoretigakecure against
arbitrary attacks, including quantum attacks. Théans that even assuming an adversary to haveitgdim
computational resources, including unlimited cleslsand quantum computing resources, QKD is semomeand
always will be. By enabling provable security basadundamental laws of quantum physics, QKD remaasilient
even to future advances in cryptanalysis or in uarcomputing.

Consequently, quantum key distribution providesrtteans to securely distribute secret keys thabeamsed with
guantum safe symmetric key algorithms like AdvanEedryption Standard (AES), or one-time pad endoypt

Conceptually, the security of QKD is achieved bgating information in quantum states of light. Usquantum
states allows security to be based on fundameaita in quantum physics and quantum informationrshe€there are
three deeply related notions from quantum physiasitiustrate the source of the unique securigpprties of QKD:

1. The Heisenberg uncertainty principle implies thatieasuring an unknown gquantum-mechanical staite, it
physically changed. In the context of QKD, this me¢hat an eavesdropper observing the data strélam w
physically change the values of some of the bits detectable way.

2. The no cloning theorem states that it is physicafigossible to make a perfect copy of an unknowsmnéum
state. This means that it is impossible for an eshry to make a copy of a bit in the data streaontg
measure one of the copies in hopes of hiding #geesdropping. (See ‘Prepare-and-measure QKD citiose
3.2.1.3)

3. There exist properties of quantum entanglementstiatundamental limits on the information leaked t
unauthorized third parties. (See ‘Entanglement-t&3€D’ in section 3.2.1.3).

Importantly, these are not technological limitaidhat can be overcome by clever advances in eggnug but rather
are fundamental and irrefutable laws of quanturrsjasy

Interestingly, due to the laws of quantum mechariiés physically impossible for an adversarynwisibly eavesdrop
on quantum key distribution. Looking at the infotioa encoded in quantum states actually changemtbenation in
ways that can be detected by the legitimate paifies mere act of her observing the data in trassion will
physically change the bits of information in theéadstream and introduce errors in ways that thdesesind recipient
can readily detect and quantify. The percentagamofr's which an eavesdropper necessarily introdalbes the sender
and recipient to calculate not only whether an sdr@pper was present, but also precisely how miiteo
information about the key the adversary could hgaieed in the worst possible case with the mostgofuvalgorithms
and hardware. This allows them to use well-stugiest-processing methods to remove any information a
eavesdropper could have gained about the shared key

An important characteristic of quantum key disttibo is that any attack (e.g. any attempt to ex@dlaw in an
implementation of transmitters or receivers) mstérried out in real time. Contrary to classieggptographic
schemes, in QKD there is no way to save the inftiondor later decryption by more powerful techrgiks. This
greatly reduces the window of opportunity for penitng an attack against QKD; the window is muchewitbr
conventional cryptography.

The security of QKD has been proven in a numbdrasfieworks including the universal composabilityHB)5,
Sca09], the abstract cryptography framework [MAUIt]the authenticated key exchange framework [M3UThe
composability of QKD as a cryptographic primitiiéoavs safely combining the distributed keys witthet provably

ETSI



15 Quantum Safe Cryptography V1.0.0 (2014-10)

secure schemes such as Wegman-Carter authenticatioretime pad encryption while maintaining quigadtie long-
term security.

3.21.1 How quantum key distribution works

Quantum key distribution is a process that usesutimenticated communication channel together wighantum
communication channel in order to establish a $d@ There are several different protocols fopliEementing
guantum key distribution, all of which require batlgyuantum channel (to send quantum states o} lightd an
authenticated classical channel (for the sendéceAand the recipient, Bob, to compare certainguesments related
to these quantum states and perform certain posepsing steps to distil a correct and secret Kéng.quantum
channel uses optical fibres or free space/ satditiks to send photons (quantum states of ligatjvben Alice and
Bob, whereas the classical channel could be a sifapithenticated) telephone line that Alice and Bsdto talk to
each other. Interestingly, both of these can bdi@ubis described in section 3.2.1 that the quamchannel
necessarily shows Alice and Bob when an eavesdrdygsebeen listening in, and it is a fact of thelptotocols that
the classical channel could be broadcast publidigaut compromising security.

Quantum Key Distribution begins by Alice decidimgdistribute some cryptographic key to Bob. Botitéland Bob
have the specialized optical equipment necessamstablishing the quantum channel, as well assadoea classical
channel where they can communicate with one anoffliee uses a light source to send a stream ofgriso(quantum
states) one-at-a-time. Each photon can be thodgs one bit of information. As each photon is sehé randomly
chooses to prepare it in one of two “bases”. Basin be described as a perspective from whiclotphs measured.

QKD transmitter QKD receiver
De.
_ Qubit sequence : _

R e B e ey

Quantum channel D D,

Key Distillation Key Distillation
(Sifting H - Sifting )
[Parameter estimation } {Parameter estimationj
[Error correction } < > {Error correction j
[Verification } Service channel {Verification j
(Privacy amplification }- - Privacy amplification )
[Authentication } {Authentication J

Secret key Secret key

Figure 5 - lllustration of a typical prepare-and-measurement QKD setup.

As the recipient, Bob needs to record values fohgdnoton he receives via the quantum channel.ofibid, he must,
like Alice, make a measurement of each one, arttidrefore also chooses one of the two possiblesébaand records
which one he measured in. These choices are raaddrdo not require any information about the b#satsAlice
chose when she was sending each bit. Afterwar@deAlnd Bob then communicate over the classicalreiadn
compare which basis each bit was measured in atezat of the quantum channel. Sometimes Alice astul \&ll
randomly choose the same basis, and these aré@gHerbwhich they will get the same value for titeoton (which is
useful, so they will keep this bit as part of tlegk When Alice and Bob measure the photon usiffgrdnt bases, they
throw this bit away and do not use it in the fikay.

After each bit has been sent and received, AliceBwb can speak publicly about which basis theyl tieaneasure
each photon, and this can provide enough informdtio each of them to generate key from the reckoqueantum
states, but not enough information for an advertargconstruct the key. Thus, an eavesdroppemnatlbe able to
discover the transmitted key for two important mees Firstly, the adversary cannot directly obseineephoton
without changing them, therefore being detectedhawing these bits discarded by Alice and Bob. Bélyo the
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adversary cannot indirectly observe the photonutinoobserving the measurements of Alice and Babegisince
Alice and Bob do not disclose the final measuremesttlt for each quantum state. Rather, they oislyiase which
basis they used to measure it. By this time, ibgslate for the adversary to measure the photecaulse it has already
been received by Bob, so knowing the basis thateAlised is not useful. It is well-established usifigrmation
theoretic proofs that the measurement informatsanadequate for an adversary to use to reconshregienerated
key.

3.21.2 Authenticating the QKD channel

An important methodological consideration in quamtkey distribution is how to authenticate the dlzes
communication channel to ensure that the two peogiemunicating are actually Alice and Bob. The auatltated
classical communication channel may be realizezhedifferent ways.

The most secure method for authentication doesagpiire any computational assumptions and usesaf amount of
random secret data that is initially shared betwleae and Bob. Combining this form of authenticatiwith QKD
may be viewed as an expansion of the initial setad without sacrificing randomness or secrechpsSquent
communication using QKD normally uses part of theeyated key material for authenticating subseqQ&m
sessions, and part of the keying material for gutary.

If initially Alice and Bob do not share an autheation key, a natural alternative is to use pukdig signatures to
authenticate their initial QKD session. Provided plublic key signature is not broken during the Qéé3sion, the
resulting key is information theoretically securelahus cannot be broken by future algorithmic ades, even if the
public key signature is later broken [PPS07, IM#BU13]. Subsequent QKD sessions between Alice artirBay be
authenticated using a portion of previous QKD kegsthat they only need to rely on the short-teegusity of the
public key signature once.

3.2.1.3 QKD protocols and their implementations

Several QKD protocols have been successfully implaed in academic and commercial research lalvsigting
keys over long distances through either opticakfilor free space. These protocols fall into twegaries, and while
theoretically identical in their analysis, are diéntiated experimentally in part by how eavesdirgpfs detected:

1. Prepare-and-measure QKDallows legitimate parties to detect eavesdroppgmomparing the amount of error
they might expect in their communications to thuakerror of their measurements. This techniqliese
upon the fact that an adversary intercepting a yumaustate must measure it, and in this adverséeynating
to guess the original state to forward it to thapient, they will introduce a percentage of id&alile error.

2. Entanglement-based QKDallows legitimate parties to detect eavesdroppgnartue of the fact that if the
sender and recipient each have a photon the twdnigh are related by quantum-mechanical entanglémen
interception or measurement by an adversary wihge the two-photon system in a way that the legit
parties can readily detect.

One example of a QKD protocol is the BB84 protd&iB84], which was the first protocol proposed faragtum key
distribution and remains one of the most widely lienpented protocols inside of commercial products @sed within
research labs. QKD based on the BB84 protocol bas demonstrated over distances over 100 km inHendpoth
optical fibre and free space, reaching transmisspmeds on the order of one megabit per secondsheeter distances
([SMAO7, LUC13]). Optical fibre based QKD produttave already been commercially deployed and amsértoday
to distribute quantum safe keys in real networks.

The SARG protocol [SARGO04] is similar to BB84 araktbeen used over a period of 21 months of contsuo
operation on the international SwissQuantum nety81mkJ11].

More recent protocols which aim to have conveniple mentations while still enabling long-distarared high
transmission rate QKD are the Differential-Phas#tphotocol [WAN12] and the Coherent OneWay praibc
[STUO09], which both have exceeded 250 km transiisdistance in optical fibre.

There is also Continuous Variable QKD protocol kahe only QKD protocol that does not requiregiraphoton
detectors. This protocol relies upon homodyne diete@nd continuous encoding of quantum states [GRQLI].

In addition to the above commonly used protocdisréd is on-going research into protocols that aimetiuce the
security assumptions of the actual implementaticth@ QKD devices. For example, the measuremeritdev
independent (MDI) QKD protocol allows for the comf@ removal of the single photon detectors and uneawent
devices from the security consideration [BHM96,08aLCQ12]. That means that users of the QKD systemot
need to trust the distributors of their measurendenices. Another possibility exists in the Ekedtpcol [EKE91],
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which proposes the use of quantum entanglementgtement QKD with complete device-independent dgcu®nce
implemented, this would ultimately mean that trassumptions of the QKD system implementation byaaufacturer
could be reduced to a minimum.

Quantum key distribution penetration testing arzliggy research (‘quantum hacking’) is an activeaaof academic
and commercial work, and has identified some imgletaition specific vulnerabilities in QKD systemeading to
improved system designs.

3.2.14 QKD in networks

Quantum Key Distribution is intrinsically a poird-point technology, but has been demonstrateddauted network
topology over multiuser optical fibre networks [SE; CHE10, STU11, SAS11] to secure data transmmissach as
encrypted telephone communication and videoconfe®throughout all nodes in a network. Therefdre point-to-
point nature of QKD can be implemented in such g asmto secure communications throughout a multinsavork.
These networks are currently being explored thraodhstrial and academic research into opticakfibetworks.
Additionally, current work on free space QKD lirdee also progressing toward the ultimate goal ofgua satellite as
a trusted node to enable free space quantum keipditon around the globe.

Optical fibre quantum key distribution can be impénted on existing optical infrastructures, butghantum channel
cannot pass through optical amplifiers. The maxindistance over which QKD photons can travel istéaibecause
of the absorption of the signal that occurs ovegldistance transmission in optical fibre. Cladssggnals in the
optical infrastructure use repeater nodes througtih@unetwork to amplify and propagate the sigHalwever, due to
the no cloning theorem of quantum information, ¢hare challenges in developing a repeater systea @KD
network. The present solution to this problem isdacatenate multiple QKD systems to let keys pgapavia
intermediate nodes, which requires that the intéiate nodes must all be trusted to some extent.

While routing QKD using trusted nodes is one solutio the distance limitations and point-to-poiature of quantum
key distribution, current research is exploringmfuan repeater architectures that exploit sometkimayvn as quantum
entanglement in order to extend the range of QKRslibeyond 400 km.

Another way of overcoming distance related chaksnigp implementing QKD is to send the signals tghofiee space
rather than optical fibre, as signals are diffrddtss rapidly through the medium of air than thes/through the
medium of optical fibre. There is a trade-off wittis approach; it is a more difficult engineeringlpem to protect
against noise from atmospheric fluctuations. Sévetarnational research teams are currently warkindevelop
satellites for use in quantum key distribution. 3ésystems would have the benefit of not only balvig to receive
point-to-point signals over distances of a few heddkilometres from the ground to low earth orkit §12], but
furthermore, a network of these satellites couldbadrusted intermediary nodes capable of tratisigifree space
links all around the world. While this is an ardactive research, satellite based quantum keyiluiigion has yet to be
demonstrated.

Current limitations of quantum key distribution,general, are its higher costs for dedicated hamvits transmission
distance of a few hundred kilometres, and its keyyegation rate which decreases with increasingutist between
sender and receiver. However, for specific appbcetfor which strong security conditions must bet,n QKD will
likely become an increasingly attractive optioritie upcoming years as research extends the distamee which
guantum key distribution can be performed.

3.2.2 Code-based cryptosystems

Error correcting codes have played a prominentirommmunication technology for a long time. Thegvide added
redundancy to digital communications so that theeiker in real time can correct errors, which iteely occur during
transmission. An example of efficient error cotireg codes are Goppa codes which can be turnedhisgzure coding
scheme by keeping the encoding and decoding furecicsecret, and to only publicly communicate guised
encoding function that allows the mapping of amilxt message to a scrambled set of code wordy.i®pbssession
of the secret decoding function can the secret mggge removed in order to recover the plaintéitis technique is
computational hard to reverse using either a caiinegl or quantum computer, it is based on a madéttiead problem
called syndrome decoding which is known to be arcNiPplete problem if the number of errors is untaeh

The notion of code-based cryptography was firsbihticed by an encryption scheme published by McElie 1978.
The McEliece cryptosystem [McE78] builds on (binaBoppa codes and its security is based on thereyrad
decoding problem. It is known to be extremely fastncryption and reasonably fast in decryptione Biggest
drawback of this cryptosystem that prevents itgtiral adoption is the extremely large key sizes #re required.
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In 2001, Courtois, Finiasz, and Sendrier [CFSObppsed the first code-based signature scheme cahi&d CFS
signatures are very short in length and are vesyttaverify. However, CFS signatures suffer fréva same extremely
large key size drawback as the McEliece cryptosyste addition, the generation of signatures idlyignefficient.
The security of the CFS signature is also basetti@syndrome decoding problem. The fastest imphatien of CFS
can be found in [BCS13] and, on average, is rou@dly times slower than signing with the RSA sigretcheme.

A popular way to obtain signature schemes is byyipgp the Fiat-Shamir transformation on identificat protocols. In
this vein, the scheme by Stern [Stern94] and Cagtral [CVE10] can be transformed to a signatuheste
outperforming CFS (see more details in [A+13])llStode-based signature schemes perform weakest@ithe
guantum safe alternative primitives.

3.2.3 Lattice-based cryptosystems

Among all computational problems believed to beruin safe, lattice-based problems have receivechtis
attention during the past decade. Like code-basddraultivariate-based algorithms, lattice-based@tlyms are very
fast and are considered quantum safe.

Lattice problems also benefit from something callexist-case to average-case reduction, which nmbansll keys are
as hard to break in the easiest case as in the eass when setting up any of the parametersattiad based
cryptosystem. In a crypto system like RSA, geriiegateys involves picking two very large random roars, that
should be prime and should yield a hard instandaefactorization problem, but there is a certiegree of
probability of choosing wrong and resulting in aakesecurity level. In lattice-based cryptographlypassible key
selections are strong and hard to solve.

The core problem among all lattice problems, naBiealtest Vector Problem (SVP), is to find the séstrhon-zero
vector within the lattice. This problem is NP-hatad unlike the factorization problem nor the déeterlog problem,
there is no known quantum algorithm to solve SVEhwhe help of a quantum computer. In practiceptmyystems are
based on the assumption that the relaxed varidnibésoproblem are still hard to solve. Among &k tcandidates, the
following two deliver best performance and security

1. NTRU: The NTRU cryptosystem was proposed by Hoiifisé al. [HPS98] as the first practical latticesbd
cryptosystem. It is based on the assumptions lttxtd problems are hard to solve within a sped#iily of
lattices — the NTRU lattices. In 2011, Stehle atelrfeld [SS11] proposed a variant of the NTRU gption
scheme, SS-NTRU, which had a reduction to probleves ideal lattices — a specific subgroup of lasithat
includes NTRU lattices, though at the cost of redliperformance. The NTRU encryption scheme beats
classical cryptography in performance but comeh l@itger pubic key sizes than RSA.

2. LWE: The Learning With Error (LWE) problem enablzgptosystems whose security can be reduced todatt
problems over general lattices. In [LP11], Lindaed Peikert have created a lattice-based cryptsystlled
LP-LWE that is proven to be secure as long as wease instances of lattice problems are hard.dntjme,
usually the Ring Learning With Error (R-LWE) vartdas used to boost efficiency. The R-LWE and SS-NTR
are reducible to a same lattice problem.

General lattices: SVP, LWE, SIS

Ideal lattices: R-LWE, SS-NTRU

NTRU lattices: NTRU

Figure 6 - Relationship of Lattice-based problems

In a series of work, Lyubashevsky et al. proposgiice-based signature schemes based on shortirgelyition (SIS).
The latest outcome is, called BLISS (Bimodal L&t®ignature Scheme) [DDLL13], is the currently nmeffitient
signature scheme having approximately 0.6 KB ptiaig size and 0.25 KB private key size comparablgiength to
AES-128. When compared to RSA-2048, BLISS is rdyu8h10 times faster at signing, and BLISS has lsinrgpeed
improvements over RSA for verification. BLISS issiwally a translation of discrete-logarithm-basetii®rr
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signatures [Sch91] to lattices with several optatins with respect to distributions and efficisaimpling from those.
A very recent result improves BLISS further to deadm implementation of BLISS on embedded devib&x314].

As opposed to code-based and multivariate-basqdagraphy, there exists a couple of practical keshange
protocols based on lattice problems. A current enait research is to implement those key exchang@gol into the
TLS framework [BCNS14] and derive variants with aiddial entity authentication.

3.2.4 Hash based cryptosystems

Hash-based cryptography offers one-time signatthierses based on hash functions such as Lampoi¢-Diff
Winternitz signatures. The security of such onestsignature schemes relies solely on the collisi@istance of the
chosen cryptographic hash function.

Since Winternitz and Lamport-Diffie signatures cahibe used more than once securely, they are cechlpirth
structures like binary trees so that instead aigisi signing key for a single one-time use sigratarkey may be used
for a number of signatures limited and boundedheysize of the binary tree. The main concept bebgidg a binary
tree with hash signature schemes is that eachigrosin the tree is calculated to be the hash ottmeatenation of
their children nodes. Nodes are thus computed sanady, with the root of the tree being the pulily of the global
signature scheme. The leaves of the tree areftuilt one-time signature verification keys.

This idea was introduced by Merkle in 19Rerkle79] and suffered a number of efficiency draesks such as large
keys, large signature sizes and slow signaturerggoe.

XMSS is a more current scheme and is in the proailsscoming standardizédt builds on Merkle Trees with the
following improvements:

» More efficiency of the tree traversal, i.e. the putation of the path of nodes relating a given time- signature
to the root of the tree and the overall public key.

» Reduced private key sizes and forward secrecy girtle use of a pseudo-random number generattidor
creation of the one-time signature keys.

A significant strength of hash-based signature maseis their flexibility as they can be used witly aecure hashing
function, and so if a flaw is discovered in a sedusshing function, a hash-based signature scheshageds to switch
to a new and secure hash function to remain efecti

An important drawback of Merkle-related schemetésr statefullness in that the signer must keapktiof which one-
time signature keys have already been used. Thipedricky in large-scale environments. Statelesgnts are a
matter of current researth

In terms of efficiency, successive iterations hgreatly improved hash-based signature schemespyet drawbacks
remain. For a comparable level of bit security, X3l8stantiated with AES-128 produces signatures t@retimes
larger than RSA-2048. Timings for signature andfigation are comparable and additional improveraent expected
in the future.

3.2.5 Multivariate cryptosystems

The most promising multivariate encryption schemeurrently the Simple Matrix (or ABC) encryptiocheme
[DPW14]. In this scheme, all computations are dover one finite field and the decryption processsists only of
the solution of linear systems, which makes theswhvery efficient.

There are a number of other multivariate encrypsiomemes including PMI [Ding04] and ipHFE [DSOSjwever,
these encryption systems tend to be inefficienabse the decryption process includes some guesdic); is a
required part of the algorithm that ensures itsiggc

Multivariate cryptosystems are public key basedesys and can be used for digital signatures. Tt promising
signature schemes include UOV [Patarin96] and Rain>S05, DYCCCO05].

3 http://gepris.dfg.de/gepris/projekt/251300380 ?leaage=en

4 https://huelsing.files.wordpress.com/2013/04/20140 sphincs_darmstadt.pdf
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UOV and Rainbow are SingleField schemes, which méaat all computations are performed over a sifigite field.
UQV has a large ratio between the number of vaegbhd equations on the order of 3:1, which mdaaisstgnatures
are three times longer than hash values and theckdy sizes are also large. Rainbow is moreciffit; it is secure
using smaller ratios, which has the impact of réuydigital signature and key sizes. Signature l@dsizes can be
further reduced for UOV and Rainbow [PBB10, SSHAtlthe expense of increasing the time it takeet®eate a key
pair.

There also exist BigField schemes such as HFE g@tiddeld Equations) and pFLASH. A recent variardgn as
HFEv- is able to obtain secure signatures thataneparable in size to schemes like RSA and ECCthenrcandidate
BigField scheme is known as pFLASH [DDYCCO08] whiska modified version of the C* scheme of Matsunartd
Imai.

3.3 Comparison: classical and quantum safe

The following tables compare the practical factmsveen public key cryptography schemes that gpelpg but
vulnerable to quantum attack, and quantum safeqlkél schemes that were introduced in prior sest@bove. The
important factors being compared include key gdimrdime, signing time, verification time, encrigo time, and
decryption time. The data represented in the tablast benchmark data, but instead are valuesatieatelative to an
RSA signing operation where 1 unit of time is e@lént to producing an RSA signature using a 307 prbiate key.

Each quantum resistant cryptographic scheme mag imantiple versions. Instead of using the specifioonyms, a
more general name is used in the tables for edwnse and a reference is given that identifies daetescheme.

The quantum safe encryption schemes used in thedamparisons include:

1. NTRU encryption scheme [HHHWOQ9]
2. McEliece encryption scheme [NMBB12]

3. A variant of McEliece encryption scheme from ModerBensity Parity-Check (MDPC) codes and anottenfr
quasi-cyclic MDPC codes [MTSB12].

The time values are extrapolated from EBACS [EBA@&] the referred papers specifying the selecteeinses. In
addition to comparing the time taken to perfornptographic operations, the key sizes of the plddicand private
key, and the size of the resulting the cipher tegtshown. These comparisons all assume an eeuivaffective
symmetric key strength of 128 bits and are remteseby the value k (i.e. k = a key that is asrgjras a 128 bits of
symmetric key). The time scaling and key scalinigioms describe the rate at which operation timesiases and the
size of keys increase in order to increase theriggdevel.

The following table comparisons are not exact amdraended for illustration only. Comparisons &geomposed from
multiple referenced external sources and are motdbult of tests conducted in the same contreiedronment.

Table 2 - Comparison on encryption schemes (RSA dgption = 1, size in bits, k security strength)

- 4939 1398 4939

- 0.5 0.01 1537536 64861 2860 Kk? k*
. 0.5 0.1 9857 19714 19714 K? k
- 1 0.01 3072 24,576 3072 K° K
- 0.2 0.2 3072 3238 3072 Kk k*
- 0.05 0.05 256 256 512 K? k

Note: in key scaling, the factor log k is omitted.
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The quantum safe digital signature schemes usttifollowing table comparisons include:
1. Hash tree based signature from [BDH11];
2. BLISS -Lattice based signature [DDLL13];
3. Rainbow signature (Multivariate) [PBB10].

Hash tree based signatures are unique in thatkégs can only be used to produce a limited nurobsignatures.
The maximum number of signatures for a hash treerae needs to be chosen at the time of key generdsor the
purpose of comparisons below, hash tree schemeskeyset at a fixed®2signatures.

Table 3 - Comparison on signatures (RSA signing =, %ize in bits, k security strength)

20 0.02 0.02 842400 561352 264 k3 k3

50 1 0.01 3072 24,576 3072 k8 k3
0.2 0.2 0.2 3072 3328 3072 k4 k3

0.05 0.05 0.05 512 768 512 'S k

- 0.005 0.02 0.01 7000 2000 5600 k2 k

Note: in key scaling, the factor log k is omitted.

Currently, the actual implementation benchmarkgtiese quantum safe schemes are not generallyabhaill he data
on performance provided in Table 1 and Table Z&el on estimations to obtain approximate scalogiathe
performance. In other words, the performance sladald not be considered as a precise comparisiswbrth noting
that QKD is a quantum-safe key agreement primitiwe,it has not been included in the table, bectheseelevant
parameters and performance figures are differemt those of mathematics based cryptographic priesti

Based on Table 1, the key pair generation of thecta quantum safe schemes are far better than B&Ahey are
not as good as DH and ECDH. Therefore, using diorekey pair to achieve perfect forward secrecpassible
during a key establishment scheme, however, ithvélslower than an ephemeral Diffie-Hellman keyeagrnent.

For the selected digital signature schemes, XM3$3hm@masymmetry property of RSA, i.e. verifyindadster than
signing. Likewise, for the selected encryptionesols, the McEliece variants also share the asymmeiperty of
RSA, i.e. encryption is faster than decryption.

The selected quantum safe schemes generally hafiegmance comparable to or better than pre-quarsitimmmes of
the same security level. However, key, messages@nature sizes are generally larger. In thexab#icEliece and
Rainbow, key sizes are a lot larger. Also, quansafe schemes have not been studied as thorougtig disted pre-
guantum schemes.

ETSI



22 Quantum Safe Cryptography V1.0.0 (2014-10)

4 Security protocols: potential for upgrade

Security protocols are designed with the most é&ffecryptographic tools available at the time, #@gliccessfully
adopted by the security community, these prototwid to be long lived in products and networks sifeers of
security protocols tend to anticipate that the sgclevel of cryptography used in their protoceldl degrade over
time, and they will allow for corrections in thetfive by supporting changes to key sizes and cryppdgc parameters.
Protecting against quantum attacks may require mi@sgtic changes than designers have historicatigipated.
Cryptographic primitives may need to be replaceitaly, and protocol-level changes may be necessary
accommodate the new primitives. It can be a grealienge to insulate an established standard stggimntum
attacks because non-security issues such as adoates, backwards compatibility and performanaeatteristics
must also be considered. Changing cryptographiesysin a standard can be done, however, the patew and
requires strong demand from the market.

The following sections explore the cryptographidiggthat is currently built into some of todaysost widely used
security protocols. Each protocol’s tolerancedocommodating quantum-safe controls is evaluatdd an
recommendations are made outlining a migration fmathquantum safe security posture. In some d¢hgesan be
achieved using existing cryptographic agility featuthat are already built into the protocol, mfoutunately some
protocols are too rigid and require fundamentalsagsg and data structure changes to safeguardftbemguantum
threats.

4.1 X.509 certificates

Many applications involving public key cryptograptely on certificates — these are cryptographicsiiyned
documents, often issued by a trusted third pargedtificate authority (CA), who attests to the @mship of a
particular public key by a particular entity. Artificate includes information identifying its owne public key for the
owner, a validity period, and a signature bindimig tnformation together and certifying its autheity. Certificates
are often chained together, enabling one CA tafgeail of the certificates of another CA.

The X.509 standard specifies a common format faipkey certificates, mechanisms for managing eawbking
certificates, a set of valid attributes of certifies, and an algorithm for validating the certifésa X.509 is not a
protocol but rather a suite of data formats andritlgms that collectively constitute a public keyrastructure (PKI).

X.509 certificates play a central role in the us&8L/TLS on the Internet, as servers are authatetitto clients using
X.509v3 certificates. Every web server supporfihg must have a certificate, the vast majority bick are issued by
one of the several hundred commercial CAs thateregnized by major web browsers. X.509v3 certiéisare also
used in other contexts, including secure email (SI&), web services (XML Digital Signatures), ancdecsigning.

4.1.1  Analysis of current algorithms

The X.509v3 standard allows for algorithm agilitythat an ASN.1 Object Identifier (OID) defines foemats of
public keys. The OID scheme is highly extensilsid any organization holding an OID can issue furtdis within
their hierarchy and so new ciphers can be defiyeghly organization that participates in the OlDr&iehy.

Adding a new cipher OID is the first step neededxtend X.509, but what is also needed is for smftvihat reads
X.509 certificates to be able to comprehend the @ and be able to process the X.509 signaturesrdimg to the
new cipher definition.

The vast majority of certificates issued by comr@r€As contain RSA public keys, and a small hundfeCAs are
starting to issue certificates containing elligtieve public keys. Similarly most certificatestbe internet today are
signed with an RSA key. There are currently no @Asing certificates for quantum-safe public keys] no CAs
signing their certificates with a quantum-safe aigme algorithm.

Regardless, the X.509 certificate structure isresitde and can be made to support quantum-safeitalgs with
relative ease.

4.1.2 Recommendations for quantum-safe X.509 certificates

Using quantum-safe algorithms and public keys 0. certificates does not require a change totdredard; it simply
requires OIDs to be created for quantum-safe alyos, something that can easily be done by anynirgion already
holding an OID. However, X.509 is a standard thaised in many other standards that would requirapdate to
support the newly defined quantum-safe algorithemtdiers. For example, TLS would require new cigluétes to be
introduced.
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The importance of using quantum-safe X.509 cedifis now depends on the application in which theyaed.

» Some X.509 certificates are relatively short-livéebr example, the certificates used to authemticabsites
using TLS typically have validity periods betweearid 5 years and will expire before quantum compdes
available. Using a quantum computer to break autitetion after the validity period would have mopact
on current TLS sessions.

» Some X.509 certificates are longer-lived. For egkencertificates that are used for signing legaludnents
may need to have validity for decades. As a reaplblications requiring long-term security from B%
certificates should place higher priority on migngtto quantum-safe algorithms in X.509 certificatiie to
higher likelihood of exposure to quantum threatthim future.

In practice, adoption of new algorithms in X.50%tifieates is constrained by choices of major safevdevelopers as
well as commercial CAs. Deployment of new algarithis generally slow.

4.1.3 Technical concerns

The X.509 data format allows for very long publi&yk and signatures, so post-quantum schemes g faublic keys
should not be problematic for X.509 certificateedily. However, some applications may put sigeté on X.509
fields, not anticipating future cipher changes.

4.1.4 QKD and X.509 certificates

QKD when used in combination with a quantum safalipikey algorithm could make use of X.509 certfies to
authenticate the service channel that is requiyeal QKD system during the key distillation phas¢haf QKD
protocol.

4.2 Internet key exchange version 2 (IKEv2)

Internet Key Exchange (IKEv2) is a protocol use@stablish keys and security associations (SAsh®purpose of
setting up a secure Virtual Private Network (VPHhgection that protects network packets from beéagl or
intercepted over a public Internet connection. sTaliows a remote computer on a public networlkcteas resources
and benefit from the security of a private closetivork without compromising security.

The IKE protocol standard is rigid and does notpe¥PN designers to choose beyond a small setyptographic
algorithms. At present, none of the permitted athms are completely quantum safe.

4.2.1  Analysis

In a typical IKE protocol three exchanges are usesktup a Security Association. In the first exude, a common key
is derived using the Diffie-Hellman key agreemdgbeathm. This common key is authenticated in eosel exchange
using either certified digital signatures, or a-phared authentication key. In the third exchamiffie-Hellman key
agreement is conducted again to generate new epalekegs for encrypting or authenticating IP paskétese keys
makeup a Security Association.

There is no alternative to Diffie-Hellman for kegraement specified in the standard. Since Diffedhidan is not a
guantum safe algorithm, it would need to be remldneorder for IKE to be secure against quantumacag. Of the
authentication methods given, only the pre-shasgddption may be considered quantum-safe.

As currently deployed, IKE session establishmetd dad the subsequent VPN traffic is vulnerableding captured,
stored in an encrypted state, and later decrypteghwquantum computing is available.

4.2.2 Important security aspects of IKE

IKE offers very useful security properties that Wweboeed to be maintained if cryptographic agilitgreintroduced to
the standard. IKE security associations are builthe concept of Perfect Forward Secrecy (PFSjpmventional
security terms this means that ephemeral, one-tisegkeys are created for every new secure coonedthis ensures
that the compromise of a long-term key does natcafthe confidentially of sessions establishedrgddhe
compromise. Furthermore, the compromise of anmpha key does not affect the confidentially ofssaiss in which
that key was not used.

IKE also provides authenticated connections, uBiSé, DSS or MAC with a pre-shared secret. WhikeMAC
option with proper key and MAC tag length justifice is quantum safe, RSA and DSS algorithms ateSimply
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specifying the use of a MAC with pre-shared seisrebt an adequate substitute for a public keydbase
algorithms because a large network with individua shared secrets for every connection does at# s@ll and
quickly becomes a key management problem as theoniegrows. Pre-shared keys are also problematiclarge
network because, if a global key is being usesl vieiry hard to keep such a global key a secretesepting a
vulnerability with a single point of failure.

4.2.3 Recommendations for quantum safe IKE

Any option to make IKE quantum safe would requihange to the standard. Specifically, these ahamguld
include:

» A replacement algorithm for the first and third kanges, for instance, a quantum-safe alternatiisffie-
Hellman key agreement that maintains PFS. Notethieae is not a well studied alternative,
however, university level research is occurring had resulted in some proposals from the academic
community. These proposals should be reviewedeaatliated by standards bodies as potential avdaues
create a quantum safe IKE that maintains desifab security features.

» Areplacement algorithm for the second exchangelipleey based, authentication schemes for settng
security association. Currently these are basd@d®% and DSS, a quantum safe algorithm shouldtzso
specified as an option giving an alternative toltfggstics problems associated with MAC using pnarsd
secrets.

4.2.4 On the use of QKD in IKE

QKD may be used as a replacement for Diffie-Hellrkay agreement to establish the shared secrenflitia SA with
perfect forward security. Together with a quant@sistant authentication algorithm this would endKle to negotiate
guantum safe symmetric keys. The shared secretgdpbby QKD may either be used with conventiomadrgption
ciphers, or for one-time pad encryption in highuség applications.

QKD may also be used for the second pass to shé/kdy management problem of distributing sharedes&eys for
message authentication. Instead of calculatingeshs@crets and computing secret keys, QKD keysidmilised to
protect integrity.

4.3 Transport layer security (TLS) version 1.2

The Transport Layer Security (TLS) protocol, eaniersions of which were called the Secure Sodkayer (SSL)
protocol, establishes a protected tunnel betwediet and server for transmission of applicatiamed The handshake
sub-protocol is used to perform server-to-cliertt aptional client-to-server authentication, an@stablish shared
secret keys. Shared secrets are subsequentlyruedrecord layer sub-protocol to encrypt andhanticate
application data.

TLS is used to secure a variety of applicationsluiding web traffic (the HTTP protocaol), file trefes (FTP), and mail
transport (SMTP). The design of TLS is largely ipeledent of cryptographic algorithms, and allowsfarties to
negotiate ciphersuites (combinations of cryptogi@plgorithms to use). As of TLSv1.2, all cryptaghic components
(public key authentication, key exchange, hashtfans, bulk encryption) can be negotiated, althoggherally all
must be negotiated at once in a single ciphersaiteer than independently.

Certain ciphersuite selections like Ephemeral Biffiellman allow for perfect forward secrecy.

4.3.1  Analysis of current TLS ciphersuites

The handshake sub-protocol is used to perform atitdaion and establish shared secret keys. lost@l cases,
these operations involve public key operations.

Currently, the majority of servers are authentidatsing X.509 certificates containing RSA publig&eand thus
cannot be considered quantum safe.

Public key operations are also used to establigheshsecret keys, which are then used for encryjatithe record
layer sub-protocol. There are two main types gfdéechange used in the TLS handshake sub-protocol:

1. RSA key transport: The client picks a random seleegt encrypts it using the server's RSA public, lend
sends the ciphertext to the server, who decryptséoret key. Notably, this scheme does not péefect

ETSI



25 Quantum Safe Cryptography V1.0.0 (2014-10)

forward secrecy, meaning compromise of the serl@g-term key leads to the immediate compromisallof
sessions, past and future, established with that ke

2. Ephemeral Diffie—Hellman key agreement: The cleamd server generate ephemeral Diffie—Hellman public
keys, which they exchange and use to generateradsbacret key. Their ephemeral Diffie—Hellmanljgub
keys are authenticated using digital signaturesdas certificates. This scheme does offer peféeetard
secrecy, meaning compromise of the server's lomgkey does not help in computing the shared secret
session keys. TLS includes ciphersuites utilizinth traditional Diffie-Hellman and Elliptic Cunv@iffie-
Hellman. Neither variant is quantum-safe.

The remaining operations in the TLS protocol ineobymmetric primitives, such as hash functions,sags
authentication codes, and block or stream ciphkrgieneral, quantum computers have less of acteffesuch
primitives: Shor's algorithm does not apply, soangntial speedups are not expected. Grover'stsafgorithm would
allow quantum computers a quadratic speedup ireldante search, which means that the primitivesi neeouble the
key length to maintain the same level of securiigiast a quantum computer.

4.3.2 Recommendations for quantum-safe TLS

Any option to make TLS quantum-safe would requichange to the standards. New ciphersuites candp®ged and
standardized by a Request for Comments (RFC).

The following two-stage approach can be used todhice quantum-safe cryptography into TLS:

1. A quantum-safe key exchange mechanism with pefdeatard secrecy replaces existing key exchange
mechanisms. To ease adoption, non-quantum-safaldignatures, such as RSA, can continue to bd ts
provide authentication. Quantum-safe cipherswtesild match the security estimates of their symmet
primitives to the security estimates of their palidey primitives. As an example, a ciphersuitéairig a
guantum-safe public key algorithm at the 128-bitsity level should use symmetric primitives at #%6-bit
level to account for the impact of quantum seattdcks.

2. Quantum-safe digital signatures are deployed itificates and used for authentication of the pucglgntum-
safe key exchange mechanism introduced in stage 1.

The use of a quantum-safe key exchange mechanigmuam-quantum-safe digital signatures is suitabthe short
term: future quantum computers will still not bdeatm decrypt the messages encrypted using thé&aythe
guantum-safe key exchange mechanism.

In the short term, it may also be appropriate tostber a “hybrid” key exchange mechanism, which leygboth
guantum-safe key exchange and non-quantum-safaegeh{such as elliptic curve Diffie—Hellman). Abini
approach, securely implemented, allows early adsptehave the potential of quantum-safe cryptdayagithout
abandoning the security offered by existing mecraniat present, while maintaining with existingulagions such as
FIPS.

These replacements are currently at the stagendfé'tsity-level” research. Various academic grologrge proposed a
variety of key exchange protocols based on quargaf@-primitives [FSXY13,Seclnn13,Peil4], and early
implementation results indicate that performancquaintum-safe key exchange in TLS can be competitith elliptic
curve ciphersuites [Seclnn13,BCNS14].

4.3.3 Technical concerns

Quantum-safe algorithms with large public keysignatures may require additional changes to thedstal. At
present, TLS record layer fragments can be at 816& = 16 KB long, though messages can be split aaragtiple
fragments, certificates can be at md$tR2= 16 MB; these sizes could be increased inaréutersion of TLS.

4.3.4 On the use of QKD in TLS

TLS currently supports ciphersuites where the pauitise a pre-shared key (PSK) for encryption, anfibpm key
confirmation for authentication [RFC4279, RFC548%pbme of these PSK ciphersuites use solely syrioniety
operations such as AES-256 for encryption and HVBYA384 for message integrity and authenticatiohis eems
a suitable mechanism for incorporating key matergshblished from a quantum key distribution chaime TLS, as it
would allow parties to achieve a high level of catgtional security from a relatively short QKD ke#n alternative
mechanism would have to be developed to incorp@#i® keys directly into the TLS standard if infortiza-
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theoretic security were desired. It would be pdssitor instance, to define ciphersuites which mage of a long QKD
key for one-time pad for encryption and a shortgitared key for Wegman-Carter MAC based autherticat

4.4 S/MIME

Secure/Multipurpose Internet Mail Extension [RFC23RFC2312, RFC2632, RFC2633, RFC2634, RFC575] is
standard for digital signatures and public-key gption used to securely send email messages.dtsoffrigin
authentication non-repudiation, data integrity, andfidentiality through use of digital signatusesd message
encryption. This standard is widely adopted thrauglgovernment and enterprise. SIMIME, and a simsitheme
called OpenPGP, allow email to remain encryptedhduthe entire path from sender to recipient, megtinat at the
email servers of both the sender and receiver gfisaw the links between sender, sender's emagisaecipient's
email server, and receiver, the plaintext cannateld or modified by an adversary. This contrasls @ther protocols
like SMTP-over TLS and IMAP/POP3-over-TLS which ased to secure the individual links between intstiate
mail servers, but do not preserve end-to-end cenfidlity and data integrity.

By far the strongest alternative to S/IMIME for grasng end-to-end security is OpenPGP. They ang sienilar at a
protocol level, but OpenPGP relies on a Web of Tmvkile S/IMIME uses Certificate Authorities andifia Key
Infrastructure (PKI) to overcome key distributi@siles that seriously hinder the usability of OpePPrar usability
reasons, S/IMIME continues to be a preferred cheitlen large enterprise email environments. S/MIk#guires
recipients to publish a public key signed by aifiestte authority. As is usual within a PKI, thidoavs users with a
signed public key to be authenticated and enallesre emails from the first instance of commundrati

4.4.1  Analysis of current algorithms in S/MIME version 3.2

In the SIMIME protocol, digital signatures are usedauthentication, data integrity guarantees, ma-repudiation of
origin. Within version 3.2, a digital signaturecartificate is required. Digital signatures withi@rsion 3.2 require the
use of asymmetric keys of at least 1024 bits ferglneration and verification of key pairs, using of the following
algorithms: DSA (with SHA-256), RSA (with SHA-256)y RSA-PSS (with SHA-256). While the hash algarnith
selected are quantum-safe, the use of DSA or R&S}Provides inadequate security in the presenaegointum
computer, and therefore requires replacement imgllementations of S/IMIME. Similarly, the allowpdblic key
encryption primitives are based on either RSA, fi®Hellman. Neither of these primitives are qguam-safe.

Content encryption itself in S/IMIME relies upon sywtric ciphers like AES that are believed to bermumn-safe.
Unfortunately, the aforementioned key establishnaggrithms for these symmetric keys — in additothe
algorithms used for digital signatures — are insed@n a post-quantum environment. It is importanoéte, however,
that S/IMIME supports extended key size and enarpptiethods of the sender's choice, offering themil for
security engineers to upgrade signature and keypkstiment algorithms, to ensure respectively,/dein
authentication and integrity, as well as messagerig.

4.4.2 Recommendations for quantum-safe S/IMIME

S/MIME relies on uses of MIME (Multipurpose Intetrdail Extension) wrapped around content produced i
Cryptographic Message Syntax (CMS), which is datdqetion encapsulation syntax [RFC5652]. Consetijiemany
of its security properties rely on the parametéiSMS. Fortunately, CMS offers a variety of custaatle parameters,
including algorithm selection. This means thatghatocol has the potential to transition to quangafe cryptography.
The SMIME Capabilities attribute (which includega@lithms for signatures, content encryption, angéacryption)
was designed to be flexible and extensible sodtiedr capabilities added later would not breakieaclients. However
some very early versions of SIMIME may present backl-compatibility issues. Requirements and reconttatons
are in the CMS Request for Comments to ensureia lea®l of interoperability between SIMIME implemntations.
Since some clashes between versions seem unawidtablhighly recommended that users be warnedstdnces
when the use of S/IMIME relies only upon weak crgpéphy. There currently exists a parameter witivMIBIE

where an agent can state whether or not to allewie of weak encryption (currently defined asaistO bit keys),
which overrides all specific algorithm preferenoéshat user. It would be valuable to update tlisapeter to define
‘weak' as any cryptographic primitive that is noatum-safe at any point in the protocol.

4.4.3 Technical concerns

The primary technical challenge of this implemeotaivill be the backward compatibility with client$ versions 3.1
or earlier that may use cryptographic primitivesttare not quantum safe. For example, some impletiens of
S/MIME from earlier versions may only include RSFhis may instead present difficulty to one partyrtg to
communicate securely with another party, who mthhh be forced to communicate using weak encryption
Furthermore, some implementations based on S/MIBSign 3.1 or earlier may lack cryptographic agititie to
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reduced available key sizes, and therefore secamifyitects must be mindful of backwards compatibiith respect
to key length when selecting quantum-safe crypialgiaprimitives to substitute into existing framek®.

4.5 Secure shell (SSH) version 2

SSH (Secure Shell) version 2 [RFC4250, RFC4251,42B2, RFC4253, RFC4254] is a cryptographic network
protocol used to encrypt information sent overreecure network such as the Internet. In essernedieis on a client-
server model to allow a user on one computer tetelynlog-in, send commands, and transfer filegaoother
computer, without compromise of data integrity onfidentiality. It has a wide range of uses, wibine
implementations of SSH (namely OpenSSH) enabliegsu® create fully encrypted Virtual Private Netk&(VPNS).
This allows users to treat a public network sucthadnternet as if it were a more secure, privetsvork.

Secure Shell (SSH) is a secure remote-login prbtitdaas pervasive and diverse applications, amdbe used for a
variety of purposes, including the constructiorca$t-effective secure Wide Local Area Networks (W)Asecure
connectivity for cloud-based services, and essigntay other enterprise process that requiresrgeaccess to a server
from a remote client.

45.1  Analysis of current algorithms

The SSH protocol involves three major sub-protofREC4251]: the Transport Layer Protocol, the User
Authentication Protocol, and the Connection ProtdEach uses its own set of algorithms to perfopecgic functions
at different network layers.

The Transport Layer Protocol [RFC4253] createsstimire channel used for server (host) authenticadind ensures
the confidentiality and integrity of data sent omerinsecure network. It runs over top of TCP/IRe §eneration of a
unique session ID occurs within this protocol. Witthis protocol, several parameters are negotiaéteieen server
and client, including symmetric encryption algonith, message authentication algorithms, and hashitaligns — all of
which are quantum-safe. However, much like S/MINtie, methods of key exchange and public key auttesitin rely
upon algorithms that are insecure in the presehgeantum adversaries. Specifically, the curremndardized key
exchange algorithms each rely on some form of tifieeEHellman protocol, and the standardized auttoation
algorithms are all based on RSA, DSA, or ECDSA. &lohthese primitives are quantum-safe.

The User Authentication Protocol [RFC4252] autheatts the client to the server, using the Trandporér Protocol's
session ID. Its security/integrity properties aepehdent upon those defined within the initial gtgon negotiation of
the Transport Layer Protocol.

Similarly, the Connection Protocol [RFC4254] takies encrypted tunnel generated by the Transporijasotocol
and multiplexes it into several channels for atisach as shell/login access, proxy forwardingxtérmal protocols
and TCP/IP or X11 connections through the securedl) and accessing the server host's secure setysydt runs on
top of both the Transport Layer Protocol and therUsuthentication Protocol. Its security/integnisoperties are
dependent upon those defined within the initiabathm negotiation of the Transport Layer Protocol.

45.2 Recommendations for quantum-safe SSH

The SSH protocol was specified with a high levetiyfptographic agility and allows servers and d¢kein negotiate the
algorithms used for encryption, data integrity heutication and key exchange. The addition of quargafe controls
will not require significant changes to the basél$®otocol. It is integral that all versions of S8tdlude quantum-
safe algorithms for all parameters in the Transpayer Protocol, since the SSH Transport Layerdtatlooks for the
first algorithm that both server and client willpggort for key exchange. Should one of these pdidiet have a
guantum-safe algorithm available, the tunnel besoimsecure for both parties — not only at the Tpanslevel, but
also for the dependent User Authentication and €ction layers. The following recommendations aggssted at the
level of the Transport Layer Protocol:

» Use of the Diffie-Hellman (DH) key exchange mustrbplaced by use of a quantum-safe algorithm tfiat
fast key-pair generation and perfect forward secrec

» Use of the Digital Signature Algorithm (DSA), thdijtic Curve Digital Signature Algorithm (ECDSANd the
RSA Signature Algorithm (RSA-SSA) for host autheation must be replaced by use of quantum-safe
authentication mechanisms such as quantum-safialdiggnatures or message authentication codes lnase
pre-shared symmetric keys.
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* It may be in the best interest of users for staglarganizations to solicit and distribute an updapecification
for SSH that adds quantum-safe algorithms to #ie¢'lequired” algorithms within each of the protéco
specification documents for SSH.

45.3 Technical concerns for SSH

There also exists a possibility, even with a quamtiafe suite of algorithms in the SSH protocolf tha SSH proxy
forwarding of other protocols (SMTP, HTTP, etc) nympromise machines when versions of these exterotcols
that are not quantum-safe are used. The secudpepties of SSH are not transitive to the secymitperties of proxied
protocols, which illustrate the importance of coatpnsive and cohesive adoption of quantum-safdagsgphy. Not
only can weak cryptography compromise an otherggs®ire network security protocol, but additionatigmpromised
protocols themselves can further jeopardize mashwithin the network when integrated with othertpools that are
guantum-resistant.

454 On the use of QKD in the context of SSH

Quantum Key Distribution appears to be a viablehoétfor secret key generation within the SSH protothe use of
QKD would bypass issues related to the presentaienmethods of secret key exchange, and coulatrdte replace
the current key-establishment methods for symm@aieS) keys.

The major concern is the rate of key generatiorQidD, which depends largely on the distance traeeH regardless
of whether the implementation occurs through opfiber or free space. Since current SSH secu@dtpmeters suggest
that keys should be changed after every gigabyteangmitted data [RFC4253], the specific key wdta specific
implementation of QKD will likely determine whethkey material can be generated sufficiently quidklyreal-time
use.
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5 Fields of Application and Use Cases

The impending realization of scalable quantum camguwill have damaging and pervasive effects fovernments,
enterprises, and individuals, who are caught rglygin products and protocols that are not using tyuasafe
cryptography. The following section describes sdielels that may be particularly vulnerable to gtuem attacks.

Broadly speaking, there are two states of datarunteh it is vulnerable: in transmission, and estr

Each of these presents its own needs and challémgescryption. For instance, encrypting data witilis in transit
over the Internet, point-to-point leased linesewen an internal network has a different set okarations than
encrypting data at rest, which may include protertarge cloud databases, PCs, smartphones andeoith@iser
devices.

The following section broadly highlights some uaseas where technological infrastructures appeaicpkarly
vulnerable to an adversary with a quantum compusebsequently, some major industries are higteidthere these
use cases are likely to arise.

51 Use Cases

51.1 Encryption and authentication of endpoint devices

Endpoint devices include any piece of hardware dhager utilizes to interact with a distributed guiting system or
network. This can include canonical examples ssghesisonal computers and mobile phones, as well as
kiosks/terminals in banks, stores, and airportsyelsas any kind of embedded technology connetdedbroader
network. Encryption of endpoint devices refersh® practice of making the contents of the deviceaniable to
unauthorized parties through the use of cryptogragid security protocols. This is an important pcacto prevent
unauthorized data transfer and access, to ensairerilty approved devices are allowed access teytsiem, and to deal
appropriately with rogue or compromised devices tingeaten system security through intrusions siechalware, key
loggers, or viruses.

Quantum computing presents several potential thteahe security of endpoint devices. Even if adpoint device's
contents are completely encrypted through the tifdlalisk encryption, they may still be vulneraitio decryption by
an adversary employing quantum algorithms, depgnaimthe algorithms used for the initial encryptafrihe device.
Software implementations of disk encryption relysgmmetric key cryptography, which is generally sidered
guantum safe. However, the vulnerability in thisida is that key generation relies on existing astnic key
signature and key establishment protocols suchS#s (for AES), RSA (for Triple-DES) or ECDSA, nonéwhich are
guantum-safe. This means that it is conceivableaten fully encrypted endpoint devices are vulbkerso adversarial
decryption. This results in a number of potentidherabilities:

« If an adversary were able to hijack an authentetatedpoint device, they will have access to theesparts,
devices, networks, and classes of information asritended enterprise user. This could conceivabible
certificate hijacking and the installation or exon of unauthorized rootkits or other malware.

» An adversary on a compromised device may make fusgmerabilities in secure remote access protomish
as implementations of SSH relying upon quantum-ienakgorithms) to use these devices to additiorfalige
undesirable tunnels between devices to creatediurtbdes of damage within an enterprise network.

» Adversaries with illicit access to a central serwenetwork node (through a malicious SSH tunnel or
comparable access point) may be able to compraamisgmtire network, including:

0 Taking control of read/write/copy/file-transfer @ss and the types of files, devices, and removable
media allowed to access the network by specificsuseendpoint devices.

o Undoing control parameters (such as location, usetevice authentication) used to previously
prevent endpoint devices from "bridging" fromesaterprise Local Area Network (LAN) to Wi-Fi,
enabling easier extraction of sensitive contennftbe enterprise network.

 False indications of compliance with network acaas#rol parameters, whereby an adversarial-cdattol
endpoint device may fraudulently indicate thatas lthe required anti-virus and patches, and thentionally
or unintentionally bring malware onto the enterpmigtwork.
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In addition to the threats to information securd¢gmpromised endpoint devices may also resultgallpenalty in
jurisdictions in which occurrences of breached peasinformation due to inadequate encryption nastlisclosed by
law.

5.1.2 Network infrastructure encryption

In addition to endpoint devices and storage seygata must be secured throughout its' entire featisrough a
network from one location to another. Network isfracture encryption refers to the idea that aa daives
throughout a network, the reliant network infrastuwe must use cryptography in a way that is imjpeisto an
adversary's attempt to undermine data integritgfidentiality, or authenticity. Areas of concerrclimde the Internet
backbone over which much of the principal intetnaffic travels between the Internet's many netwpds well as the
encryption between linked enterprise data cengerd the encryption used to secure wide-area nes\WAN).

Fiber optic cables can easily be tapped and datdea@opied as a form of physical attack on thevoret

infrastructure. These cables can either be paheofnternet backbone itself, or else used intéyriat enterprise
network objectives such as communications betwemmgany's cloud servers or their data centres [BFF
Consequently, it is clear that even without thespré threat of a quantum computer, unencrypted(dathe very least)
is vulnerable to adversarial observation and mdatmun. At present, not all data transmitted over internet is
encrypted, which leaves it open to attack. Howetrgr deployment of quantum algorithms means thetypted
information may also be compromised, dependinghemtethod of encryption.

One of the most common methods used to encrypton@biser data traffic over networks is the Hyperfesensfer
Protocol Secure (HTTPSyhich layers regular HTTP traffic on top of TLS/SSIhis offers authentication of client
and server in addition to encryption. Unfortunatgisesent implementations of TLS/SSL rely upon Risilic keys
for server authentication and Diffie-Hellman foykegreement, both of which are susceptible to latbgcShor's
algorithm. Consequently, a quantum computer coaltypt all traffic sent between the server andntlgde web
browser.

Organizations protect their network by encryptiomenunication either at OSI Layer 2 (Ethernet) ot Cg/er 3 (IP)
implemented in dedicated encryption hardware owvoeting gear such as a switch or router. Therecareently no
widely used standardized protocols for layer 2 yotion and each vendor develops its own cryptogcaph
implementation. Most vendors rely on RSA or Diffiellman for key agreement, making the solution ecéble to an
adversary equipped with a quantum computer. Howefiere are quantum safe layer 2 encryption saigtio
commercially available today, consisting of a quamkey distribution system providing keys to lagezncryption
devices. As for layer 3 encryption, it is typicaligsed on IPsec that relies on the IKE protocokéyrestablishment.
IKE is not considered quantum-safe, implying thahmunication exchanged over these networks carebeypted
using a quantum computer.

In general, should network infrastructure be engpsing algorithms that are not quantum-safejah that is
transmitted over that network is vulnerable to irdia&e or later decryption by an adversary in pageesof a quantum
computer. Importantly, it should be noted that dwessary could store this encrypted informationyfears into the
future, when a quantum computer that would endtdentto read it.

5.1.3 Cloud Storage and computing

Cloud storage is a high-level term describing cotimguas a service, rather than a product. Thisaslosers to utilize
centralized, shared resources (both hardware ghtage) over a network. Cloud services have becuobiguitous due
to the rise of high-capacity networks, the decréasest of computers and data storage devicesrands toward
hardware virtualization as well as infrastructumatform-, and software-as-a-service models. Clouiputing has
numerous benefits, including accessibility from tiplé devices/locations, a reduction in a businessd for in-house
IT solutions, and an optimized use of computing eodistributed across many users and businesseg\¢o, a major
issue with the use of cloud computing is that sthese services are shared by many users andrufterffered over a
private network — but rather to large organizationsan opt-in basis, encryption is essential.

Options for quantum-safe cloud computing are sulesliby quantum-safe server, endpoint, and netwdrastructure
security. Key exchange parameters for protocols sisctHTTPS should no longer make use of RSA, DSACGDSA.
Fortunately, cloud computing offers the distinctastage of having a centralized IT security manaagerystem
across many applications and businesses, redustugity overhead for individual enterprises andsemuently
offering easier transition to quantum-safe protecdhis transition is essential in particular dudoth the fact that
cloud storage is — by definition — remotely accdssequiring data to traverse a public network leetwthe user and
the cloud. The need for strong encryption is furdmaplified by the multitude of distinct and untied users sharing
the infrastructure.
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5.1.4 Big data, data mining and machine learning

Big Data describes any practice of collecting, sieiaig, analyzing and sharing any data set so ldnafethese efforts
are beyond the scope of traditional data managetoelst Increasingly powerful computer hardware afiitient
software have enabled the use of these large d&acsfind important patterns in fields as diveasghysics,
genomics, environmental science, life sciencesareke criminology, and business informatics. Appdythe
techniques of data mining, it is possible to extiatuable information from these data sets arulifal networks of
association. This offers enterprises and governsnamiver to discover important patterns despitetite-obscuring
scope and level of detail of these databases. v exist techniques that enable researcheeetthese patterns
without revealing to themselves identifying infortina about the individual data points [VBF04]. dtimportant to
encrypt and secure these systems because shouldeleft exposed, the same power offered to tbeganizations to
identify individual users can also be obtained bgthe adversaries.

The vulnerabilities to big data (and security at@tture recommendations) in the presence of a gnaobmputer are
generally those associated with big data's supmptéichnologies — particularly, data/cloud storage data
transmission through a network.

Quantum-safe solutions for securing big data asergil because large data sets offer unprecedmsigtits into the
details of their subjects — so intricate and deththat they cannot even be analyzed by conveitineans.
Consequently, all of this knowledge leads to atgdeal of power in the hands of an adversary. Qrgdions must
ensure their storage/disk and communication enionyfglystems comply with quantum safe cryptographiiaitives.

5.1.5 SCADA (Supervisory Control and Data Acquisition) systems

SCADA systems are a type of industrial control sgsused for remote monitoring and control of indabprocesses.
These can be anything from resource extractiordgtdbution (oil, natural gas, mining), to natibna
utilities/infrastructures (electric grids, railwayd traffic systems control, water treatment aristrithution systems), to
manufacturing, to facility processes (HVAC, enecgynsumption, etc.). Failure to encrypt and sec@AIZA systems
offers an adversary the opportunity of the remaketover of factories, oil pipes, electrical gridsports, mining
operations, and the power supply. The potentiatiésmtruction in these cases is self-evident andrmbguantification.

Historically, the security of SCADA systems hastmeeorly researched, due in part to the initiallgpgrietary nature
of these systems. However, in the light of newetworked methods of industrial control, the “setyubly obscurity”
approach no longer will suffice. In the years faling the damage by the Stuxnet worm, penetratisting has
revealed an overall bleak picture of the securitthese systems. While some elements of some sgstethe post-
Stuxnet era are encrypted using Advanced Encry@imtem (AES) — which is quantum-safe — it is int@ot to
remember that any weak link in the security modehese systems is vulnerable to attack by an advemwith a
guantum computer. Further work must be done totifyevulnerable links in the information flow thrgh SCADA
systems, and to bring the majority of systems -ctvlhiave poor encryption or even none at all — ugate through the
use of AES as recommended in numerous standarB&RE711]. These symmetric keys must be establistied a
guantum-safe key exchange algorithm.

The projected future trend of use of satelliteddoge distributed control systems and the inteofi¢ghings for
intelligent remote monitoring emphasizes a paréicakeed for designers and administrators of SCAsems to
migrate toward quantum-safe security, in an indnggy connected and vulnerable world.

5.2 Fields of application
5.2.1 Medicine and health

Medicine and health services in industrialized ¢oas share core values of patient confidentialithiich is
increasingly important giving the rising ubiquitf/regional and national public health informaticgtworks, as well as
multi-clinic information systems for centralizedtigat records. Many countries impose legal liapifdr clinics whose
patient data is compromised due to inadequate ispoueasures.

Particular vulnerabilities for health-care provisleesulting from quantum computers include, butrextdimited to:

» Data breaches of patient information through poerlgrypted staff endpoint devices, or due to poenlgrypted
data links between health care centres within mnad network.

» Unauthorized access to individual patient datatsama research environment through use of daténgi
practices that are not privacy preserving in a{gostntum world.
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» Fraudulent acquisition of patient files through nmperly authenticated channels.

» The releasing of vulnerable scientific informatibat may be stored on clinic computers (such asicegenetic
patterns) that would also undermine biometric secidentifiers.

Protecting information related to medicine and the@re using quantum-safe solutions is particulianlyortant, as this
type of information typically requires long-termrdmlentiality, at least equal to the life expectaon€ the patient and
possibly extending even beyond in the case of gedata. These requirements are often integratéebislation.
German law for example stipulates that medical datat remain confidential even after the death pdigent.

5.2.2 Financial Services

Banks and financial services rely heavily on infation technology in their operations, and as a egnence are
extensive users of cryptography to guarantee atitlitgnintegrity and confidentiality of the inforation they process.
Cryptography within this industry is used in thdwing examples:

* Intra-organizational communications sent within tlogporate network or between data centers forinédion
transfer, backup, and disaster recovery need frdtected. Typically, these systems are implemeased
hardware or software AES encryption, and are valplerin the respect that they use a public keyegysf
key distribution.

Interbank financial messaging across the SWIFT ostis used to transfer payment orders, allowirrg fo
standardized, encrypted transactions between diffdranks around the world. SWIFT operates a Piaic
Infrastructure to digitally sign and encrypt messagent over SWIFTNet. Crucially, these messagpsreea
migration to quantum-safe forms of digital signasiand encryption in order to remain secure.

Credit card information is protected accordingie Payment Card Industry Data Security Standard}BS).
Cardholder data is typically encrypted for transiais for example at a point of sale prior to traission to
the bank. This encryption utilizes symmetric keyptography, however, the keys are exchanged usiblicp
key cryptosystems that require a quantum-saferative.

» Stored data such as tapes and hard disks are #gattyyp organizations for secure offsite archivingese
solutions are typically based on hardware AES eatarg.

Online banking relies upon the TLS protocol to seaneb traffic, and consequently is vulnerabledstp
guantum issues with server authentication usin@X ertificates and RSA public keys, as well asisaskey
establishment.

Quantum computing creates numerous, high impadlecigges for organizations in this sector. Theyiadeed faced
both with the challenge of long-term security fertain types of information (e.g. customer data) ahextremely high
value electronic transactions (e.g. SWIFT messaghgreover, in the event of a threat arising frquantum
computing, the sector will have a high chance dfigp¢gargeted first because of the financial besdfiit can be
directly derived from cryptographic vulnerabilities

The implementation details for the financial seegiendustry, in particular, require consideratibpmblem specific
requirements for timing and information payload.eDa criticality of the speed at which many of taémnsactions
must be completed, solutions providers are adviseadrefully evaluate quantum safe schemes forglkeaeration,
encryption, and decryption speeds.

5.2.3 Mobile Applications

Mobile applications may or may not be owned androdied by a Mobile Network Operator (MNO), the dsaility of
these applications and services are often a derfditor for users as to which handset they witcpase and to which
mobile network they will subscribe.

» Ecosystem ldentification,a single sign on feature for a brand-name complaaiydffers an umbrella of
services, often their brand id is attached to actonformation that includes the user’s credit cand can be
used for digital purchases at the brand’s on ltnees Digital purchases can include movies, gaonepps
and transactions will be protected by some endatbsecurity mechanism such as TLS and employing a
userid and password.

» Near Field Communication (NFC),used for mobile contactless payment, mobile tickgtind other
applications involving a Secure Element that is edd®d in the handset using a discrete chip, aapesiM
or uSD card, or a handset that supports Trustzoustdd Execution Environment (TEE). The securmeld
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is like a digital locker for cryptographic keys, gie an MNO or 3rd party may setup their own Segurit
Domain in order to host an application such as bile@ayment based credit card, access contratkettng.

 Digital Rights Management (DRM),used to protect movies and television shows whiidwacontent
producers to sell or rent premium video conterdrid users through an online store. Content isptred by
Microsoft PlayReady, Google Widevine or Adobe Acce$hese technologies separately encrypt the eonte
with a title key, and the title key is distributedusers via license file that is purchased fronomline store.

» Enterprise Mobility Management, software solutions used by enterprises to manageecure corporate data
on employees’ mobile devices. These types of molstwill either install a work container on a mebi
device, or assume complete control of the mobilécgeso that it can be remotely managed, locatedped
of its data. Software applications can also beotety installed; typically these are digitally seghto prevent
tampering.

» Cloud Applications/Servicesare popular with companies who subscribe to aniegtn for all of their
employees with a 3rd party provider who then makesapplication broadly available via a web brovesedt
mobile device applications. A very common clouddzhapplication for corporations is a Customer
Relationship Management (CRM) service used forssateployees. Depending on cost, and sensitivitjief
data, companies are moving many traditional on-Bermorporate software services into the cloud by
transitioning from in house built and supportedlaaions, to a 3rd party cloud based applicaticovmer.
Confidentiality of corporate data is a large congrarof these types of software sales; often dgteoitected
in transit using TLS/SSL.

5.2.4 Mobile Network Operator Wholesale

* Internet of Things - M2M, sensors are used everywhere to remotely morsg®ts.and communicate back to
their owners. Electrical meters, vending machisbigping containers, medical monitoring equipnaaet
some of the examples of embedded devices thatreegmote connectivity that either uses a propneta
dedicated wireless network or purchases wirelelislaebandwidth from an MNO as a wholesale appiaa
Many commercial applications have regulated secueijuirements, often with unique and constrained
cryptographic key management needs.

» Connected Vehiclestelematics and emerging vehicle-to-vehicle comications used for fleet logistics and
public safety applications. Many of these applmasirely on confidential and authentic communicatio
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6 Economics of quantum safe security

6.1 Benefits of quantum safe security

Cryptography has a very rich and entertaining hystbat weaves stories of clandestine communicatiuhcat-and-
mouse detective work. For the past century alsome of the historical tales include: The Black @har, a
forerunner to the American National Security Ageadych decoded foreign diplomatic codes; the waekfgrmed by
British GCHQ to solve World War 1l era ciphers,dézy to breakthroughs in computation and machimemgding; the
advent of wide scale commercial use of cryptogragthyting in the 1970’s with the invention of DEBdugh research
performed at IBM. Popular documentaries are brostdma television that glamorize encryption systéimas have
come and gone over past decades, and when thggegmgphic systems fade, they are always repladtdstvonger,
faster algorithms and technologies because theabtebearch community is forever redefining théestd the art.

If history can be used to accurately predict evgatdo come, then breaking a cryptographic ciglaer have
catastrophic repercussions for anyone using a ciphe is ignorant of its compromise. And greatautages are
bestowed upon anyone who takes advantage of ttheérsary’s ignorance.

In most cases, when a cipher is secretly brokeanbgdversary it is unfair for the historical rectwctriticize past
choices to continue using the cipher, becauserlists the benefit of hindsight. After all, whatlications were
visible at the time to suggest to a reasonableopetsat a cipher had been broken and that an aatyerss profitably
taking advantage? But in the case of today’s stht®mmunications, security practitioners are mgivearly warning of
the wide scale security collapse of communicatiofrastructure due to heavy reliance on Diffie-&n, RSA and
ECC. These cryptographic systems are increasingherable to quantum attacks as quantum computetgres and
the state of the art in computation and algorithesigh is redefined.

Quantum Safe Security is a concept that is lesatabhoving from an old technology to something isat new. It is
more about promoting the idea that communicatianddrds are inflexible and often make a naive aggamthat
current ciphers will remain good enough until repldi by something superior. This assumption isgnmetimes,
however, cryptography as a field of research angfe and unique in that old ciphers get weakerlgilmgrause new
researchers get smarter.

Introducing Quantum safe security schemes and agyaphic agility into protocols promotes rigour andlity
amongst the security engineering profession. haisl to design a technology that assumes its Lyiigisecurity
mechanisms will erode over time. But introducinmuatum safety into systems provides an exit styafiegn RSA and
ECC.

Regardless of the critics of quantum computingonyscan be used to predict the future of a crymppic algorithm,
and RSA and ECC will eventually be broken by eittpgantum attacks or new mathematical techniqued.with the
benefit of hindsight, future critics will certaingpnclude, “they had adequate warning, how coudg ffossibly have let
history repeat itself?”

6.2 Challenges for quantum safe security

Many of the challenges for the adoption of quansafe security are rooted in common best practi¢dsnithe
security industry. Very early in their careersis@g practitioners are taught to avoid new crypagahic algorithms
that have not received years of public scrutinypdbdesign their own security protocols, and wally on well
established security standards. These securigntsrare still sound and very relevant in a worilth uantum
computing but the industry needs to recognize theumt of lead-time required to make systemic chantgexisting
security products and infrastructure because optagmatic security mind-set. These best secpréagtices that
routinely block and protect against bad or questid® security schemes also slow the adoption aigdsmeant to
protect against never-before-seen attacks. Sortleohain barriers in security culture that neetléaecognized and
addressed before quantum safety will be widely sethp

» Confidence in Algorithms. There are many well-studied public key basegtographic algorithm options that
could be used as a substitute for RSA or ECC, hewewany of these substitutes do not have the herifef
wide spread practical use.

 Rigidity of Security Protocols. Quantum safe ciphers may not fit into an esthbtisprotocol because of
historical protocol design assumptions, key siz@iads and tolerance for message expansion. Eaé@ions
in this whitepaper give examples of common secymittocols that demonstrate the varying degreehichw
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guantum safe cryptography can be used effectilkiny protocols were not designed with cryptographic
agility in mind, and may not easily accommodatéange of cipher.

» Perception of non-urgency.An exact date for the arrival of general purposanjum computing cannot be
given, however, global interest is growing and dygarogress is being made. As quantum computing
matures, computer security weakens. Some busmesgeire their security to have medium longevitytie
sense that confidential information that is wontbtpcting now, will also remain sensitive and skidug kept
private a year or two in the future. Other bussessequire their security to have greater longekéeping
information private for decades. Quantum safety@ urgent” only for those with short term set¢ymeeds
but any business that requires its secrets to resgairet will need to consider their quantum safiesition
strategy now. A quantum attack is just as effectivdivulging all past communications, i.e. enteyp
military information residing on physical storageaium.

6.3 Risk management: cryptography or insurance premiums

While cryptography is the art of writing secret s@ges, security is an art form as well, with a pryrfocus of
managing risk. What things are worth protecting8omething were to happen to these things, wiattee likely
consequences and how can the potential damagmibed?

Security uses cryptography as a fundamental bgjldlock. Consider transferring money from one baoéount to
another, the account holder may write a chequesaymdit with their personal signature, or they ngiate an
electronic money transfer where two banks electadlyi communicate using cryptography and digitghsitures. In
both cases, the bank relies on some type of atsigntd authorize the money transfer, either arsigkature or a
digital one. But signatures alone are not the safgguard at work protecting the financial systéma,risk of banking
fraud is managed carefully with many more checldtzalances, above and beyond that of simply retyan
authorizing signature. After these checks andrizala are in place, any residual risk is then e#iceepted as a cost of
doing business or it is transferred to someoneeds® insurance.

This banking example is not an attempt to margieaihe importance of cryptography; instead it isoad to point out
that the use of cryptography in day-to-day lifeléseivingly innocuous and tremendously pervasiew important is
a digital signature really? Cryptography is a taodl a foundational building block that is used égusity practitioners
everywhere to protect anything that relies on etet communication. It looks like a small thirgtiave to worry
about, but in its absence, larger sweeping consegseemerge.

What would happen if cryptography stopped workir@fe side effect would be a dramatic rise in bagiées and
insurance premiums. There may even be a risesigrgmation of economic substitutes for the bankysgem itself.
This has occurred in recent times in countries wiiee population lost trust in banks and prefetoecbnvert funds
into precious metals stored outside of the bankirsiem.

Risk is managed in a multitude of ways. Prevengasteps can be taken that reduce risk, for instam¢be case of a
digital signature on a money transfer, safeguargpat in place to reduce the chance of bank frHutlese automatic
and invisible safeguards were not in place, bardslavstill operate and money would still changedstbut it would
be a more costly proposition because of highesraftdank fraud, the cost of which would be pass®d the
consumer in the form of higher transaction fees.

Another example can be found in the business ofocehensive auto insurance. Insurance premium aageguoted
based on a number of factors; including rates eft thased on make and model years. Engine ignitioibitors use
cryptography by embedding special electronics éigimition key to reduce rates of theft. Thisumtkeeps insurance
premiums low because the particular car modelsis ligely to be stolen. Were these technologiéslenly to stop
working, automobiles would still be driven, but yheould be easier to steal and insurance premiumgdinevitable
rise to compensate.

The world will not come to an end without cryptaging; it will just be a lot more expensive to liveit.

Quantum computing threatens modern cryptograplois tand renders them ineffective. It does not teegh of the
cryptography tools at society’s disposal, justtieenendously popular ones. The gains that are ipeghby mature
guantum computing are exciting with a great potéfitir capitalization, however, the unintended sdstour existing
communications infrastructure will be extremely emgive, starting on the very day that quantum cdempgraduate
from the lab to commercially available. Fraud amslirance premium hikes will be noticed first, dolled by
expensive infrastructure upgrades and wastefulgiésozed repairs.

Quantum computing is itself a risk to businesdas likelihood is growing that quantum computingl\wgécome
commercially available at a reasonable cost anéhtbact is a many fold increase in the severity acclrrences of
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Cybersecurity events throughout a business. Thetavprevent this risk is to migrate systems awaynfcryptography
that is vulnerable to quantum attack, while keepinmind the potential costs of making such a fiteors Handled in
an organized fashion, and with enough lead-tinwhrtelogy switching costs are manageable becausdstfan focus
on hardening today’s existing security safeguaodhat they remain effective as quantum computiagunes and
becomes ubiquitous.

6.4 Technology switching costs: gradual vs. immediate

It can take years for a standards body to sigmiflgaalter a well-established and popular standdrhis is because it is
usually much simpler to create a new standard ithiario retrofit an old one with sweeping new fgats. Nevertheless,
without technology standards, the market will giiid a solution to its problems, often resultingai number of
expensive proprietary methods vying for market d@mte until an oligopoly of winners emerge who adtrifice
interoperability for market share and price prensurilistorically, widespread adoption of any tedbgy is simply

not economically feasible in the absence of statidation.

But what should be standardized? In most casesléments that interface with the components gsigss are the
only ones that require standardisation. The intemoakings of a system can often remain not statidad, and be
treated as an economic differentiator by its respeenanufacturer.

Most commercial communication and security prodactsbuilt on top of standards based cryptograpitypotocols
because designing and building a secure systemghky tn the sense that a security system appedrs working, until
sometime after it has been successfully exploitgégemingly innocuous errors in design and impleatent are
routinely demonstrated as the cause of securityerabilities with seemingly disproportionate andtiyanegative
commercial ramifications. As a result, securitgqiitioners have been trained that, to prevengtipesblems from
occurring, it is important to layer security cortéron top of each other and to use standards tmagptbgraphy and
protocols to limit the impact of system flaws aneisights. This approach to layering suggestsithsdme cases, it
may indeed be a better choice to build a new starntian to retrofit an existing one with very margw features that
may increase the risk of breaking the existingdaah.

If standards are updated or new quantum safe varidrstandards emerge then security products eandre
transparently upgraded over a gradual period of tieng. adding a new layer of quantum-safety texasting system.
Gradual and transparent upgrades are much ledyg tiwat requiring an immediate or urgent transitiontheory.
While it sounds like a rational argument that calrpfanning is superior to having to perform urgpatchwork, in
practice, a gradual process of standard evolumnatso lead to high technology switching costsftfunchecked and
without the benefit of real world commercial expeeintation. A balance must be struck between thi&ceh made by
standards bodies to close exposures to quantuokati@nd the choices of commercial IT organizatieith an eye
towards justifying solution, deployment and ongoamgration costs given a number of secure altemsti Simply
asking standards researchers to change their gngutby, in the absence of commercial viabilityitegtis a sure way
to land in the high technology switching cost trap.

6.4.1  Avoiding technology switching costs

Technology switching costs occur anytime a chasgeadde in a basic technological system such ataacdater, core
network, wireless sub-system, etc. These cost®ftan be avoided by reasonable planning beforawith from one
technology to another must be made. For many categof secure information, there may be no needttoduce
guantum-safe techniques into systems for some tioe.other such categories, action may be requiitdn a
relatively short time period.

The time to start planning is nevertheless nowndieds groups and product vendors need to see andeim justify
time and effort investments. Demonstrating demaveksdot necessarily translate to paying price premsioften
characterized by technology early adopters, bi#ts leveraging well established and commoditsasiirity products
and influencing their respective product roadmapgairallel to the associated standard’s evolutibis can be done
with some straightforward and low business impaeinges to existing standard IT practices presemioist
organizations.

» Review proprietary in house IT systemsfor areas where simple cryptographic primitives ased without the
need of more elaborate security protocols. Fdair, log files and backups are often digitalgned for
integrity and authentic audit trail purposes amphatures are stored in a database. Extendingathdake
tables to include a second quantum safe signatdosviimpact to existing systems and has desirsidke
effects. IT staff gain initial experience and espi@ to quantum safe technologies, and trustedovewaho
provide product support witness steps being takesartds quantum safety and report to their own iatker
sales and product teams.
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» Evaluate vendor products with quantum safe featuresising non-production and staging IT environmefits,
equipment and software is often evaluated and coedpa other solutions prior to making purchasing
decisions. Ensuring that solutions under revientaio a mix of vendors, some of which offer quantafe
features, will naturally drive competitive positing and competitive evaluation by each vendor'ssand
product teams. Demonstrating a buying prefereaceroducts with quantum-safe features will ultieiat
drive quantum safety into products, however, simgplgluating products with quantum features can dils@
adoption, regardless of purchasing decisions, securward thinking vendors will pay close attentto the
features being offered by their competitors andtivaeor not those competitive features are beikgrta
seriously by their customers.

» Ask vendors for quantum safe features in procuremettemplates. Larger organizations use procurement
teams for IT capital expenditures and use stan@anglates for Request for Information (RFI) or Resfufor
Proposal (RFP) documents that are sent to venddrese documents will have a checklist of featatated
guestions ranging from hard requirements to optinitz-to-have features that vendors are askedswer in
an effort to help buyers evaluate and compare ctitiyeeofferings from multiple vendors. A procurent
team will typically have a list of standard secuquestions that are included in RFPs that aretediit
product vendors, and this security template is@gadace to add questions about quantum safe &satur
because it will broadcast a customer’s interestiwithe sales and marketing teams of the produtdmes for
guantum safety. Initially, responses from venduiisbe “not supported”, but overtime, savvy venslavill
respond “roadmap feature” if enough of their custsrand prospects demonstrate an interest in quasdte
features.

» Lobby government organizations to include quantum-afety in legislation and recommendationsSecurity
investments are usually a zero-sum game, wheped §um of money is allocated to different solusion
While this allocation should theoretically be basedisk and impact, larger organizations tendriorjtize
based on compliance with legislation and governmegtilations. This implies that risk with dramdtigpact
but small probability (at least in the foreseedhtere) is typically not well covered. Government
organizations such as NIST in the US or ENISA i Buropean Union can have a strong impact in emguri
that quantum-safe alternatives become availableaemderiously considered by users.
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7 Conclusions and opportunities for further work

Quantum computing indeed poses a credible threadriwentional information security systems. Th& Edmmunity
nevertheless has the ability to analyse and betigerstand this threat and its consequences foatfieus categories
of information that requires protection. Followiage several recommendations and opportunitiefuftrer work:

Recommendations for enterprises:

* Itis advisable for ICT organisations to considewHong the information they handle in each catggmeds to
be secure, and to analyse the consequences ofjttaein various categories of secure informationlena
available to the public via future quantum compgitattacks. Generally speaking, if the organizaktias a
need to archive certain information or protectghigacy of online transactions for more than 10rgeand
currently uses encryption techniques, then thesarigég methods should be upgraded to known quarsai®
algorithms and techniques in order to protect larga privacy.

Investigate quantum safe products that are cuyrentthe market and prototype within a network-stgg
environment in order to evaluate the productiomimsss of available commercial solutions and toetigy an
internal knowledge base amongst IT staff.

» Examine cost saving strategies to reduce technaagighing costs, outlined in section 6.4.1 abovgart of a
broad CIO strategy to address and mitigate potgntigh switching costs that may be involved when
switching to a quantum-safe networking and secunityironment.

» Enterprises with advanced research teams shoulshtrr@ quantum safe use cases for their industryahtish
within standards groups such as ETSI who maintaitaadards leadership role in quantum safe techieso

 Further work within the global standards commusttpuld include an effort to identify what quantuafes
techniques and/or portions of quantum-safe systemsre standardisation and which ones do not.

Recommendations for security product vendors:

» Perform product and market research to determitieeie is a justified opportunity to add quanturie $aatures
to product roadmaps.

» Market test quantum safe features and productsexitting customer base to determine if therebasiness
case for offering new quantum safe products oraghes to an existing install base.

Opportunities for further research:

» Security researchers should examine security potg@nd standards for opportunities to upgrade guidntum
safe cryptography. Section 4: Security protocal$ jpotential for upgrade, examines a small number o
prevalent security protocols and identifies aréas tould be improved to accommodate quantum safe
techniques. This work should be extended furthexemine other security protocols to determiribéfe is
potential for upgrade.

» Cryptographers should submit performance benchufaik to EBACS for algorithms and techniques that ar
considered quantum safe.

Cryptographic researchers should study quantumpsafetives and attempt to break their securitheT
security research community will trust only cipharsl techniques that have been studied and saeditiy
the cryptographic and security research community.

» Researchers should interview and discuss quantferusa cases with security specialists workingairtipular
industries to better describe various niche aptitina and fields of use for quantum safe secuodtytils.

* Quantum Computing Researchers should track thstlptegress of quantum computing research and dgeel
model for the purpose of forecasting the availgbdif general purpose quantum computing that cealbor
impact popular cryptographic algorithms and kegsiased within today’s information security infrasture.
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9 Definitions, symbols and abbreviations
9.1 Definitions

For the purposes of the present document, thewisitpterms and definitions apply:

Adversary: In information security, a malicious opponent wisants to prevent authorized users in the secuwyites
from achieving their goals. These goals may inclemigfidentiality, data integrity, or correct auttieation.

ASN.1: An ITU specification for a self defining data typeeucture. Digital Certificates follow the ITU X08 standard
that defines a certificate structure using ASN.thdgpes.

Authentication: A means of corroborating the source of data, whsvarce" could refer to a person, place, or specif
machine.

Block Cipher: A symmetric key cryptography algorithm that opesate fixed sized units of plaintext to produce fixe
sized units of cipher text. Block ciphers can befigured to operate in different modes, most commndECB, CBC,
OFB, CFB, CTR.

Certificate Authority: An entity that is trusted by all participants witta PKI system that signs and publishes Digital
Certificates.

Certificate Chain: X.509 Digital Certificates contain an issuer figihét points to the issuer’s certificate. Thi®al
certificates to form a linked list of related céctites where the first certificate in a chaingelf signed”, this is the
Certificate Authority. Validating a certificate &im means checking the signature of every certdigathe chain for
authenticity.

Cipher: Short form name meaning an “encryption algorithon®encipherment algorithm”.

Ciphersuite: Used in the context of the SSL/TLS protocol ihisombination of algorithms that perform public key
based authentication, key agreement, encryptiah MaC.

Confidentiality: A measure of how secret data has been kept frobbuiathose authorized to see it.

Cryptographic Agility: Describes whether or not a security protocol wasgihed with the capacity to change
underlying cryptographic ciphers.

Data Integrity: A term describing the degree to which data has bestror altered by unauthorized means.
Maintaining data integrity implies that the dat@dmsistent, and accurate to the authorized repiagsen of it, across
its' lifecycle.

Diffie-Hellman: A prevalent key agreement protocol based on pieljccryptography.

Digital Certificate : Main purpose is to cryptographically bind a palidey with identifying information of the owner.
A Certificate Authority issues a Digital Certifieat See also X.509.

Digital Signature: Used to authenticate a message, it is a codednabnly be generated, using a private key known
only to the signer, and can be verified by anyoith an associated public key. The public and peieys make a key
pair and are mathematically related.

Discrete Log Problem A mathematical problem that is considered hardafoonventional computer to solve, but is
easily solved by a quantum computer. The probkxmires an understanding of the concept of an edgebroup.
Solve for k, where b*k=g and b and g are elemantisé same algebraic group.

Endpoint Device: A device utilized by a user to interact with a dizited computing system. Common examples
include PCs and smartphones.

Entanglement: A quantum mechanical phenomenon, where separaternzhocannot be described and treated
independently, such that measurements of theiripdlysroperties obey non-local correlation whichmat be observed
in classical mechanics.

Ephemeral Key: A short-lived cryptographic key used for a disereommunication session and then thrown away and
never used again. Central to implementing a sy#itatfeatures Perfect Forward Secrecy (PFS).
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Free-space QKD:An implementation of quantum key distribution tiratolves sending polarized light photons
through the air, often to a satellite as a trugtéstmediary node. This is in contrast to Opticiéiré QKD, which
utilizes optical fibres for photon transmissione&space QKD is a superior candidate for QKD ogeesal hundred
kilometers, because it introduces less noise thtmnicurrent implementations of Optical Fibre QKD.

Grover's algorithm: A probabilistic guantum algorithm that provideguadratic speedup over search algorithms
implemented on classical computers. Specificallgrage-case sorting of an unsorted database tdRestéps on a
classical computer, and only @) steps using Grover's algorithm on a quantum ctenp

Hash Tree: See Merkle Tree.
Information Theoretic Secure: A cipher that cannot be broken, even when analydddunlimited computing power.

Integer Factorization Problem: A mathematical problem that is considered hardaifoonventional computer to solve,
but is easily solved by a quantum computer. Tlblem starts with the fact that any number is @doict of prime
numbers”, and is described as: given an arbitrargber, find the prime numbers that when multiptiegether

produce the given arbitrary number.

Internet Backbone: The physical infrastructure of which the Interisabuilt; the principal data routes between the
major networks that make up the Internet.

IPSec: Internet Protocol Security is a layer 2 network&sgurity protocol used to setup a Virtual Privsdgwork
(VPN).

Key Agreement A type of algorithm, based on public key cryptagjny, that allows two remote parties to each
exchange some information publicly, that can berogpted by anyone, and then privately computsadhee secret
key. The secret key can only be computed by tloeparticipants, anyone else who intercepted therindtion sent
publicly cannot derive the same secret value. Mostalent key agreement algorithm is Diffie-Hellma

Key Pair: Used in the context of public key cryptographyers to 2 values that are calculated and matheaiigtic
related to each other. One value remains secdeisaralled private key. One value is made pudatid is called the
public key.

Key Size:The number of bits of the key used in a cryptogm@primitive. Key sizes (or "lengths") are relatecthe
security of a given algorithm because the lengteatliy affects how quickly an encrypted messagebmaattacked by
brute force by simply testing all potential keysuwdt length.

Message Authentication CodeA short code that is computed on some informatigingia key. The code can be used
to check the integrity and authenticity of the immfation.

Merkle Tree: A quantum safe public key cryptography system thasea tree of message digests where each child lea
is computed using a cryptographic hash functiohithkeyed with a key derived from it's parent.

M2M: Abbreviation for Machine-to-Machine, describingetworked communication system in which an autonmsno
device communicates with another autonomous dewiit®ut the participation of a human.

Near Field Communication: A standards based method for two devices to comratioh when placed in very close
proximity, often touching or tapping together.

Network Infrastructure: The software and hardware that makes up a netwbtioeying multi-user communication,
and distributed processes, applications and sexvice

No-Cloning Theorem: An important idea in quantum mechanics that fahiee copying of an unknown quantum
state. This means that if you do not know the exalite of a quantum state, you cannot make a dogiywill be
guaranteed to have the same value. The no-clohgarém is the basis for information-theoretic siégim QKD, as
well as what necessitates quantum repeaters fortguakey distribution over distances exceeding @@fineters.

NTRU: A type of lattice based cryptographic public kegtar.

One-time pad: An unconditionally secure encryption method, whepgaintext is encrypted with a random secret key
(or pad) of same length as the message. The $&greeeds to be known by the sender and receidkmast be used
only once.

Public Key Infrastructure: A set of defacto standards and protocols usedstoildlite and manage cryptographic keys
using certificates.
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Perfect Forward Secrecy:An attribute of a security protocol that means thatporary/ephemeral cryptographic keys
are used in the protocol so that if an adversaegks the keys and can listen to traffic in theieasshey can only
listen for the current session, and need to breakéys again in any future secure session.

Polynomial Time: A term used by computer scientists to describetheunt of computing time that is required to
solve a mathematical problem as the problem scegdesirds in size. A polynomial time algorithm, most, means that
the algorithm solves a problem very fast. In castira sub exponential time algorithm or an exptaltime algorithm
runs very slow as the size of the problem growscrption that can be solved, without knowing tleg kin

polynomial time is considered broken and not sigtdédr providing security.

Private Key: Used in the context of public key cryptographyléscribe one of 2 values in a key pair that remains
secret and is used for either decipherment, kegeayent, or creating a digital signature.

Public Key Cryptography: A type of encryption, key agreement or digitgrgture algorithm, sometimes called
asymmetric cryptography, is characterized by metheing 2 cryptographic keys, one key is public ane key is
private. The public key is used to either encoypterify a message. The private key is usedtt@edecrypt or sign a
message.

Public Key: Used in the context of public key cryptographyléscribe one of 2 values in a key pair that isiplybl
available to anyone and is used for either encipket, key agreement, or verifying a digital sigmatu

Quantum Algorithm: A step-by-step procedure that could be run on ikiwg quantum computer.
Quantum Computing: A computing device based on Qubits that can rumiguma algorithms.

Quantum Key Distribution: A communication device that sends and receivedespigptons in order to communicate
cryptographic keys in a way that is impossibledahird party to intercept or eavesdrop withoutréneeiver
discovering.

Quantum Repeater: The quantum analogue to the amplifiers seen irsidabkoptical-fibre communication networks.
Quantum repeaters are devices that extend thendésthat a sender can communicate to a receiverebgtiantum de-
coherence degrades the signal to have too muchterb@ usable. These repeaters use different témim than
classical repeaters because of the no-cloning ¢neof quantum mechanics.

Secret Key Used in the context of symmetric key cryptograpbhya value that is used to either perform endoypt
decryption or MAC on a message.

Security Association (SA) An instance of an encipherment key that is usaérnporarily protect network
communications in an IPSec based VPN. An SA igpsasing the IKE protocol.

Shor’s Algorithm: a method intended to run on a quantum compugrsiives an instance of the Integer Factorization
Problem and Discrete Log Problem in polynomial time

Symmetric Key Cryptography: A type of encryption or MAC algorithm characteidzey a single shared key that all
communicators must know in order to encrypt andyjganessages.

Trusted Third Party: Typically refers to a Certificate Authority, is antity that two communicators trust, and who
will endorse the authenticity of each communicagiagty to the other.

Wegman—Carter authentication: An unconditionally secure message authenticatiberse. It is based on (almost
strongly) universal-2 families of hash functionslaaquires short shared secret keys.

X.509: The defacto standard format for a digital certifica

9.2 Abbreviations

For the purposes of the present document, thewitp abbreviations apply:

AES Advanced Encryption Standard is a standard Nigitmetric key based encryption algorithm.
CA Certificate Authority, see definition.

CBC Cipher Block Chaining, a particular mode of igien for a block cipher.

CTR Counter mode, a particular mode of operatiorafblock cipher.
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CFB Cipher Feedback mode, a particular mode ofasjoer for a block cipher.

COTS Commercial Off The Shelf

DRM Digital Rights Management, a class of technglaged primarily for protecting movies and musianfr
piracy.

DSA Digital Signature Algorithm is a NIST standahat is based on the EIGamal signature schemesthat
type of public key based digital signature depehdéthe complexity of the Discrete Log ProblemSA®
is easily solved by Shor’s Algorithm using a quanttomputer.

EBACS ECRYPT Benchmarking of Cryptographic Systems (Htipnch.cr.yp.to/)

ECB Electronic Code Book, a particular mode of atien for a block cipher, where each block of pet is
encrypted independently of other blocks in the sarassage.

ECC Elliptic Curve Cryptography is a type of pultiey cryptography, this acronym does not refer specific
cipher, but instead, a family of ciphers includBgDH, ECDSA and others, that base their security on
the discrete logarithm problem over an ellipticveucyclic group.

ECDH Elliptic Curve Diffie-Hellman. A variant ohe Diffie-Hellman algorithm that derives it's seityffrom
an Elliptic Curve algebraic group, the ECDH alduamitis characterized by smaller key sizes and faster
performance than Diffie-Hellman. ECDH is easilyvea by Shor’s Algorithm using a quantum
computer.

ECDSA Elliptic Curve Digital Signature AlgorithmA variant the DSA algorithm, derives its securitgrh an
Elliptic Curve algebraic group, the ECDSA algoritisrcharacterized by smaller key sizes and faster
performance than DSA. ECDSA is easily solved bgrShAlgorithm using a quantum computer.

GCHQ Government Communications Headquarters, #&Biiitelligence and security agency.

IKE Internet Key Exchange algorithm used to excleakgys and establish Security Associations, prignari
used to protect IPSec based VPNs.

ITU International Telecommunication Union is theitdd Nations specialized agency for information and
communication technologies.

v Initialization Vector, a specified block of dattaat is used when enciphering the first block lafrgext
using a block cipher operating in a mode other th@i.

MAC Message Authentication Code, see definition.

NFC Near Field Communication, see definition.

OID Obiject Identifier, is a series of numbers ttegdresents a node within an OID registry that gaaized in
the form of a tree.

OFB Output Feedback mode, a particular mode ofadjmer for a block cipher.

PKI Public Key Infrastructure, see definition.

PFS Perfect Forward Secrecy, see definition.

QKD Quantum Key Distribution, see section 3.2.1

RFC Request For Comment which is a type of stanthteatis published by the Internet Engineering Task
Force

RSA Cryptosystem named after authors, Ron RiveditShimer, and Leonard Adleman. The most prevalent
public key cryptography algorithm used on the in&¢y RSA derives its security from the Integer
Factorization problem that is known to be brokerShpr’s Algorithm in the presence of a Quantum
Computer.

SSL Secure Sockets Layer is an internet RFC trampigdecessor of TLS.
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TLS

Transport Layer Security is an Internet RFQ #peecifies a security protocol that is used tagstcand
authenticate network communications for softwangiaptions. TLS v1.0 is the subsequent version of
SSL v3.
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