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exchange transactions.

Size of DD fields for load and currency
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processing clarified.
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on currency exchange transaction.

Support for account selection added to
application profile.
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2. Document Overview

2.1 Purpose

This document is arefinement of the CEP business requirements
(see reference 1) and the CEP functional requirements (see
reference 2). The purpose of the Technical Specificationsisto
provide the specifications necessary to achieve interoperability
between the entities and components of a Common Electronic
Purse (CEP) system. This document must be combined with
proprietary specificationsto create the final specifications for an
implementation of the Common Electronic Purse (CEP).

This document provides the minimum specifications for
interoperability for CEP components. It contains:

All cryptographic operations required for interoperability

All commands and responses that constitute the interface
between the CEP card and the devices that support it.

The required functionality for the PSAM.
The required functionality for the LSAM.

The minimum data that must be captured during transactions
that take place at a POS device or aload device.

The minimum requirements for the consumer interface.

The minimum data that must be passed from one entity to
another as atransaction is cleared and settled.

A description of the proceduresto be used for transfer of
transactions between connecting processing nodes.

A technical description of the merchant acquirer processing for
POS transactions.

A technical description of the load acquirer processing for load
and currency exchange transactions.
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A technical description of the card issuer processing for al
transactions.

A description of the funds issuer processing required by CEPS
for unlinked load transactions.

The minimum responsibilities of the card issuer in detecting
fraud and minimizing risk as part of a CEP system.

A description of the functions necessary for a scheme provider
to support a CEP system.

Therole of the Certification Authority (CA) and the minimum
data elements recommended to request and generate a public
key certificate.

A datadictionary, a glossary of terms and alist of acronyms.

2.2 Intended Audience

This document has two different audiences:

1

If a CEP scheme provider has chosen to create specific
technical specifications for its scheme, this document, along
with the functional reguirements specific to that scheme, will
be used by the technical design staff of the CEP scheme
provider to develop the scheme specific technical
specifications.

For this audience, the document provides the CEP
interoperability functions that must not be compromised by any
scheme specific functionality.

If a CEP scheme provider has chosen not to create specific
technical specifications for its scheme, this document will be
used by all technical staff involved in the development, testing,
operation or maintenance of one or more components of a CEP
system that supports that scheme.

For this audience, the document provides an overview of the
processing of a CEP system and the minimum required
interfaces between components.
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2.3 Included in this Document

Included in this document are:
* The message flows between entities.
» All required data elements and their usage.

* All interfaces where a specific set of dataelementsis required
to be passed between entities.

2.4 Not Included in this Document

Not included in this document are:

» Information about CEPS processing that is not required to
support interoperability.

* Record and message formats. These will be negotiated and
defined between connecting entities when the business
relationship is established.

» Connectivity for clearing and settling transactions for CEP
schemes and the processing of fees and charges. These are
scheme specific and will be included in the detailed
specifications for a specific implementation.

» All scheme-specific requirements and specifications.

* Processing for unload transactions. Thistransaction is an on-us
transaction for card issuers. Because the unload transaction is
not required for interoperability, it is outside of the scope of
this document.

2.5 Reference Information

2.5.1 Requirement Numbering

Requirements in this specification are uniquely numbered with the
number appearing next to each requirement.

A requirement can have different numbersin different versions of

the specifications. Hence, all references to a requirement must

include the version of the document as well as the requirement’s
number.
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2.5.2 References
The following documents are referenced in this specification:

1. Common Electronic Purse Specifications, Business
Requirements, version 6.1, dated September 1999.

2. Common Electronic Purse Specifications, Functional
Requirements, version 6.3, dated September 1999.

3. ISO/IEC 7816-3, 1997-12-15 “Identification cards - Integrated
circuit(s) cards with contacts- Part 3: Electronic signals and
transmission protocols".

4. I1SO/IEC 7816-4, First Edition 1995-09-01
“Identification cards - Integrated circuit(s) cards with contacts -
Part 4: Inter-industry commands for interchange”.

5. ISO/IEC 7816-5, 1994
“Identification cards - Integrated circuit(s) cards with contacts -
Part 5: Numbering system and registration procedure for
application identifiers”.

6. ISO 9797, 1993-11-22
“Information technology - Security techniques - Data integrity
mechanism using a cryptographic check function employing a
block cipher algorithm".

7. ANSI X3.92, 1981
“Data Encryption Standard"

8. EMV, version 3.1.1, 1998-05-31
"Integrated Circuit Card Specification for Payment Systems"
Europay International S.A, MasterCard International
Incorporated, Visa International Service Association.

CEPS is based on the standard created by the European Committee
for Banking Standards (ECBS). The ECBS standard is based on
PrEN 1546 | dentification Card Systems - Inter-sector Electronic

Purse, 1995-1996.
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2.5.3 Notational Conventions

Hexadecimal Notation

Values expressed in hexadecimal form are enclosed in single
qguotes (e.g., *_’). For example, 27509 decimal is expressed in
hexadecimal as ‘6B75’.

Letters used to express constant hexadecimal values are always
upper case (‘A’ - ‘F’). Where lower case is used, the letters have a
different meaning explained in the text.

Binary Notation

Values expressed in binary form are followed by a lower case “b”.
For example, ‘08’ hexadecimal is expressed in binary as
00001000b.

Operatorsand Functions
O Logical AND.
g Logical OR.

Assignment (of a value to a variable).
()or[] Ordered set (of data elements).

Bq B> Concatenation of bytesjRthe most significant
byte) and B (the least significant byte).

[B1 IB2] Value of the concatenation of byteg Bnd B

encrypt()[] The data in the square brackets is encrypted using
the key in the normal brackets.

decrypt()[] The data in the square brackets is decrypted using
the key in the normal brackets.

DES()[ ] The data in the square brackets is encrypted using
DES encryption and the key in the normal brackets.

e data in the square brackets is decrypted using
DES'()[] The datain th brackets is d d usi
DES decryption and the key in the normal brackets.

DES3()[] The data in the square brackets is encrypted using
triple DES encryption and the key in the normal
brackets. Triple DES consists of encrypting an 8-
byte plaintext block X to an 8 byte ciphertext block
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Y using adouble length (16 byte) secret key K =
(K¢ || Kr) where K and Kr are DES keys. Thisis
done asfollows:

Y := DES3(K)[X] :=
DES(KL)[DES (KR)[DES(KL[X]]]

X := DES3}K)[Y] :=
DES}(KL)[DES(KR)[DESY (K[ Y]]

The encryption processisillustrated in Figure 1.

Figure 1 - Triple DES Encryption

sign()[ ]

verify()[ ]

SHA(x,n)

The datain the square brackets is signed using the
key in the normal brackets.

The datain the square bracketsis verified using the
key in the normal brackets.

The n high order bits of the results of applying the
SHA-1 hash algorithm to the data string x.
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Document Word Usage

The following words are used often in this document and have
specific meanings:

* Must

Defines a product or system capability which is required
compelled and mandatory.

*  Should

Defines a product or system capability which is highly
recommended.

. May
Defines a product or system capability which is optional.
2.6 Document Organization
The document is organized as follows:
» Section 1listherevision log.

e Section 2 is this section and contains an overview of the
document and alist of references.

» Section 3 provides an entity overview.

* Section 4 isan overview of transactions that occur at a POS
device.

e Section 5isan overview of transactions that occur at aload
device.

»  Section 6 discusses the certificates and signatures used in CEP
processing.

» Section 7 contains the scheme provider processes.

»  Section 8 contains the non transaction related interoperability
requirements for a CEP card.
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Sections 9 and 10 contain the specifications for a POS device
and the transaction processing that occurs at a POS device.

Section 11 contains the specifications for merchant acquirer
processing.

Section 12 contains the specifications for aload device

Sections 13 and 14 contain the specifications for the transaction
at the load device and load acquirer processing.

Section 15 contains the specifications for funds issuer
processing.

Section 16 contains the specifications for card issuer
processing.

Section 17 contains the specifications for processing node
transfers.

Section 18 isthe data dictionary.
Section 19 isaglossary.

Section 20 isalist of acronyms.
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3. Entity Overview

This section describes the entitiesin a CEP system. The entities
are:

Merchant Acquirer.
* Load Acquirer.

* Card Issuer.

* FundsIssuer.

*  Processor.

Scheme provider.

3.1 Merchant Acquirer

The merchant acquirer is the entity responsible for establishing a
business relationship with one or more CEP scheme providers to
clear and settle POS transactions.

The merchant acquirer is responsible for the integrity of the POS
device and the PSAM it contains. The merchant acquirer is
responsible for the creation and distribution of the PSAMs. The
merchant acquirer must perform the following tasks relative to
processing at the POS device:

* Collect and validate all transactions and provide

acknowledgments of successful collection to the POS device or

to the merchant.

* Ensure that each batch of transactionsis cleared and settled
once and only once.

» Ensurethat CA public keys, aggregation parameters, certificate

revocation lists and optional blocking lists from the scheme
providers are sent to the POS devices.

The merchant acquirer system should support all of the CEP
requirements for POS processing, including processing that is
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optional by scheme. Thiswill facilitate adding additional schemes
to its processing.

The merchant acquirer must maintain data for each scheme
supported. For each scheme, the merchant acquirer must know the
scheme identification, routing for transactions when a direct
connection to the card issuer does not exist, whether or not the
scheme supports aggregation and the length of time transactions
are archived.

The merchant acquirer is responsible for making payment to the
merchant and participating in settlement with the recipient of al
transactions forwarded for card issuer processing.

3.1.1 PSAM Creators

While the PSAM is amerchant acquirer responsibility, not all
merchant acquirers will create their own PSAMs. The entity that
creates the PSAMs to be used by the merchant acquirer is referred
to asthe PSAM creator. Each PSAM creator, which may be a
merchant acquirer, must be certified by the scheme provider. Two
data fields are used to uniquely identify each PSAM creator, a RID
(RIDpsam)* and a unique number assigned by the owner of the RID
to the PSAM creator (the IDpsamcreaTor). The PSAM creator
must then assign unique numbers (IDpsan) to all the PSAMs that it
creates. The combination of the RIDpsam, the IDpsamcreaTor @nd
the IDpsam Will provide a unique number for all CEP PSAMSs.

3.2 Load Acquirer

The load acquirer isthe entity responsible for establishing a
business relationship with one or more CEP scheme providers to
manage authorization requests for load and currency exchange
transactions and to clear and settle unlinked load transactions.

The load acquiring function consists of two components, the load
device and the load acquirer host. The exact division of tasks
between these two components will vary from load acquirer to load
acquirer. In this document, the interface to the cardholder and the
CEP card and the interface to the card issuer, the funds issuer and

1 The RID may be the RID of a CEP scheme, or a RID obtained by the PSAM creator.
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connecting networks are described as a single load acquirer
process.

A load secure application module (LSAM) must exist under the
control of aload acquirer that supports unlinked loads. The LSAM
provides the cryptographic and control processing necessary to
secure functioning of unlinked load transactions. The LSAM may
reside within the load device or at the load acquirer host.

All interoperable load devices must have a secure PIN pad for PIN
entry.

The load acquirer must keep alog of all transactions processed by
its systems, regardless of completion status.

Figure 2 provides ahigh level diagram of the load acquirer
components.
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Figure 2 - Load Acquirer Components
Load Device
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[tem 1 shows the interface with the CEP card. Thisinterface
consists of a set of commands to the card and responses to those
commands. These commands and responses are defined in this
document in sufficient detail to allow interoperability of all CEP
cards for the load and currency exchange functions.
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Item 2 is the interface between the chip card reader and other load
device application functions. Thisinterface isimplementation
specific and is not described in this document.

Item 3 shows the interface to the cardholder. Thisinterfaceis
defined as the minimum information provided to and required from
the cardholder. A secure PIN pad is part of thisinterface.

Item 4 shows the interface to the load acquirer host. The definition
of thisinterfaceis at the discretion of the load acquirer.

Item 5 isthe chip card reader itself. Requirements for
interoperability are provided.

Item 6 is the load device CEP application. Requirements for
interoperability are provided.

Item 7 isthe LSAM. Requirements for interoperability are
provided. LSAMs may be located at the load device or at the load
host.

Item 8 is the communication to the card issuer. This
communication may include intermediate processing nodes.
Interoperabl e requirements for authorization requests, clearing and
settlement are provided.

[tem 9 is the communication with the funds issuer for unlinked
loads. This communication may include intermediate processing
nodes. Interoperable requirements for authorization, clearing and
settlement are provided.

3.3 Card Issuer

The card issuer is the entity responsible for establishing a business
relationship with one or more CEP scheme providers to issue CEP
cards. A card issuer may issue CEP cards for more than one CEP
scheme.

The card issuer is responsible for assuring that all the CEP cards it
issues contain the data elements required for acceptance at POS
and load devices. The card issuer has the responsibility for the
liability for al value loaded onto the CEP card and the
management of the funds pool. The card issuer is responsible for
managing cardholder relationships.
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The card issuer is responsible for monitoring transactions received
to ensure that the transaction was made by a valid CEP card issued
by the card issuer.

The card issuer must:

» Authenticate the CEP card for al load and currency exchange
transactions.

¢ Authorize funds disbursement for linked load transactions.

» Participate in the settlement process for unlinked load
transactions and all POS transactions.

» Recognize and track suspect transactions, based on information
received from the load acquirer.

» Update and reconcile al changesto card liability and funds
pools.

3.4 Funds Issuer

The fundsissuer is the entity that authorizes, clears and settles
funds requests for unlinked load transactions. Definition of most
of the processing for funds issuers is outside the scope of this
document. While the funds request sent to the funds issuer must
contain an indication that thisis a CEP load transaction, no special
funds issuer processing is necessary unless required by the scheme.

3.5 Processor

Although transactions may flow directly from a merchant acquirer
or load acquirer to a card issuer, many times the transactions will
be processed by additional nodes in the network or networks
connecting the acquirer and the card issuer. These nodes are
referred to as processors.

A processor can be an agent for a merchant acquirer, an agent for a
load acquirer, an agent for a card issuer, an agent for afunds issuer
or any combination of these entities. All processors must be

certified by each scheme provider whose transactions they process.
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3.6 Scheme Provider

The scheme provider is the authority responsible for establishing
and enforcing the operating rules and regulations, the acceptance
mark, and membership criteria.  The scheme provider isthe
authority responsible for establishing an infrastructure for the
overall functionality and security of a CEP system.

The scheme provider isresponsible for establishing fraud detection
and risk prevention policies and procedures for the scheme
including information and reporting requirements sufficient to aid
in the detection of counterfeit and other types of fraud, and
ensuring that these procedures are followed. If acentra data
repository exists, datafor the investigation of fraud must be
forwarded by the card issuer.

The scheme provider is responsible for establishing policies and
procedures to ensure that all transactions are secured, as defined in
these requirements.

The scheme provider must establish certification policies and
procedures that ensure compliance with the Common Electronic
Purse Specification (CEPS) and with the scheme-specific
reguirements.

To ensure the delivery of all transactions performed under the
scheme, the scheme provider must:

» define routing parameters and procedures for use in routing
transactions when the merchant acquirer does not have an
existing relationship with the card issuer, and

» establish aunique scheme identifier (AID) consisting of aRID
(seereference 5, 1ISO 7816-5) and, optionally, a PIX selected by
the scheme provider.

The scheme provider may establish other entities to process for the
scheme. These are described in sections 3.6.1 and 3.6.2.

3.6.1 Processor for the Scheme Provider

The scheme provider must have a processing function to perform
the following:

» Digtributing information required for security or compliance
with the scheme rules and regulations.

* At the scheme provider’s option, operating a central data
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repository in support of its dispute management, risk
management and fraud detection policies and procedures.

3.6.2 Certification Authority

Therole of acertification authority(CA), established by a scheme
provider, isto generate the CA keys, store the private portion of the
keys securely and, based upon valid requests, generate and
distribute certificates.

Certification authorities are responsible for certifying the regional
or issuer and acquirer public keys.
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4. POS Device Transaction Overview

Table 1 shows the transactions that are supported at a POS device
and the entities involved in those transactions. Transactions where
support by an entity is mandatory are marked “M”. Transactions

where support by an entity is optional are marked “O”.

Table 1 - POS Device Transaction Requirements by Entity

MERCHANT CARD
CEP TRANSACTIONS ACQUIRER ISSUER
Purchase M M
Incremental Purchases (0] M
Reversal of the last or only increment of a (0] M
purchase
Cancel Last Purchase 0] 0]

4.1 Purchase

The purchase transaction is an off-line transaction initiated at a
POS device, which allows a cardholder to use the electronic value
on a CEP card to pay for goods or services.

Some POS devices, such as telephones, support incremental
purchases. The transaction is initiated and an initial amount is
debited from the CEP card. The CEP card remains inserted in the
POS device and subsequent incremental purchase transactions are
sent to the CEP card based on time increments or another measure
of service received. Cardholder acceptance of the subsequent steps
of an incremental purchase transaction is not required, however,

the cardholder must be provided a mechanism to terminate
additional increments.

A purchase transaction may be reversed, prior to the removal of the
CEP card from the POS device, by sending a purchase reversal
command to the CEP card. Only the last increment of an
incremental purchase may be reversed.
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4.2 Cancel Last Purchase

The cancel last purchase transaction is an off-line transaction
initiated at a POS device, which alows a cardholder to be re-
credited with the electronic value of the last transaction made with
their CEP card.

POS devices are not required to support the cancel last purchase
command. If this command is supported, the POS device must
have access control to prevent unauthorized or fraudulent use of
the transaction (e.g. the POS device could ask for a password or a
special supervisor key or card). Thistransaction isonly valid if the
transaction to be canceled is the last transaction completed by the
CEP card. If atransaction has been made after a purchase, for
example, aload, the purchase transaction cannot be canceled.
Additionally, the transaction to be canceled must not have been
collected and must be in an active batch. Only the last step of an
incremental purchase may be canceled.
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5. Load Device Transaction Overview

Table 2 shows the transactions that are supported at aload device

and the entities involved in those transactions. Transactions where
support by an entity is mandatory are marked “M”. Transactions
where support by an entity is optional are marked “O”.

Table 2 - Load Device Transaction Requirements by Entity

LOAD CARD FUNDS
CEP TRANSACTIONS ACQUIRER ISSUER ISSUER
Load M? M3 M
Currency Exchange (0] (0] N/A

A direct connection may exist between the load acquirer and the
card issuer. However, in many cases, there may be intermediate
processing nodes. These intermediate processing nodes must
provide a secure channel to the card issuer. Cryptographic keys
must be shared between connecting processing nodes. Shared keys
between the load acquirer and the card issuer are not required
unless there are no intermediate processing nodes.

5.1 Load

The load transaction allows for the addition of funds onto a CEP
card.

Two types of load processing are supported by CEP cards. Some
card issuers require a linked load from an account at its financial
institution, others allow loading from other sources of funds. If the
load is to be performed from another source of funds, the
cardholder indicates the source of those funds to the load device
during the load process.

2 Load devices that are available to the general public should support multiple sources of funding and
support both linked and unlinked funding accounts. A load device must support at least one type of
load.

3 A card issuer can issue cards that support unlinked loads or linked loads or both.
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The type of load to be performed must be selected by the
cardholder and supported by the CEP card. The types of load
supported by a CEP card are indicated by its application profile
(APcep). In alinked load, the funding source may be any account
that the cardholder maintains at the financial institution that issued
the CEP card. The issuer isresponsible for the final selection of the
funding account.

5.2 Currency Exchange

The currency exchange transaction is used to convert the value in
one currency in a CEP application to value in another currency.
The resultant value may be added to an existing slot in a CEP
application or it may be used to establish anew dlot. Partial
currency exchanges are allowed.

The currency exchange transaction only involves the card, the
acquiring function and the card issuer.
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6. Certificates and Signatures

This section describes the certificates and signaturesinvolved in
the POS authentication processes. Contents of certificates and
dynamic signatures are given, as well as the methods of retrieving,
caching and verifying them. Both symmetric and asymmetric
cryptographic techniques are used to implement these processes.
Public key cryptography is used by the PSAM to authenticate itself
to the CEP card and to send a digital signature containing a secret
session key. Symmetric cryptography is used by the CEP card to
authenticate itself to the PSAM or the card issuer.

Cryptographic methods for creating MA Cs and encrypting secret
data are also described for all transactions.

The security flows for unlinked load transactions and validation of
CEP cards by POS devices are described.

6.1 Retrieval of certificates from the CEP card

Certificates are retrieved from the CEP card using the Read Record
command (see section 8.6.2). Certificate records are constructed
data objects using BER-TLV encoding as described in reference 8,
EMV, Annex C. The location of the certificate recordsis provided
inthe ADL retrieved from the CEP card in response to the Select
command (see section 8.6.1).

6.1.1.1  The ADL must have asingle, separate entry for each
certificate in the CEP card. An ADL entry for a
certificate must describe the location of one of the
following:

*  Onerecord containing only a single certificate.
The certificate encapsul ates an entire public key.
Table 3 provides the format of this record.
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Table 3 - Certificate Record with No Remainder

Field Contents Length
Tag 70’ 1
Length Length of following data 1-2
Tag ‘90’ 1
Length Length of certificate 1-2
Data Certificate var
*  Onerecord containing two data objects (in the
order specified):
— acertificate that encapsulates only the leftmost
portion of a public key, and
— apublic key remainder that contains the
rightmost portion of the public key.
Table 4 provides the format of this record.
Table 4- Format of Record with Both a Certificate and a Remainder
Field Contents Length
Tag 70’ 1
Length Length of following data 1-2
Tag ‘90’ 1
Length Length of certificate 1-2
Data Certificate var
Tag ‘91’ 1
Length Length of remainder 1-2
Data Remainder var

* A sequence of two consecutive recordsin asingle
file. Thefirst record contains a certificate that
encapsulates only the leftmost portion of apublic
key. The second record contains only a public key
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remainder field. The formats of the two records
aregivenin Table5.

Table 5 - Public Key Certificate in Two Records

Field Content Length
Record 1 Tag 70 1
Length Length of following data 1-2
Tag ‘90’ 1
Length Length of certificate 1-2
Data Certificate var
Record 2 Tag ‘70’ 1
Length Length of following data 1-2
Tag ‘91’ 1
Length Length of remainder 1-2
Data Remainder var

6.1.1.2 The certificate entries in the ADL must be consecutive
and must be in the order in which the certificates are to
be verified.

6.1.1.3 The ADL entry for the issuer certificate can be
recognized using the format code in bits b4-b1 of byte 4
of the entry. The format code for the issuer certificate
is0010b. The POS device may (optionally) cache
issuer certificate data after successful verification of a
CEP card signature. Thereafter, when presented with a
CEP card bearing the same issuer certificate, the POS
device may bypass reading of the issuer certificate and
al higher level certificates. The POS device then
proceeds to the next lower certificate.

The POS device can recognize a CEP card bearing a
issuer certificate cached in the POS device by

examini ng VKPCAJss, IDREGJSS’ VKPREG,ISS and CSNss
in the response to the Initialize for Purchase command.
The VKPCAJss, IDREG,IS& VKPREG,ISS and CSN;ss in the
response must match aVKPCAJss, IDREG,IS& VKPREG,ISS
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6.1.1.4

and CSN;ss that identifies a cached issuer certificate for
the scheme. The schemeisidentified by the AID of the
selected application.

A similar function may be used to cache public keysin
the PSAM, bypassing the need to send frequently used
issuer certificates to the PSAM and also bypassing the
PSAM verification of the certificate.

No provision is made for caching certificates at levels
other than Issuer or Merchant Acquirer level. Of
course, if the issuer or acquirer certificate or public key
IS cached, the processing of a corresponding regional
certificate or public key is unnecessary.

Whether the POS device begins with the ADL entry
following the entry for the issuer certificate or the ADL
entry for thefirst (highest level) certificate, the POS
device must read and validate certificates for al
successive ADL entries until either validation fails or
the last certificate ADL entry has been processed.

6.2 Processing Certificates from the POS Device

Certificates reside in the POS device or the PSAM to permit the
CEP card to validate the dynamic signature created by the PSAM
during purchase processing. Certificates and related information
are delivered to the CEP card using the Verify Certificate
command (see section 10.1.3).

6.21.1

In the response to the Initialize for Purchase command
(see section 10.1.1), the CEP card may provide the
serial number (CSNacq) of an acquirer certificate that
has already been processed and verified by the CEP
card. If the key version (VKPca aco) and serial number
(and IDreg,aco, If aregional CA was used) match those
of a certificate used by the POS device for the selected
AID, the POS device may begin delivery of certificates
to the CEP card with the next certificate lower in the
hierarchy than the one already processed. If thisdatais
not provided, or if no match isfound, the POS device
must begin delivery with the highest certificate in the
hlerarchy (PKCACQ or PKCREG,ACQ)-
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6.2.1.2

Delivery of certificates to the CEP card proceeds with
successively lower level certificates until al certificates
have been verified successfully, or until acertificate
fails verification. If acertificate fails verification,
normal processing of the transaction must be stopped
and exception processing followed.

6.3 Verifying Certificates

6.3.1.1

6.3.1.2

6.3.1.3

Verification of a certificate begins with recovery of the
certificate data using the appropriate public key, either
the CA public key or the key resulting from verification
of the next higher level certificate. The recovery can
only be done if the length of the certificate is the same
asthe length of the modulus of the public key used in
the verification. If the lengths are different, verification
has failed.

After verifying the certificate, the header (first byte) and
thetrailer (last byte) from the recovered data must be
checked. The header must be ‘4A’ or ‘6A’ and the
trailer must be ‘BC’. If not, verification of the
certificate has failed.

The hash value in each certificate is always a 20 byte
field immediately preceding the last (trailer) byte of the
certificate. The hash value must be verified according
to the following procedure:

1) The certificate data must be recovered using the
appropriate key, either the CA public key or the key
recovered by verifying the next higher level
certificate.

2) Data must be concatenated in the following order
(left to right):

a) All data beginning with the format code in the
certificate (which is always the second byte of
the certificate) up to and including the last byte
before the hash total, in the order in which it
appears in the certificate.

4 Caching of certificate data does not change this. It simply provides a faster means of determining
the data from the higher level certificate.
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b) The Public Key Remainder field (PKR), if it
exists.

3) The hash algorithm indicated (SHA-1 is the only
hash algorithm supported) is applied to the
concatenation, producing a 20 byte result.

4) Thisresult is compared to the hash valuein the
certificate. If they are unequal, certificate
verification is unsuccessful.

6.3.2 The CEP Card Certificate Hierarchy

6.3.2.1

6.3.2.2

A regiona certificate is optional in the hierarchy of
certificates used to authenticate the CEP card. If the
regional certificate exists, it is verified using the CA
public key (PKca,ss). The recovered data has the
format described in Table 6.

The POS device must check that the regional certificate
number is not in the scheme provider’s certificate
revocation list. If it is, the certificate has been revoked,
and validation has failed.
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Table 6 - Format of the Issuer Regional Certificates

Field Contents Length
Header Certificate Header 1
‘6A’ - if there is an associated remainder field (PKRRgeg,iss),
‘4A’ - if there is no associated remainder field
Format Code Certificate Format, value ‘01’ 1
IDrec,iss Identifier of the region, assigned by the scheme provider. 4
CED Certificate expiration date (MMYY) 2
CSNRgeg,iss Binary number unique to this certificate assigned by the certification 3
authority
ALGH Identifies the algorithm used to create the hash value. ‘01’ indicates 1
SHA-1, and is the only algorithm supported.
ALGPRreg,iss Identifies the algorithm used to verify the next lower level certificate 1
LPKMgec iss Identifies the length of the regional public key modulus in bytes 1
Filler ‘00’ 1
PKMgea,iss Regional public key modulus or the leftmost bytes of the modulus. LPKMca,ss - 36
Padded to the right with ‘BB’ if the length of the modulus is less than
LPKMca,ss-36. If the length of the modulus is > LPKMca ss-36, the
rightmost bytes (beginning in position LPKMca,iss-35) are kept in
PKRReg,iss.
Hash Result Hash of certificate data 20
Trailer ‘BC’ 1

6.3.2.3  Inaddition to checking the header, trailer, and hash
results in the regional certificate, the POS device must
check that the certificate expiry date (CED) is not
earlier than the current date. If this check fails, the

certificate has failed validation.

6.3.24  Issuer certificates are identified by a format code of ‘02’

in the recovered data. Issuer certificates have the

format specified in Table 7.

6.3.2.5 The POS device must check the CED in the data

recovered from the issuer certificate. Ifitis earlier than

the current date, certificate validation has failed.
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6.3.2.6  The POS device must check that the issuer certificate
number is not in the scheme provider’s certificate
revocation list. If it is, the certificate has been revoked,
and validation has failed.

6.3.2.7 The POS device must check that thedPecovered
from the issuer certificate is the same as thgHgp In
the response to the Initialize for Purchase command. If
it is not, validation of the certificate has failed.

Table 7 - Format of the Issuer Certificate

Field Contents Length

Header Certificate Header 1
‘6A’ - if there is an associated remainder field (PKR)ss),
‘4A’ - if there is no associated remainder field

Format code Certificate Format (‘02’) 1
IDiss Issuer ID 4
CED Certificate expiration date (MMYY) 2
CSNiss Binary number unique to this certificate assigned by the certification 3

authority or the region

ALGH Identifies the algorithm used to create the hash value. ‘01’ indicates 1
SHA-1, and is the only algorithm supported.

ALGPss Identifies the algorithm used to verify the next lower level certificate 1
LPKMiss Length of the modulus of the issuer public key 1
Filler ‘00’ 1
PKMiss Issuer public key modulus or the leftmost bytes of the modulus. LPKMca,iss-36

Padded to the right with ‘BB’ if the length of the modulus is less than | or LPKMgeg,iss-36
LPKMca,1ss-36 (or LPKMgec.iss-36). If the length of the modulus is >
LPKMca,iss-36 (or LPKMgeg.iss-36), the rightmost bytes (beginning in
position LPKMca 1ss-35 (or LPKMgec.iss-35)) are kept in PKRss.

Hash Result Hash of certificate data. 20

Trailer ‘BC’ 1
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6.3.2.8
6.3.2.9
6.3.2.10
6.3.2.11

Card certificates are identified by a format code of ‘04’".
Data recovered from a card certificate has the format
specified in Table 8.

The POS device must check that CED in the data
recovered from the certificate is not earlier than the
current date. If it is, certificate validation has failed.

In a purchase transaction, the POS device must check
that the 1Dss recovered from the card certificate is the
same as the I cep in the response to the Initialize for
Purchase command response. If it is not, validation of
the certificate has failed.

In a purchase transaction, the POS device must check
that the IRep recovered from the card certificate is the
same as the IRp in the response to the Initialize for
Purchase command response. If it is not, validation of
the certificate has failed.
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Table 8 - Format of the Card Certificate
Field Contents Length
Header Certificate Header 1
‘6A’ - if there is an associated remainder field (PKRcep),
‘4A’ - if there is no associated remainder field
Format code Certificate Format (‘04’) 1
IDiss Issuer ID 4
IDcep Identifier of the CEP card 6
CED Certificate expiration date (MMYY) 2
CSNcep Binary number unique to this certificate assigned by the issuer 3
ALGH Identifies the algorithm used to create the hash value. ‘01’ indicates 1
SHA-1, and is the only algorithm supported.
ALGPcep Identifies the algorithm used with the public key of the CEP card 1
LPKMcep Length of the modulus of the card public key 1
Filler ‘00’ 1
PKMcep Card public key modulus or the leftmost bytes of the modulus. LPKMss-42
Padded to the right with ‘BB’ if the length of the modulus is less than
LPKMss-42. If the length of the modulus is > LPKM,ss-42, the
rightmost bytes (beginning in position LPKMss-41) are kept in
PKRcep.
Hash Result Hash of certificate data 20
Trailer ‘BC’ 1

6.3.3 The PSAM Certificate Hierarchy

6.3.3.1  The CEP card contains a CA public key (PKca aco) for
the purpose of authenticating the PSAM in the POS
device. The CEP card contains only a single such key.
The POS device must contain the necessary certificates
for use with the PKca aco in each CEP card supported

by the POS device.

6.3.3.2  The POS device must determine the correct set of
certificates to be used for a transaction by examining
VKPcaacq returned by the CEP card in response to the
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Initialize for Purchase command and the AID of the

application selected.

6.3.3.3

A regiona certificate is optional in the hierarchy of

certificates used to authenticate the PSAM. If the
regional certificate exists, it is verified using the CA
public key (PKca aco) inthe CEP card. The recovered

data has the format described in Table 9.

6.3.34

In a purchase transaction, the CEP card must check that

the IDreg,aco recovered from the regional certificateis
the same as the IDgreg in the Verify Certificate
command. If itisnot, validation of the certificate has

failed.

Table 9 - Format of the Acquirer Regional Certificates

Field Contents Length
Header Certificate Header 1
‘6A’ - if there is an associated remainder field (PKRgreg,aco),
‘4A’ - if there is no associated remainder field
Format Code Certificate Format, value ‘81’ 1
IDRreG.ACQ Identifier of the region, assigned by the scheme provider. Right 4
justified in the field and preceded with ‘00’s.
CED Certificate expiration date (MMYY) 2
CSNREeG,ACQ Binary number unique to this certificate assigned by the certification 3
authority
ALGH Identifies the algorithm used to create the hash value. ‘01’ indicates 1
SHA-1, and is the only algorithm supported.
ALGPReG Aco Identifies the algorithm used to verify the next lower level certificate 1
LPKMgec.Aco Identifies the length of the regional public key modulus in bytes 1
Filler ‘00’ 1
PKMgec,aco Regional public key modulus or the leftmost bytes of the modulus. LPKMcaaco - 36
Padded to the right with ‘BB’ if the length of the modulus is less than
LPKMca,aco-36. If the length of the modulus is > LPKMca aco-36, the
rightmost bytes (beginning in position LPKMcaacg-35) are kept in
PKRReG AcqQ.
Hash Result Hash of certificate data 20
Trailer ‘BC’ 1
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6.3.3.5  Acquirer certificates are identified by aformat code of
‘82’ in the recovered data. Acquirer certificates have
the format specified in Table 10.

6.3.3.6  In a purchase transaction, the CEP card must check that
the IDesamcreaTor from the recovered data is the same
as the IRsamcreaTor provided in the Verify Certificate
command. If it is not, validation of the certificate has
failed.

Table 10 - Format of the Acquirer Certificate

Field

Contents Length

Header

Certificate Header 1
‘6A’ - if there is an associated remainder field (PKRacg),
‘4A’ - if there is no associated remainder field

Format Code Certificate Format (‘82") 1
RIDpsam RID used by the PSAM creator 5
IDpsaMCREATOR Identifier of the PSAM creator assigned by the owner of the RIDpsam 4
CED Certificate expiration date (MMYY) 2
CSNaco Binary number unique to this certificate assigned by the certification 3
authority or the region
ALGH Identifies the algorithm used to create the hash value. ‘01’ indicates 1
SHA-1, and is the only algorithm supported.
ALGPaco Identifies the algorithm used to verify the next lower level certificate 1
LPKMacqg Length of the modulus of the acquirer public key 1
Filler ‘00’ 1
PKMaco Acquirer public key modulus or the leftmost bytes of the modulus. LPKMcaaco-41
Padded to the right with ‘BB’ if the length of the modulus is less than or
LPKMcaaco-41 (or LPKMgec aco-41). If the length of the modulus is LPKMgeg,aco-41
> LPKMcaaco-41 (or LPKMges,acq-41), the rightmost bytes
(beginning in position LPKMca,acq-40 (or LPKMRec,acq-40)) are kept
in PKRACQ.
Hash Result Hash of certificate data 20
Trailer ‘BC’ 1
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6.3.3.7 PSAM certificates are identified by aformat code of
‘84’. Data recovered from a PSAM certificate have the
format specified in Table 11.

6.3.3.8 In a purchase transaction, the CEP card must check that
the IDssam from the recovered data is the same as the
IDpsam provided in the Verify Certificate command. |If
it is not, validation of the certificate has failed.

Table 11 - Format of the PSAM Certificate

Field

Contents Length

Header

Certificate Header 1
‘6A’ - if there is an associated remainder field (PKRpsam),
‘4A’ - if there is no associated remainder field

Format Code Certificate Format (‘84’) 1
RIDpsam RID used by the PSAM creator 5
IDpsAMCREATOR Identifier of the PSAM creator, assigned by the owner of RIDpsam 4
IDpsam Identifier of the PSAM 4
CED Certificate expiration date (MMYY) 2
CSNpsam Binary number unique to this certificate assigned by the PSAM 3
creator
ALGH Identifies the algorithm used to create the hash value. ‘01’ indicates 1
SHA-1, and is the only algorithm supported.
ALGPpsam Identifies the algorithm used to verify the dynamic signature created 1
by the PSAM
LPKMpsam Length of the modulus of the PSAM public key 1
Filler ‘00’ 1
PKMpsam PSAM public key modulus or the leftmost bytes of the modulus. LPKMacg-45
Padded to the right with ‘BB’ if the length of the modulus is less than
LPKMacg-45. If the length of the modulus is > LPKMacg-45, the
rightmost bytes (beginning in position LPKMacq-44) are kept in
PKRpsam.
Hash Result Hash of certificate data 20
Trailer ‘BC’ 1
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6.4 Dynamic Signature Verification

The PS; created by the PSAM serves two purposes. It allowsthe
CEP card to authenticate the PSAM and it transmits a session key
(SESSK eypsam) to the CEP card to be used for subsequent
authentication between the CEP card and the PSAM. The creation
of the PS, and the digital signature (DS) it containsis described in
section 10.1.4.

64.1.1

6.4.1.2

The CEP card must apply its private key and the
associated algorithm to PS; in order to recover the
encrypted digital signature (DS). The datarecovered is
described in Table 51 - Format of the Data Recovered
fromthe PS2. The CEP card then applies the public key
of the PSAM (PKpsam) With the algorithm and
exponent encoded by ALGPpsam (from the PSAM
Certificate) to recover the data described in Table 52 -
Format of the Data Recovered from DS.

After recovering this data, the CEP card must check the
contents of the DS hash (see Table 53 - Contents of the
DSHash) for validation. If thisvalidation fails, PS, has
failed validation. If validation is successful, the CEP
card extracts SESSK eypsam from the recovered data and
uses this 16 byte key with triple DES for symmetric
cryptographic exchange of the S, and S; MACsin the
remainder of the transaction. If a Cancel Last Purchase
transaction is used to cancel the last or only step of this
transaction, SESSKeypsam is also used for MACsin
that transaction.

6.5 Cryptographic Mechanisms

6.5.1.1

6.5.1.2

6.5.1.3

Asymmetric cryptography must comply with Annexes E
and F of the EMV IC Card Specification, reference 8.

Symmetric cryptographic methods used for S;, S, and
Sz inload and currency exchange transactions are at the
discretion of the card issuer, but the use of DES with a
16 byte key (triple DES) isrecommended. Alternative
methods must provide at |east equivalent strength.

The mechanism for generating the S, S;, and S MACs
in POS transactions must be the ISO optional process 1
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6.5.1.4

6.5.1.5

6.5.1.6

6.5.1.7

as described in reference 8, EMV annex E1.2 and in
ISO 9797, reference 6. The MAC key used must be a
double length key.

In POS transactions, cryptographic methods used for Sg
are at the discretion of theissuer. Cryptographic
methods used for S, and Ss are at the discretion of the
Merchant Acquirer. For all these MACs, the use of
DES with a 16 byte key (triple DES) is recommended.
Alternative methods must provide at least equivalent
strength.

Encrypting of Ry in unlinked load transactions should
use triple DES, but encrypting with single DESis
sufficient where necessary to pass R; through networks
and arrive at the issuer in akey known to the issuer.
Migration to triple DES is encouraged where possible.

See section 6.6 for adefinition of R;.

R1 must be used, as described in reference 8, EMV, to
create the following MAC for unlinked load
transactions:

* MAC,sam, Sent by the load acquirer to the card
issuer in the load request.

For MAC_sam Only the 4 most significant bytes are
transmitted.

The SHA-1 hash algorithm must be used to create the
hash values (HCEP, Hisam and H2LSAM) used for
unlinked load security. These hashes are described
below.

Hcep := SHA([ID acoll IDLpa| [IDiss|| IDcep|| NTcepl|
Rcer], 80)

Hisam := SHA([IDLacoll IDLpall IDiss|| IDcepll NTcer|l
Risam], 64)

H2, sam := SHA([IDacol IDipall IDiss|| IDceel|l NT ceql|
R2, sam], 64)
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6.6 Unlinked Load Security Flow

Figure 3 below shows the flow of data that provides the security
for unlinked load transactions. The data elements listed in that
flow are as follows:

6.6.1.1

6.6.1.2

6.6.1.3

6.6.1.4

6.6.1.5

6.6.1.6

6.6.1.7

The Heep that is sent from the CEP card to the LSAM
in the response to the Initialize for Load will provide
proof to the LSAM of avalid error from the CEP card
in the response to the Credit for Load command. The
Issuer must be able to determine the value of Rcep, a
component of Hcep, from the data sent for the
transaction and must verify that the correct Hegp is held
by the LSAM. See6.6.1.8.

The S; MAC that is sent from the CEP card to the card
issuer is used by the card issuer to authenticate the CEP
card asvalid.

The H_sam that is sent from the LSAM to the card
Issuer is used to distinguish between an approved load
and adeclined load request. It must be included in the
S, MAC of an approved request and not included in the
S, MAC of adeclined request.

The H2 sam that is sent from the LSAM to the card
issuer will be used by the card issuer to verify a
completion message for atransaction where the S,
MAC was not sent to the CEP card.

R; is generated by the LSAM and encrypted under a key
that allows secure transport to the card issuer. R;
provides a session key between the load acquirer and
the card issuer for this transaction.

The MAC_sam provides protection for the transaction
data, Hecep, Hisam, H2 sam and S It aso provid&a
guarantee that the load acquirer owes the transaction
amount to the card issuer.

The R sam is sent to the CEP card if an approval is
received from the card issuer. This allows the CEP card
to verify the S, MAC. The H sam must beincluded in
the S, MAC for approved transactions. The R sam iS
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not sent to the CEP card if an declineis received from
the card issuer. The H_sapm must not be included in the
S, MAC for declined transactions.

6.6.1.8  The Rcepissent by the CEP card to LSAM in the
response to the Credit for Load command if there was
an error. See6.6.1.1.

6.6.1.9 TheR2 sam issent to the card issuer in case of an error.
The R2 sam negates the guarantee of the H sam and the
load acquirer no longer owes the transaction amount to
the card issuer.

Figure 3 - Security Flow for Unlinked Load

CEP Card
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6.7 Security Flow for POS Device Validation of

CEP Cards

A purchase transaction must be validated by a PSAM before the
transaction can be completed. For incremental purchasesin some
terminal infrastructures (e.g. payphones where the PSAM is remote
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and inaccessi ble during voice communications), a merchant
acquirer may decide to:

* Havethe PSAM validate the card during the first increment.

* Haveintermediate validation done by a POS device until all
Increments of a purchase transaction are completed.

* Havethevalidation of the final increment done by the PSAM.

Figure 4 below shows the flow of the data that provides the
security for incremental purchase transaction when intermediate
validation of the CEP card is done by the POS device and the
PSAM validates the CEP card at the completion of the last
Increment.

Intermediate card validation by the POS device is optional for both
the CEP card and the PSAM. CEP card support for this featureis
indicated in the AMcep field.
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Figure 4 — Purchase Security Flow for POS Device Validation of CEP Cards
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The PSAM must generate an authentication token (AT)
to alow the POS device to validate the CEP card on
purchase increments not validated by the PSAM. The

The CEP card responds with an encrypted Ss (Es), an S3
to allow PSAM validation of the CEP card and an S5’
based on the AT to allow POS device validation of the
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6.7.1.3

6.7.1.4

6.7.1.5

The POS device should allow the PSAM to validate the
CEP card once and then may process subsequent debit
commands, validating the CEP card using the S3'.

The PSAM must validate the CEP card on the final
increment.

When all increments of the purchase have been
completed, the POS device informs the PSAM that the
transaction is complete, and the PSAM returns the
unencrypted SMAC, the $ MAC and, if it is created

at the time, the SMAC.
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7. Scheme Provider Procedures

This section describes the scheme provider’s responsibilities which
support the establishment of an infrastructure for the overall
functionality and security of a CEP system. These responsibilities
include both administrative and processor functions for defining:

* The scheme’s rules and regulations.

» The certification criteria and procedures.

» The establishment of a certification authority and its
responsibilities.

* The rules and guidelines for risk management.
» The operating rules and parameters.
* The dispute management process.

» The transaction routing procedures.

7.1 Operating Rules and Regulations
7.1.1.1 The scheme provider must:

* Develop and maintain an acceptance mark (brand)
and a corresponding application identifier (AID).

» Develop operating rules and regulations for the
scheme.

* Provide documentation to participating entities,
including vendors and suppliers, who wish to
develop scheme-specific CEP compliant systems.

» Establish rules and procedures which ensure that the
entire process between merchants, merchant
acquirers, card issuers and processors is auditable
and reconcilable.
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» Establish rules and procedures which ensure that the
entire process between load acquirers, funds issuers,
card issuers and processorsis auditable and
reconcilable.

7.1.1.2  The scheme provider must determine operational
policies and procedures which support:

* Interaction with a Certification Authority for the
generation of public key certificates.

» Component and system certification.
* Risk management and fraud detection.

» Thedistribution of data supporting operating rules
used to control required processing.

» Thedefinition and distribution of aggregation
parameters, which arelisted in Table 14 -
Aggregation Parameters.

e Thedistribution of CA public keys.

+ Thedistribution of issuer certificate revocation lists,
and card blocking lists.

7.2 Certification

The scheme provider isresponsible for defining certification
requirements which support the objectives of the Common
Electronic Purse Specification (CEPS), to:

* Ensurethat consistency exists in the acceptance environment.

* Provide a CEP interoperable environment for different
technology platforms or schemes.

7.21.1  The scheme’s certification specifications must conform
to the CEP certification requirements which will be
documented separately. A scheme’s certification
specifications must cover all components and entities of
the system, including:
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7.21.2

» CEPcards.

» Purchase Secure Application Modules (PSAM).
* POS devices.

* Load devices.

e LSAMs

*  Secure PIN pads

* Merchant acquirer processing systems.

» Card issuer processing systems.

* Fundsissuer processing systems

» Load acquirer processing Systems.

» Card vendors, including but not limited to, chip
manufacturers, card manufacturers, chip embedders
and personalizers.

* Terminals and devices

* Termina and device vendors (optional for a
scheme).

» Certification authority.

The scheme must track all certified components,
participants, and certification status and make this
information available to load acquirers, merchant
acquirers or card issuers as needed.

7.3 Certification Authority Management

7311

7.3.1.2

The scheme provider must establish a certification
authority (CA) and ensure that it is certified as such.

Where aregional certification authority does not exist,
the scheme provider is responsible for the interface
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between a certification authority (CA) and card issuers
and PSAM creators.

7.3.1.3 Wherearegional certification authority does exist, the
scheme provider isresponsible for the interface
between a certification authority (CA) and the regional
certification authority.

7.3.1.4  The scheme provider must arrange to have one or more
scheme RSA key pairs for CEP card verification
generated (SKca,1ss and PKca 1ss) and assigned version
numbers (VKPca iss).

7.3.1.5  Thescheme provider must arrange to have one or more
scheme RSA key pairs for PSAM verification
(SKC/_\,/_\CQ and PKCA,ACQ) generated and aSSIQned
version numbers (VKPca aco)-

7.3.1.6  The scheme provider must distribute the public key
portions of the scheme RSA key pairs for CEP card
authentication (PKca iss), along with their version
numbers, to all merchant acquirers or PSAM creators.

7.3.1.7  Thescheme provider must distribute the public key
portions of the scheme RSA key pairs for PSAM
verification (PKca aco), along with their version
numbers, to all card issuers.

7.3.1.8  Thecertification authority must receive the request for a
public key certificate from the PSAM creator, card
Issuer, or regional certification authority, along with
that entity’s public key.

7.3.1.9 The certification authority must send the certificate(s)
to the requesting PSAM creator, card issuer, or regional
certification authority along with sufficient information
to allow the recipient to identify the certificate.

7.4 Risk Management

7.4.1.1 The scheme provider must maintain a certificate
revocation list and periodically distribute that list to all
merchant acquirers accepting the brand.
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7412  The scheme provider must establish rules to ensure that

74.1.3

the merchant acquirer loads the certificate revocation
list into all POS devices under its control.

The notification of the certificate revocation list must
include, at a minimum, the data el ementslisted in Table
12.

Table 12 - Data Elements Required for Certificate Revocation List

Field Content / Source Length
CSNRgeg,iss OF Regional or Issuer Certificate Serial Number 3
CSNiss
DTRM Date transmitted, for audit use only - YYMMDD 3
IDiss Issuer identification - zero if certificate being revoked is a regional 4

certificate
IDRrec,iss Identifier of the region - zeros if regional certificate is not used 4
RIDcep Scheme identification 5
VKPcass CA Public Key version number 1
VKPRreg,iss Regional public key version number - only required if both the 1
identifier of the region and the id of the issuer are present

7414

74.1.5

7.4.1.6

The scheme provider may establish a central data
repository for the investigation of invalid card issuer
MAC(s) (Ss). The minimum required data that must be
provided is the full transaction detail as received from
the merchant acquirer and defined in section 11.

A scheme may require additional information.

The scheme provider may establish a central data
repository to be used for fraud detection and risk
analysis. The process and the data to be provided must
be determined by the scheme.

The scheme provider should define procedures which
alow it to gather information to monitor component
performance, including consumer cards, PSAMS,
LSAMSs, devices, and certified processing systems.
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7.4.1.7  The scheme provider may maintain acard blocking list
and periodically distribute that list to al merchant
acquirers accepting the brand.
7.4.1.8 If the scheme provider maintains and distributes a card
blocking list, the scheme provider should establish rules
to ensure that the merchant acquirer loads the card
blocking list into all POS devices under its control.
7419  Thenotification of the card blocking list must include
the minimum data elementsin Table 13.
Table 13 - Data Elements Required for the Card Blocking List
Field Description Length
DTRM Date transmitted 3
IDcep Beginning card serial number (of the range to be blocked) 6
IDcep Ending card serial number (of the range to be blocked) 6
IDiss Issuer Identification 4
RIDcep Scheme Identifier 5

7.5 Operating Rules

7511  The scheme provider must determine the operating
rules which must be implemented by the participants,
whether card issuer, merchant acquirer or load acquirer.
The operating rules cover:

» Useof aregiona public key.
» Use of aggregation.
» Useof truncation.

* Useof acentral datarepository to investigate
invalid MACs.

* Useof acentral datarepository for fraud analysis
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751.2

7.5.1.3

and risk management.

» Centralized card activity reporting in support of
global product usage.

The scheme provider must specify the maximum
period of time between the issuance of a CEP card and
its expiration dates.

The scheme provider must specify the period for which
POS and on-line transaction logs, including MACs,
must be kept.

7.6 Aggregation Parameters

Aggregation is optional on the part of both the POS device and the
CEP card. The CEP card must communicate to the POS device
whether or not aggregation is allowed in the card purchase options
(CPO) field. The card process for making its decision is at the
discretion of the issuer, and must be documented in proprietary
specifications.

76.1.1

7.6.1.2

The scheme provider must determine whether or not to
support the use of aggregation.

If aggregation is supported, then the scheme provider
must determine the value to be used for the detail
transaction percentage for the POS device when
aggregation is supported. This parameter is explained
in Table 14.

Table 14 - Aggregation Parameters

Field

Description Length

NTect

Detail Transaction Percentage. The percentage of detail 1
transactions that a scheme requires from a POS device certified to
perform aggregation. For example, if this parameter is set to 10,
90% of transactions may be aggregated.

7.6.1.3

The scheme provider must establish procedures for the
distribution of this aggregation parameter, including
periodic updatesif required.
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7.7 Dispute Management

7711

If the scheme has a dispute resolution process to resolve
any issuesrelating to invalid Ss MACs, the scheme
provider must establish procedures for invoking the
dispute management process. The card issuer initiates
the dispute process. The merchant acquirer participates
in the dispute process. Intermediate processing nodes
may be involved in a scheme’s dispute process.

7.8 Transaction Flows

7.8.1.1

The scheme provider must establish rules which ensure
the routing, security and integrity of all transaction
transfers between the acquirers and card issuers. Actual
network addressing required for the routing of
transactions between entities is outside the scope of this
document.



May 2000

CEPS Technica Specification version 2.2

55

8. CEP Card Requirements

This section discusses CEP card requirements that are either
transaction independent or cross transactions. The sections on
POS device transaction processing and load device transaction
processing contain additional CEP card requirements.

8.1 Compatibility

8111

8.1.1.2

8.1.1.3

The Common Electronic Purse (CEP) application must
be implemented only in cards that comply with
reference 8, EMV version 3.1.1 Part | and Application
Selection as specified in EMV Part I11.

The CEP card must support either T=0 or T=1 as
described in reference 8, EMV.

The CEP should support deactivation of the CEP
application. The CEP card may also support the ability
to temporarily lock and unlock the CEP application.

8.2 Multiple Currencies

8211

8.2.1.2

8.2.1.3

8.2.1.4

The CEP card must support one or more currencies.

Each currency occupies a “slot” within the CEP
application. The slots are configurable in terms of the
currency supported. The currency for an individual slot
is determined during personalization, load, or currency
exchange. Itis an card issuer’s decision as to which
currencies may be assigned to slots in the CEP, and as
to which slots are reconfigurable.

A single currency must not occupy more than one slot.

The CEP card must limit each slot to a maximum
balance. The maximum balance for each slot is
established when a currency is assigned to the slot and
is determined by the card issuer. The maximum
balance may be altered during on-line transactions.

The CEP card must not allow a slot to exceed the
maximum balance determined by the card issuer. The
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CEP card must detect and must reject any command
that attempts raise the new balance above the maximum
permitted value.

8.2.15 A cardissuer may identify aslot with acurrency code
that cannot be changed. The CEP card must manage
processing of this dlot.

8.3 Interface to Terminals

8.3.1.1  The CEP card must interface with the four types of
terminals described in sections 8.3.2 through 8.3.5.

8.3.2 Load Devices

Theload device, installed by the load acquirer, provides service to
the CEP card for loading new vaue into the CEP card or
exchanging value on the CEP card by establishing an on-line
communication channel between the CEP card and the card
issuer’s secure application module (ISAM). Load devices are
further described in section 12.

8.3.3 POS Devices

The POS device is installed at a merchant location. It is used by
the cardholder to purchase goods or services in return for payment
realized as a reduction of the balance within the CEP card in the
currency being used for the transaction. POS devices are further
described in section 9.

8.3.4 Monitoring Devices

Monitoring devices enable the cardholder to read various data from
the CEP card, such as slot balances and data from the most recent
transactions. This functionality may also be provided by other
devices, such as load or POS devices.

8.3.5 Personalization Devices

The process of personalizing the CEP application is outside the
scope of this document.
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8.4 General Status Conditions

84.1.1

The CEP card must return status conditions (SW1 and
SW?2) in response to all commands sent to it. General
status conditions are listed in Table 15. Status
conditions that are specific to acommand are listed
with the command itself.

Additional codes to those specified in this document
may occur in response to a command, and will be taken
to mean failure of the command.

Except as noted in this document, or if proprietary
processing is being performed, an SW1SW2 other than
‘9000’ must result in termination of the transaction.
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Table 15 - General Status Conditions for all Commands
SW1i SW2 Meaning
‘90’ ‘00’ Normal processing, data may be present in the response field
‘61’ XX’ For T=1 in [EMV’96]. Normal processing. Length of returned data is xx.
‘65’ ‘81 Memory failure
‘67’ ‘00’ Wrong length
‘69’ ‘85’ Conditions of use not satisfied
‘A ‘80’ Incorrect parameters in the data field
‘A ‘81 Function not supported
‘A ‘86’ Incorrect parameters P1-P2, no further information
‘6A ‘87 Lc inconsistent with P1-P2
‘6D’ ‘00’ Instruction not allowed
‘6E’ ‘00’ Class not allowed
or ‘or CEP application is not activated®
or ‘06’ CEP application has been deactivated®

8.5 Transaction preparation

Before CEP transactions are initiated, acommon set of commands
to the CEP card which reset the CEP card and select the
application must be performed. This processing is only required
once for a session with a specific CEP card. For example, if a
cardholder performs a currency exchange followed by aload, the
processing in this section is only done once, before the currency
exchange transaction.

5 The CEPS application must be activated by the card issuer before the application can be used. This
is usually done during the personalization process.

6 An activated CEPS application can be deactivated by the card issuer.
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8.5.1 Message Flow

Figure 5 shows the message flow between the terminal (aload or
POS device) and the CEP card prior to starting a CEP transaction.

Figure 5 - Message flow that precedes CEPS transactions

CEP

Card Terminal

Select DF ., (AID

CEP CEP)

-
Fel—

8.5.2 Reset

85.21 Once the CEP card isinserted into aload or POS
device, areset must be initiated. The Answer to Reset
(ATR) iscovered in reference 8, EMV Part 1.

8.5.3 Application Selection

8531  Application selection must be performed as specified in
reference 8. EMV. The variant of the Select command
response that must be used is described in section 8.6.1.
The response to the Select command described contains
additional information not required by EMV.

8.6 ISO/IEC Commands

These commands are described in reference 4, 1ISO/IEC 7816-4 and
asoinreference 8, EMV.
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8.6.1 Select
8.6.1.1  The Select command is coded according to EMV,
reference 8.
8.6.1.2  Thereply to the Select command consists of the File
Control Information (FCI) as shown in Table 16, the
status conditions in the response must conform to
reference 8, EMV Part Il.
Table 16 - Response to Select Command
Tag Description Length M/O
‘6F’ Indicates FCI template var M
‘84’ DF Name 5-16 M
‘A5’ FCI Proprietary template var M
'50' Application Label 1-16 (0]
‘87 Application priority 1 (0]
'B5F2D Language Preference 2-8 0]
'9F11' Issuer Code Table Index 1 o
'9F12' Application Preferred Name 1-16 (0]
‘BFOC’ Issuer discretionary data var M
‘CY’ Application Profile (APcep) 2 M
‘DF10’ Application Data Locator (ADL) var M
'9F08' Application version number (AVN) 2 M
'5F28' Country code of the card issuer 2 M
(CNTRYss).
‘co’ Domain of the card issuer (DOM;ss) — if not 1 o
present, ‘00’ should be used as DOM;ss.
‘8F' Version of the CA public key used to 1 @)
authenticate the card (VKPca,ss) -
mandatory for cards that support off-line
enciphered PIN.
SW1 sw2 Status bytes 2 M
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8.6.1.3

8.6.1.4

8.6.1.5

8.6.2 Read Record

8.6.2.1

8.6.2.2

8.6.2.3

If a CEP card is able to process proprietary (non CEPS)
data, there will be implementation specific data
returned in the FCI that indicates to the POS or load
device that this CEPS card processes proprietary data.
The specific implementation must also be specified in
the FCI data. The tag(s) used to identify the use of
proprietary data by a specific implementation must
follow the tag assignment conventions specified in
reference 8, EMV.

A POS or load device must not send proprietary data to
a CEP card unless the FCI information from the CEP
card indicates that the device and the CEP card share a
common implementation. If a CEP card receives
proprietary datain error, the CEP card must respond
with an SW1SW2 of ‘6A80’ (Incorrect parameters in
the data field).

A CEP card must not send proprietary data to a POS or
load device unless the device has sent the card
proprietary data indicating that the device and the CEP
card share a common application or is responding to an
inquiry command. If a POS or load device receives
proprietary data in error the transaction must be
terminated.

The CEP card must support the Read Record command.
This command is used by devices to read non-secret
data that resides in record files (fixed or variable). The
form of the Read Record command to be used with the
CEP application must identify the file from which the
data is to be read using the Short File Identifier (SFI),
and must specify the precise record number to be read
without reliance upon the current record pointer.

The CEP card must not allow the Read Record to be
used against files containing secret data.

The Read Record command must be coded as shown in
Table 17. The format of the response is shown in Table
18.
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Table 17 - Read Record Command format

Field Content Length
CLA ‘00’ 1
INS ‘B2’ 1
P1 Record Number 1
P2 SFI || 100b 1
Le ‘00’ 1

Table 18 - Read Record Response Format

Name Description Length
TAG ‘70’ - data is TLV encoded 1
LENpaTa Length of data 1-2
Data Record read from file LENpaTa
SW1 sw2 Status bytes 2

8.6.24  The CEP card must support use of the Read Record
command for reading the public key certificates (PKC).
The Application Data Locator (ADL) specifiesthe
location of these records. The format of the recordsis
in Table 3 - Certificate Record with No Remainder,
Table 4- Format of Record with Both a Certificate and
a Remainder, and Table 5 - Public Key Certificate in
Two Records. The status conditions are in Table 19.
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Table 19 - Status Conditions for Read Record command

SW1i SW2 Meaning
‘64’ ‘00’ State of non-volatile memory unchanged

‘62’ ‘81’ Part of returned data may be corrupted.

‘67’ ‘00’ Wrong length (Le field not present)

‘69’ ‘81 Command incompatible with file organization
‘A ‘81 Function not supported

‘6A ‘82’ File not found

‘BA ‘83’ Record not found

8.7 Non-transaction Commands

This section describes non-1SO/IEC commands that do not relate to

a speci

fic transaction type. These commands must be supported by

al CEP cards.

8.7.1 CEP Inquiry - Slot Information

The CEP Inquiry command supports the reading of slot data.

8.7.1.1

8.7.1.2

To read the slot information for a specific currency, the
command must be coded as described in Table 20. The
format of the responseisgivenin Table 21. Status
conditions for this form of the command are given in
Table 22.

When processing a CEP Inquiry command for a specific
currency, the CEP card searches all dotsin any order to
locate the slot containing the currency specified in the
command. Datafrom the dlot isreturned in the
response. If thereisno slot in the CEP card containing
the currency, the CEP card returns only status
information indicating whether or not an empty slot is
available for assignment to the currency specified.

Note: Thisinformation may be used by aload device to
determine actions to be taken during aload or
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currency exchange transaction.

Table 20 - CEP Inquiry Command Format- Specific Currency

Field Content Length
CLA ‘90’ 1
INS ‘5C’ 1
P1P2 The arithmetic sum of ‘8000’ + Currency code (CURRC)’ 2
Le ‘00’ 1

Table 21 - Format of Slot Information

Field Content Length

Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.

CURRcep Currency 3
BALcep Balance 4
BALmaxcep Maximum balance 4
CALPHAcep Alphabetic currency code 3
PDATA Proprietary implementation data var

Table 22 - Status Conditions for CEP Inquiry- Specific Currency

SW1i SW2 Meaning
‘94’ ‘09’ Currency not found; slot available
‘94’ ‘0A Currency not found; no slot available

8.7.1.3  Table 23 describes how the CEP Inquiry command
must be coded for obtaining slot information when the
currency is not known.

7 For example, if the currency is ‘0840’, the value of P1P2 would be ‘8000’ plus ‘0840’ or ‘8840'.
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8.7.1.4

8.7.1.5

8.7.1.6

8.7.1.7

8.7.1.8

8.7.1.9

The status conditions for this form of the command are
in Table 24. The format of the information retrieved
fromasdlotisgivenin Table 21.

To see theinformation from all dots, adevice issuesthe
command first with P2= ‘00", then repeats the
command with P2= ‘01’ until the CEP card returns
status ‘6A83’. At this point, the CEP card has returned
the information from all slots.

If P2 =007, the CEP card returns the slot information
from the “first slot”. The meaning of “first slot” is up

to the CEP card- it need not be the first physical slot nor
have any particular sequence in the CEP card.

The CEP card must reject the command if P2 = ‘01’ and
the command was not preceded by another CEP Inquiry
command coded according to Table 23. The SW1SW2
for this condition is ‘9580’.

When P2 =‘01’, the CEP card must return information
from a slot different from any slot returned by a
previous command. That is, when the device issues a
command with P2 = ‘00’ followed by a succession of
commands with P2 =‘01’, the CEP card must return
information from each slot exactly once until all slot
information has been returned. After the last slot
information has been returned, the CEP card must
respond to the next command with only status
information ‘6A83'.

The slots may be returned by the CEP card in any order.

If any command not conforming to Table 23 is

received, the command sequence is broken and must be
restarted. That is, the next command coded according
to Table 23 must have P2 =*'00’, and the “first slot”

data will be returned in the response. The SW1SW?2 for
this condition is ‘9580'.
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Table 23 - CEP Inquiry Command Format —Any Currency

Field Content Length
CLA ‘90’ 1
INS ‘5C 1
P1 ‘10’ 1
P2 ‘00" First slot 1

‘01’ Next slot
Le ‘00’ 1

Table 24 - Status Conditions for CEP Inquiry - Any Currency or Transaction Log

SW1i SW2 Meaning
‘A ‘83’ Slot not found or all data returned
95’ ‘80’ Command out of sequence

8.7.2 CEP Inquiry - Reference Currency

In the case of aload for anew currency in a CEP card, the load
device may wish to display some guidance to the cardholder asto
the maximum amount that the card issuer will permit to be loaded.
Thisis optional on the part of the load device, but might reduce the
probability of rejection of the load transaction by the card issuer.

To alow the load device to calcul ate an approximate maximum

balance for the new currency, the card issuer may insert into the

CEP card the currency code of a “reference currency” and the
maximum balance, expressed in terms of the reference currency,
allowed for loading a new currency. The load device may retrieve
the reference currency information using the variation of the CEP
Inquiry command described in this section. If the reference
currency is recognized by the load device, it converts the reference
currency value into the load currency using conversion rates
provided by the load acquirer, and display the result to the
cardholder as an approximate maximum load amount.
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The intent for the displayed amount is for guidance only. It does
not represent the precise amount that the card issuer will permit to
be loaded, and the load device should not limit the cardholder to
the displayed amount.

The choice of the reference currency is at the discretion of the card
issuer, but acommon currency should be selected to maximize the
likelihood that load devices worldwide will recognize it.

The use of thisfeature is optional on the part of both the load
acquirer and the card issuer.

The format of the CEP Inquiry command to retrieve the reference
currency information is given in Table 25.

Table 25 - CEP Inquiry Command to Retrieve Reference Currency

Field Content Length
CLA ‘90’ 1
INS ‘5C 1
P1 1 1
P2 ‘00’ 1
Le ‘00’ 1

The data in the response when the CEP card supports a reference
currency must be coded as described in Table 26. Up to three

reference currencies and their maximum balance may be returned,

If no reference currency is supported, the SW1SW?2 in the response
must be ‘9401’. If no reference currency is supported, proprietary
data (PDATA) must not be included in the response.
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Table 26 - Reference Currency Information
Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
REFCURRcep Currency code of the first reference currency 3
REFBALmMaxcep Approximate maximum balance permitted for a new currency, 4
expressed in terms of the first reference currency
REFCURRcep Currency code of the second reference currency (optional) 3
REFBALmMaxcep Approximate maximum balance permitted for a new currency, 4
expressed in terms of the second reference currency (must be
present if the second reference currency is present)
REFCURRcep Currency code of the third reference currency (optional) 3
REFBALmMaxcep Approximate maximum balance permitted for a new currency, 4
expressed in terms of the third reference currency (must be present
if the third reference currency is present)
PDATA Proprietary implementation data var

Status conditions for arejected CEP Inquiry for the reference

currency are given in Table 27.

Table 27 - Status Conditions for CEP Inquiry for a Reference Currency

SW1

SW2 Meaning

‘94’

‘01’ Reference Currency not supported

8.7.3 CEP Inquiry - Transaction Logs

The CEP Inquiry command can be used to review the contents of
the CEP card transaction logs. Different dataislogged for
different transaction types. The status conditions for all variants of
the command are listed in Table 24 - Satus Conditions for CEP
Inquiry. The CEP card may return more datathan islisted in Table
29, Table 31, or Table 33. The device should ignore this additional

data.
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If anon CEP application shares a transaction log with a CEP
application, then some of the fields in the response to these
commands may be zeros for entries created by the non CEP
application.

8.7.3.1  Thesetting of P2 for al variants of the command must
be as described below:

* To seetheinformation from all transactions, a
device issues the command first with P2=‘00’, then
repeats the command with P2= ‘01’ until the CEP
card returns status ‘6A83’. At this point, the CEP
card has returned the information from all
transactions.

* The CEP card must reject the command if P2 = ‘01’
and the command was not preceded by another CEP
Inquiry command for the same transaction type.
SW1SW2 must be set to ‘9580’ if this occurs.

8.7.3.2 To read transaction information for a Load transaction,
the CEP Inquiry command is coded as shown in Table
28. The format of the information retrieved for a Load
transaction is given in Table 29. The data returned in
the response to this command may include unload
transactions.

Table 28 - CEP Inquiry Command Format — Load Transaction

Field Content Length
CLA ‘90’ 1
INS ‘5C’ 1
P1 ‘01 1
P2 ‘00’ - Most recent transaction 1

‘01’ - Preceding transaction
Le ‘00’ 1
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Table 29 - Format of Log Information for Load Transactions

Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
Tlcep Transaction type 1
DTHRLpa Transaction date and time 5
CURRcep Currency 3
IDLacq Acquirer ID 4
IDLpa Load device identifier 6
Mipa Transaction amount 4
NTcep Transaction number 2
BALcep Balance of the slot after completion 4
BALmMaxcep Maximum balance of slot after transaction 4
CCrrx Completion code of the transaction 2
PDATA Proprietary implementation data var

8.7.3.3  Toread transaction information for a currency exchange
transaction, the CEP Inquiry command is coded as
shown in Table 30. The format of the information
retrieved for a currency exchange transaction isgivenin
Table 31.

Table 30 - CEP Inquiry command format — Currency Exchange Transaction

Field Content Length
CLA ‘90’ 1
INS ‘5C’ 1
P1 ‘04’ 1
P2 ‘00’ - Most recent transaction 1

‘01’ - Preceding transaction
Le ‘00’ 1
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Table 31 - Format of Currency Exchange Transaction Log Information

Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
Tlcep Transaction type 1
DTHRLpa Transaction date and time 5
CURRsouRrce Currency 3
IDLacq Acquirer ID 4
IDLpa Load device identifier 6
Mipa Transaction amount (in source currency) 4
CURRTARGET Target currency 3
NTcep Transaction number 2
BALTARGET,0LD Target slot balance before transaction 4
BALsourcenew | Source slot balance after transaction 4
BALtarcernew | Balance of the target slot after completion 4
BALmaxrtarcer | Maximum balance of slot after transaction 4
CCrrx Completion code of the transaction 2
PDATA Proprietary implementation data var

8.7.3.4  Toread transaction information for a purchase or cancel
last purchase transaction, the CEP Inquiry command is
coded as shown in Table 32. The format of the
information retrieved for a purchase or a cancel last

purchase transaction is given in Table 33.
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Table 32 - CEP Inquiry Command Format — Purchase or Cancel Last Purchase
Transaction

Field Content Length
CLA ‘90’ 1
INS ‘5C’ 1
P1 ‘02’ - Purchase and Cancel last Purchase 1
P2 ‘00’ - Last transaction 1

‘01’ - Preceding transaction
Le ‘00’ 1

Table 33 - Format of Log Information for a Purchase or a Cancel Last Purchase
Transaction

Field Content Length
Lcers The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
Tlcep Transaction type 1
DTHRppa Transaction date and time 5
CURRppa Currency 3
AMcep Authentication method - zero for Cancel Last Purchase 1
NTcep Transaction number 2
RIDpsam RID used by the PSAM creator 5
IDpsamcrEATOR Identifier of the PSAM creator 4
IDpsam Identifier of the PSAM 4
IDaco Acquirer ID 4
NTpsam Transaction number from PSAM 4
MTOTcep Transaction amount - equal to Mppa for cancel last purchase and 4
single step purchases
Mppa Amount of the last step 4
BALcep Balance of the slot after completion 4
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CCcep Completion code 2
LOCppa The location of the POS device - may be zero 6
CNTRYppa Country of the POS device 2
DOMppa Domain of the POS device 1
PDATA Proprietary implementation data var

8.7.4 Implementation Specific Inquiries

8.74.1  Specific implementations may add variants of the CEP
Inquiry command by using settings of P1 with values of
‘2X.

8.7.5 Get Previous Signature

8.7.5.1 The Get Previous Signature command must be coded
according to Table 34. The response to a successful
Get Previous Signature is the same as the response to
the original transaction (s@@ble 55 - Debit for
Purchase and Subsequent Debit Response Format,
Table 86 - Credit for Load Response Format andTable
97 - Currency Exchange Response Format). If the
command is unsuccessful, only SW1 SW2 is returned.
The status conditions are listed in Table 35.

8.7.5.2 The Get Previous Signature command must only be
used to retrieve previously created signatures. It must
not be used to generate new signatures.
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Table 34 - Coding of Get Previous Signhature
Field Content Length
CLA ‘90’ 1
INS ‘BA’ 1
P1 ‘00’ 1
P2 ‘01’ - Purchase transaction 1
‘02’ - Load or Currency Exchange transaction
Lc Length of command data 1
Lcers The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
NTcep Transaction number of the desired MAC 2
PDATA Proprietary implementation data var
Le ‘00’ 1
Table 35 - Status Conditions for Get Previous Signature
Swi1 SW2 Condition
‘94’ ‘04’ Value out of range (signature not available)
‘94’ ‘07’ P2 conflicts with type of transaction
8.75.3  The CEP card must support the Get Previous Signature
command for at least the last purchase, load or currency
exchange transaction.
8.7.5.4  If P2 conflicts with the type of transaction
corresponding to NTcep, the CEP card must reject the
command with SW1 SW2 = *9407’.
8.7.5.5 If the value of NT in the command is not equal to a
transaction with a signature available, the CEP card
must not return any signature and must set SW1 SW2 =
‘9404,
8.7.5.6 The CEP card must not return a signature for a purchase

transaction that completed with an error, or a command
that did not complete (that is, the balance of the slot
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8.7.5.7

8.7.5.8

8.7.5.9

8.7.5.10

8.7.5.11

was not altered). In this case, the appropriate value for
SW1 SW2 is ‘9404’.

Once a signature is made available for the Get Previous
Signature command, it must remain available at least
until the operational phase of the next transaction has
begun, that is, the signature must be available until the
next Credit for Load, Currency Exchange, Debit for
Purchase, or Credit for Cancellation command has been
received. If the signature is no longer available, the
appropriate value for SW1 SW2 is ‘9404'.

If the value of NT in the command represents a load
transaction in which Ram was included in the Credit

for Load command, P1 was set to ‘01’, P2 was set to
‘00’ and the command did not complete successfully (a
successful completion will result in an SW1SW2 of
‘9000’ with the first byte of Cérx b8 = 1) the CEP

card must return boths@&nd Rep.

If the value of NT in the command represents a load
transaction that did not complete successfully, no
signature(s) would have been generated and none will
be returned in the response. In this case, the appropriate
value for SW1 SW2 is ‘9404'.

If the value of NT in the command represents a
currency exchange transaction, the CEP card must not
return any signature other thag S

If the value of NT in the command represents a
currency exchange transaction where no signature was
generated, none will be returned in the response. In this
case, the appropriate value for SW1 SW2 is ‘9404’.
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9. POS Device Characteristics

9.1 Overview of a POS Device

Figure 6 illustrates the functional components of a CEP POS
device.

Figure 6 - The POS Device

POS Device Functional Components Scheme
Operating
Data
Chip
Card Reader
Transaction
Datastore
Display
(Optional )
POS Power Suppl
Terminal PRY
Application
User
Interface Key Pad
Collection
Interface
Receipt Printer
Optional
©p ) PSAM

POS devices may operate in both attended and unattended
environments. In an attended environment, a third party, for
example, aclerk at a cash register in astore, enters data for the
CEP transaction. In an unattended environment, for example, a
vending machine, or a home computer, the CEP transaction is
automated for the cardholder.

The POS device has a collection interface to the merchant acquirer
using agreed upon message formats and communications protocols.
The minimum data transmitted is included in these specifications.
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9.2 Requirements

9.2.1 Scheme Specific Data

9211

9.21.2

9.2.1.3

POS devices that follow these specifications are able to
support the acceptance, by the merchant, of cards from
multiple CEP schemes. However, business

rel ationshi ps between the merchant, the merchant
acquirer, and the particular scheme provider determine
whether a particular POS device accepts a scheme’s
CEP cards.

Each POS device must maintain a list of the AIDs that
it supports.

A POS device that supports multiple AIDs must have

the ability to select an application by comparing the set
of AIDs supported in the device, and the set of AIDs
present on the CEP card. In some cases interaction with
the cardholder may be required in making the final
decision on which application to select. The process of
application selection must follow reference 8, EMV.

The POS device must contain CEPS operating data
necessary for each scheme accepted at the device. The
CEPS operating data for a scheme is showiraibhe 36

- CEPS Operating Data for a Scheme.

9.2.2 Compliance with Standards

9.221

The POS device must comply with the requirements
stated in these specifications. Additionally, the terminal
standards in reference 8, EMV and any country or local
governing standards must be complied with. If a
country or local standard is more stringent than, or
conflicts with, requirements in these specifications, then
the country or local standard overrides any of these
requirements. Additional standards include:

» Electromagnetic standards.
» Country-specific electrical and modem standards.

* Procedures for cardholder interface screens, buttons,
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9.2.3 Card Acceptance

9231

9.2.4 Card Reader

9241

9242

9.24.3

9244

9245

and keyboards.

Device hardware and software must be capabl e of
interacting with the CEP applications described in this
document.

The POS device must have an integrated circuit card
(ICC) reader that is compatible with reference 8, EMV
Part 1. The card reader must support both T=1 and T=0
protocols. When T=1 is used, the NAD address sent to
the CEP card must be set to zero.

The ICC reader must let cardholdersretrieve their cards
either manually or automatically at the completion or
termination of a purchase or a cancel last purchase
transaction.

In environments where the card is accessible to the
consumer during a transaction, the POS device must be
capable of determining that a card has been removed
before the completion of the transaction and terminate
processing if this occurs.

The POS device may secure the CEP card in the reader
to reduce the likelihood of the card being accidentally
removed or moved around during the transaction.

The POS device should endeavor to maximize the data
transmission rate between it and the CEP card to the
highest value mutually supported. The processto
determine this rate must follow the process described in
reference 8, EMV.

9.2.5 Display and Cardholder Interface Design

9251

9252

A POS device may support language selection. If it
supports language selection, the processing described in
reference 8, EMV must be followed.

The following information should be provided to the
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9.253

cardholder:

* Visua or audible status confirmation of the
transaction, for example, completed or canceled.

»  Exception messages.

If the application profile (APcep - obtained when the
application is selected) allows a spontaneous display,
the following information should be provided to the
cardholder automatically:

e CEP dot balance before the transaction.

e CEP dot balance after the transaction.

If the application profile (APcep) does not allow a
spontaneous display, the above information should be
provided to the cardholder upon request.

Other dlot data may be provided to the cardholder, but
thisis not required. The POS device should also
display the currency being used in the transaction. This
display does not need to be an electronic display. If a
POS device supports multiple currencies, the currency
being used for the transaction must be displayed. If a
currency identifier is displayed, how that currency is
displayed is at the discretion of the merchant acquirer.
Use of the alphabetic currency code (CALPHACgp) in
the dot of the CEP card is not required.

The POS device must permit termination of the current
transaction, alowing removal of the card, up until the
time the cardholder accepts the transaction amount.

9.2.6 Split Transaction Processing

9.26.1

A POS device may permit the cardholder to complete a
CEP purchase transaction with a combination of two or
more CEP cards, or a CEP card and an additional form
of payment such as cash or atraditional bank card (i.e. a
debit or credit card). The implementation of this
featureis at the discretion of the merchant.
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9.2.7 Power Failure

9.2.7.1 If the CEP card isfully contained within the POS
device, the device must gject the card in case of a power

failure.

9.2.8 Data Store Requirements

9.28.1  Each POS device must maintain a data store for
uncollected transactions. The timing of the deletion of
acollected batch is outside of the scope of this

document.

9.28.2  The POS device must log transactions regardless of
completion status. The minimum data elements to be
logged are described in section 10.1.7 and 10.2.2.

9.28.3  Each POS device must maintain a data store containing,
at aminimum, the scheme operating datalisted in Table
36. Unless specificaly listed as being stored in the
PSAM, thelocation of thisdatais at the discretion of

the POS device designer.

Table 36 - CEPS Operating Data for a Scheme

Field Contents Length
RIDcep or The identifier of the scheme owning the CEP card performing a 5-16
AlDcep transaction - If this field is the RID of the scheme, a list of valid AIDs

must be included - the RID must be in the PSAM
IDacq Acquirer ID 4

Data for each currency supported by the POS device. see Table 37

var

Public key data for CEP card authentication - see Table 38

var

Public key data for PSAM authentication - see Table 39

var

Optional Blocking List Entries - see Table 40

var

Issuer Certificate Revocation List Entries - see Table 41

var

Optional Aggregation Parameters -see Table 42

var
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Table 37 - Data For Each Currency Supported by the POS Device

Field Contents Length
CURR A currency supported by the POS device 3
MTOTmaxcurr | For each currency supported by the POS device, the maximum value 4

of a purchase transaction (the total of all increments).

Table 38 - Data For Each Public Key that the Scheme Supports for CEP Card

Authentication

Field Contents Length
VKPca,ss The version number of the CA public key for CEP card authentication 1
LPKMca,iss Length of the CA public key modulus for CEP card authentication 1
PKMca,iss The CA public key modulus for CEP card authentication - must be in LPKMca,iss

the PSAM
ALGPca,ss Algorithm to be used with this key 1

Table 39 - Data For Each Public Key that the Scheme Supports for PSAM

Authentication

Field Contents Length
VKPcaaco The version number of the CA public key for PSAM authentication 1
PKCrec,acq A certificate created using the scheme private key identified by LPKMca,aco
or VKPcaacg. This may be a regional certificate or an acquirer
PKCaco certificate
PKRgec,aco If required, the public key remainder, which is the portion of the var
or regional or acquirer public key that is not contained in the public key
PKRaco certificate
CSNRgeg,aco Regional or acquirer certificate serial number 3
or

CSNACQ
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Table 40 - Data For Each Entry in the Blocking List for the Scheme - Optional

Field Contents Length
IDiss,cep Issuer Identification on the CEP card range to be blocked 4
IDcep Identifier of the first card of the range to be blocked 6
IDcep Identifier of the last card of the range to be blocked 6

Table 41 - Data For Each Entry in the Certificate Revocation List

Field Contents Length

IDiss Issuer identification - zeros if the certificate revoked is a regional 4
certificate

IDRrec,isS Identifier of the region - zeros if regional certificate is not used 4

CSNRgeg,iss OF Regional or Issuer Certificate Serial Number 3

CSNiss

VKPca,ss CA Public Key version number 1

VKPRrec,iss Regional public key version number - only required if both the 1
identifier of the region and the id of the issuer are present

Table 42 - Data For Each Scheme that Allows Aggregation at the POS Device

Field

Contents Length

NTpct

Detail Transaction Percentage. The percentage of detail transaction 1

that a scheme requires from a POS device certified to perform
aggregation. For example, if this parameter is set to 10, 90% of
transactions may be aggregated.

9284

In addition to scheme data and logged transactions, each
POS device must also contain the data elements listed

in Table 44 and Table 45. If the merchant acquirer isin
aregion that requires aregional certificate, the datain
Table 43 must also be in the POS device.
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Table 43- Optional Data to Support Acquirer Regional Certificates

Field Contents Length
IDRreG,ACQ The identifier of the region, if there is a regional certificate. Must 4
match the region identifier in the regional certificate
PKCaco An optional acquirer certificate for the PSAM created using the LPKMgeG,Aco
regional private key, (this field only exists if there is a PKCreg,aco),
otherwise the PKCacq is in the scheme specific data (see Table 39)
PKRaco If required, the public key remainder, which is the portion of the var
acquirer public key that is not contained in the public key certificate,
(this field only exists if there is a PKCrec,acq), Otherwise the PKRaco
is in the scheme specific data (see Table 39)
CSNaco An optional acquirer certificate serial number, (this field only exists if 3
there is a PKCgreg,acg), otherwise the CSNacq is in the scheme
specific data (see Table 39)
Table 44 - Data in the POS Device that may be unsecured
Field Contents Length
LOCppa Location description 6
PKCpsam The PSAM certificate signed by the private key of the merchant LPKMaco
acquirer key pair associated with the public key in the acquirer
certificates
PKRpsam The rightmost bytes of the PSAM public key modulus. Only required var
if the entire PSAM public key modulus will not fit in the PSAM
certificate
DTHRppA Date and time transaction is initiated. If the POS device does not 5
have a clock, the portions of this field which cannot be stated
definitively should be set to zeros
CNTRYppa The country of the POS device 2
DOMppa The domain of the POS device — if not applicable, must be set to ‘00’ 1

9.285

Some of the scheme datalisted in Table 36 must be

stored in the PSAM. This data and any other data that
Is stored in the PSAM must be protected by aMAC
when being updated. Some data elements that must be
in the PSAM must not be updated after the PSAM is
personalized. These data elements arelisted in Table

45.
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Table 45 - Data in the PSAM that must not be externally updated

Field Contents Length
RIDpsam The RID used by the creator of the PSAM 5
IDpsAMCREATOR The ID assigned by the owner of the RIDpsam to the creator of the 4

PSAM
IDpsam PSAM identifier 4
NTpsam PSAM transaction number 4
SKpsam PSAM private key var

90.2.8.6

9.2.8.7

The NTpsam must start at one and must not roll-over.
The NTpsam iSincremented by the PSAM by one for
each transaction the PSAM processes. Once the
NTpsam has reached its maximum value, the PSAM
must become inoperable.

The SKpsanm 1S secret data and must not be readable
except by the PSAM.

9.2.9 Batch Management

9291

9.29.2

The POS device must maintain POS transactions within
collection batches. A collection batch is a set of POS
transactions, and their associated batch summary totals,
that have been secured by a single PSAM and represent
arange of PSAM transaction numbers (NTpsam). A
single physical PSAM may be treated by the POS
device as one or more logical PSAMs. Thiswill alow
multiple active batches (for example, with different
currencies) to be in the POS device at one time.

A PSAM may process multiple transactions at one time.
However, each transaction processed by a PSAM must
have a unique combination of RIDpsam, | DpsamcreATOR:
IDpsam @nd NTpsam. The PSAM can request that a
batch of transactions be closed at any time. When the
batch is closed, it can include or exclude any
transactions in progress. However, if atransactionin
progress is a cancel last purchase, it must be in the same
batch as the purchase transaction. If the transactionsin
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9.293

9.294

9.295

9.2.9.6

9.29.7

9.2938

progress are not added to the current batch, the PSAM
will add them to the next batch. The POS device must
not allow collection of abatch until the PSAM has
closed it.

A logica PSAM may contain both an active batch and
closed batches. A closed batch is a batch that
transactions are no longer being added to.

A logical PSAM must maintain no more than one active
batch at atime. New transactions must not be added to
aclosed batch. When atransaction is added to the
active batch, the associated batch summary totals must
also be updated.

The active batch must be closed by the POS device
before the batch is collected for transmission to the
merchant acquirer. The POS device may also close the
active batch based on external events such as operator
request or time of day.

A closed batch must not be re-opened, and new
transactions must not be added to a closed batch.

The POS device should not delete closed batches until
an acknowledgment has been received from the
collecting device or merchant acquirer.

A batch may contain detail transaction records. It must
contain a batch summary and, if the POS device has
been certified to perform aggregation, the batch may
also contain aggregation records.

9.2.10 PSAM Hardware and Software Requirements

The PSAM must be a security module as defined below. In
addition, the PSAM must perform the cryptographic processing
and transaction control as specified in this document. A software
evaluation must be performed to guarantee the PSAM functions as
described in this document.

Because of the variety of possible POS environments and devices,
the requirements do not specify where the PSAM must reside.
Also, while a PSAM may be an ICC, the requirements allow for
other implementations.
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9.210.1

9.2.10.2

9.2.10.3

9.2.104

9.2.10.5

9.2.10.6

9.2.10.7

9.2.10.8

A PSAM must be aphysically and logically protected
hardware device that provides a secure set of
cryptographic services.

All cryptographic functions for POS transaction
processing must be performed in a PSAM.

All clear text keys must be physically protected against
disclosure and unauthorized modification within a
PSAM.

A PSAM must be tamper resistant. Theintent of the
tamper resistance isto protect designated information
from unauthorized disclosure, use or modification by
employing passive barriers. The PSAM must have a
negligible probability of being successfully penetrated
in such away asto disclose al or part of any
cryptographic material, keys, or other data. It must be
protected by being tamper resistant to such a degree that
its passive resistance is sufficient to make penetration
infeasible both in itsintended environment and when
taken to a specialized facility with specialized
equipment.

Controls must be in place to ensure that equipment is
not re-installed after a suspicious ateration of akey ina
PSAM has been detected until the PSAM has been
Inspected and a reasonabl e degree of assurance has been
reached that the PSAM has not been subject to
unauthorized physical or functional modification.

PSAMs must be designed in such away to prevent state
of the art monitoring attacks, such as radiation tapping,
covered channel analysis, etc. known at the time of
certification.

Each PSAM must have a unique internal identifier
composed of the combination of RIDpsawm,
IDpsamMCREATOR and IDpsam. Thisinternal identifier must
not be changed after personalization.

Based on a combination of adequate control procedures
during the production process and special features
available through design, it must be ensured at initial
key loading that a PSAM is authentic, correspondsto a
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9.2.10.9

certified construction and is loaded with a certified
program.

After aPSAM is created, subsequent down-loading of
program updates must only take place after origin
authentication.
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10. POS Device Transaction
Processing

10.1 Purchase Transaction

Purchase is an off-line transaction initiated by a POS device. The
amount debited may be verified by the cardholder using a
monitoring device or a POS or load device.

The POS device determines the currency to be used prior to the
start of the transaction. Thisinformation is passed to the CEP card
to allow the CEP card to select the slot to be used. If thereisno
dot in the CEP card for the specified currency, the transaction
cannot be made and the CEP card must reject the command.

Purchase transactions require at least two commands: Initialize for
Purchase and Debit for Purchase. The CEP card must reject any
Debit for Purchase command that is not preceded by a successful
Initialize for Purchase command.

In the case of an incremental purchase, a purchase transaction may
have one or more Subsequent Debit commands. A purchase
transaction may also have one Purchase Reversal command. The
CEP card must reject any Subsequent Debit or Purchase Reversal
command that is not preceded by a successful Debit for Purchase
command or a successful Subsequent Debit command.

Both symmetric and asymmetric cryptography isused in
performing a purchase transaction.

* ThePSAM initialy authenticates itself to the CEP card using
the RSA asymmetric algorithm and certificate versions
specified by the CEP card.

* The CEP card authenticates itself to the PSAM using aDES
key provided by the PSAM. This DESkey is sent to the CEP
card signed by the private key of the PSAM and encrypted by
the public key of the CEP card.

»  For subsequent steps of the purchase, the PSAM uses the DES
key that it sent to the CEP card to authenticate itself to the CEP
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card.

* The CEP card also signs the transaction using a MAC based on
akey provided by the card issuer. This MAC alows the card
issuer to validate the data and CEP card used in the transaction.
The contents of this symmetric MAC are determined by the
card issuer. Its purposeisto validate all information seen by
the CEP card and forwarded to the card issuer.

* ThePSAM aso signs the transaction using a symmetric key to
allow the merchant acquirer to validate the data and the PSAM.

» Additional MACs may be created by the CEP depending on the
options selected by the card issuer and the merchant acquirer.

At the completion of each successful Debit for Purchase,
Subsequent Debit and Purchase Reversal command, the CEP card
must update its internal transaction log. A single entry in the log
should be made for each value of NTcgp.

The flow in Figure 7 shows an interaction between the POS device
and the CEP card for purchase processing. Other flows are
possible as long as they meet the requirements in these
specifications.
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Figure 7 - Purchase Processing
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10.1.1 Initiate Transaction

The initiate transaction process consists of:

» Application selection.

» Determination of the currency of the transaction.

* Thelnitialize for Purchase command.

» Checking the expiration date and, optionally, the card blocking

list.

10111

10.1.1.2

10.1.1.3

If the CEP card has not been reset after being inserted in
the POS device or if the CEP application has not been
selected, the processing described in section 8.5 must
occur. The RID inthe AIDcgp of the selected
application identifies the scheme provider for this
transaction.

The POS device must contain the data elementsin
Table 36 - CEPS Operating Data for a Scheme, Table
44 - Data in the POS Device and Table 45 - Data in the
PSAM to support the purchase transaction.
Additionally, the datain Table 16 - Response to Select
Command is obtained during application selection.

The POS device must begin the purchase transaction
with an Initialize for Purchase command. The format of
thiscommand isin Table 46. The format of the
responseisin Table 47. The status conditions arein
Table 48.

The POS device must not send any proprietary datato
the CEP card unlessit has been determined that the
CEP card and the POS device support the same
proprietary implementation (see section 8.6.1).
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Table 46- Initialize for Purchase Command Format
Field Content Length
CLA ‘90’ 1
INS ‘50’ 1
P1 ‘01 1
P2 ‘00’ 1
Lc Command data length 1
Lcers The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
DTHRppa Transaction date and time - if the POS device does not have a clock, 5
any portion of this field which is not definitively known should be
zeros
CURRppA Currency 3
LOCppa The location of the POS device 6
CNTRYppa The country of the POS device 2
DOMppa The domain of the POS device 1
PDATA Proprietary implementation data var
Le ‘00’ 1
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Table 47 - Initialize for Purchase Command Response

Field Content Length

Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, Lop.

IDiss cep Issuer identifier 4

IDcep Card identifier 6

DEXPcep Expiration date for transaction 3

VKPca ss.cep Version of the CA Public Key the PSAM must use for card 1
authentication

IDRrec,isS Identifier of the issuer region - zeros if no region 4

VKPreg,iss Version number of the region public key used to create the issuer 1
certificate - zero if no regional certificate

CSNiss,cep Identifier of the Issuer’s certificate contained in the card 3

VKPcaacq,.cep Version of the CA Public Key the card must use for PSAM 1
authentication

IDRreG.ACQ Identifier of the acquirer region - zeros if no region 4

CSNaco,cep Identifier of the Acquirer’s certificate contained in the card (zero’s if 3
not present)

AMcep Authentication method of the card 1

NTcep Transaction Number of the card 2

BALcep Balance before purchase 4

Lob Length of discretionary data 1

DDcep Discretionary data. The contents of this field are established by the 0-16
card issuer. It is recommended that DDcgp for purchase transactions
includes NTiastLoap and NTiastcanceL

PDATA Proprietary implementation data var

SW1 Sw2 Status bytes 2
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Table 48 - Status Conditions for Initialize for Purchase Command

SW1

SwW2

Condition

‘91’

‘02’ CEP Transaction Number has reached its limit

‘91’

‘10’ CEP application has been locked

‘94’

‘or Currency error

‘95’

‘08’ Invalid balance (Balance greater than Max Balance)

10.1.1.4

10.1.1.5

10.1.1.6

10.1.1.7

If the response from the CEP card does not indicate a
successful completion of the command, normal
processing of the transaction must be stopped and
exception processing followed.

The POS device should be able to provide the
cardholder with the balance in the response from the
CEP card. If the application profile (APcep) indicates
that no spontaneous display is permitted, the POS
device must suppress providing the balance unless a
balance is requested by the cardholder.

If the DEXPcep indicates that the CEP application is no
longer valid for purchase transactions, normal
processing is stopped and exception processing is
performed.

The POS device may verify that the card number
(IDyss.cep and IDcep) is not in the blocking list for the
scheme. If the card number has been blocked, normal
processing of the transaction must be stopped and
exception processing followed. The blocking list is
described in Table 40 - Data For Each Entry in the
Blocking List for the Scheme.

10.1.2 Recovery of the CEP Card Public Key

The recovery of the CEP card public key process consists of:

» Determination that the public key hierarchy in the CEP card
can be processed by the PSAM.

* Useof the Read Record command to retrieve certificates from
the CEP card.
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» Verification of the certificates, including checking the
certificate revocation list.

10.1.2.1

10.1.2.2

After receiving and validating the response to the
Initialize for Purchase command, the POS device must
verify that the version of the CA public key used to
create the issuer or regional certificate (VKPca,ss) in
the response to the Initialize for Purchase command
matches a version number of a PKca 1ss in the PSAM
for the scheme. If thereis no match, the transaction is
terminated.

If the data returned by the CEP card identifies an issuer
public key for the scheme that is stored in the PSAM, it
IS not necessary to read the issuer certificate from the
CEP card.

If the required issuer public key is not available?, a Read
Record command is issued to read the certificate
record(s). The POS device must use the Application
Data Locator (ADL) to find the SFI of the files on the
CEP card containing the certificates to determine the
number of certificates records to read. The format of
the ADL isin the Data Dictionary, section 17. The
format of the Read Record command and the response
to the command arein section 8.6.2. The first
certificate on a card may be an issuer certificate or a
regional certificate may precede the issuer certificate.
The format of the certificate records are described in
section 6.

The PSAM must use theALGPCAJsg and the PKMCAJSS
specified by the VKPca ss to verify the retrieved

certificate and recover the highest level public key. If

the format code of the recovered certificate is ‘02’ the
issuer public key has been recovered. If the format
code of the recovered certificate is not ‘02’, the POS
device must use the Read Record command to read the
next certificate record. If all records have been read and
no certificate with a format code of ‘02’ is recovered,
normal processing of the transaction must be stopped

8 The issuer public key may be stored in the PSAM, or the issuer certificate may be stored in the POS
device and the issuer public key recovered from the issuer certificate using a key stored in the PSAM.
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10.1.2.3

10.1.2.4

and exception processing followed.

After the issuer certificate has been recovered, the next
certificate record, the card certificate record, must be
obtained using the Read Record command. The format
of the card certificate record is described in section 6.
The PSAM uses the issuer public key (PK ss), and its
algorithm code (ALGP;ss) to verify the card certificate
and recover the card public key.

The verification that is done to the certificatesis
described in section 6. If any certificate failsthis
verification, normal processing of the transaction must
be stopped and exception processing followed.

10.1.3 Recovery of the PSAM Public Key

The recovery of the PSAM public key process consists of:

* Determination that a public key hierarchy in the PSAM can be
processed by the CEP card.

» The Verify Certificate command for each certificate in the
PSAM certificate hierarchy.

10131

The following steps must be performed to allow the
CEP card to recover the PSAM public key.

1. If thedatain the response to the Initialize for
Purchase command identifies an acquirer certificate
for the scheme that is stored in the POS device or
PSAM, the P2 value in the Verify Certificate
command must be set to ‘02’ (verify using the
cached public key) and processing must continue
with step 4.

2. The highest level regional or acquirer certificate in
the certificate hierarchy identified by the AJp
and the VKR acq received in the response to the
Initialize for Purchase command must be selected.

3. The P2 value in the Verify Certificate command
must be set to ‘01’ (verify using the CA public key).
The IDrec Must be set for regional certificatasthe



May 2000
CEPS Technica Specification version 2.2

97

IDpsamcreaTor Must be set for acquirer certificates.

A Verify Certificate command with the certificate
selected in step 2 must be sent to the CEP card. The
format of the Verify Certificate command isin

Table 49. The response to the command is only

SW1 and SW2. The status conditions are in Table

50. If the Verify Certificate command is successful,
the P2 value in the Verify Certificate command

must be set to ‘03’ (verify using the key recovered
from the previous Verify Certificate command). If
there is an unverified acquirer certificate in the
hierarchy selected in step 2, send another Verify
Certificate command to the card containing the next
certificate in the hierarchy. The identifier in this
Verify command will be the IBsamcreaToR-

. Send a Verify Certificate command containing the

PSAM certificate to the CEP card. The identifier in
this Verify Certificate command will be the gRxu.

If the command is successful, the CEP card has
successfully recovered the PSAM public key. Note
that P2 for the command was set in step 1 or step 3.

10.1.3.2 The verification that is done by the CEP card to the

certificates is described in section 6. If any certificate
fails this verification, normal processing of the
transaction must be stopped and exception processing
followed.
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Table 49 - Verify Certificate Command Coding
Field Content Length
CLA ‘90’ 1
INS ‘82’ 1
P1 ‘01’ 1
P2 Indicates which public key to use to verify the certificate being sent in 1
the command
‘01’ use the public key personalized in the card (i.e., the CA public
key)
‘02’ use the cached acquirer key
‘03’ use the public key retrieved by execution of the previous Verify
Certificate command.
Lc Length 1
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
IDreg OF Identifier of the Region, PSAM creator or PSAM 4
IDpsaMCREATOR
or
IDpsam
PKC Certificate LPKM
PKR Remainder var
PDATA Proprietary implementation data var
Table 50 - Status Conditions for Verify Certificate Command
SW1 SW2 Condition
‘63’ ‘00’ Authentication failed
‘63’ ‘01 Required key not present
‘67’ ‘00’ Wrong length
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10.1.4 Debit CEP Card

The Debit CEP card process consists of:

» Determination of the amount of thefirst (or only) increment of
the transaction.

» Creation of asession key for the transaction and the PS,
signature.

* The Debit for Purchase command, including verification of the
PS, signature and creation and verification of the S; MAC.

10141

10.1.4.2

10.1.4.3

10.1.4.4

T1 must be constructed as a single step purchase.

The amount of the purchase (Mppa) must be determined
and must be confirmed by the cardholder. Inserting a
card, pushing an accept button or selecting a product are
examples of ways for the cardholder to confirm the
amount. The amount of the purchase must not exceed
the CEP card balance for the currency (BALcgp). The
total amount of the purchase field (MTOTppa) must be
set equal to zero. Mppa for theinitial increment of a
purchase may be equal to zero. Mppa must not be
greater than MTOTmaxcyurr. If the valueistoo large,
normal processing of the transaction must be stopped
and exception processing followed.

A 16 byte DES key must be created by the PSAM
(SESSKeypsam). This key must be a derived key and
the two halves of the key must not be equal. The
algorithm used to generate SESSK eypsam must be triple
DESor at least as strong as triple DES. The minimum
derivation datais NTpsam. NTpsam must be updated by
the PSAM before the session key is generated. The
SESSK eypsam must be derived from a PSAM specific

key.

If the POS device and the PSAM support intermediate
POS device validation of the CEP card, the PSAM must
generate an authentication token (AT), a 16 byte DES
key. ThefieldsLat and AT must be included in the
digital signature (DS). The PSAM must send the AT to
the POS device. The AT sent to the POS device may be
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10.1.4.5

10.1.4.6

10.1.4.7

10.1.4.8

inthe clear.

The method of generating ATs must comply with the
requirement that knowledge of any number of ATs must
not help compute any secret values stored in the PSAM.

If the POS device or the PSAM does not support
intermediate POS device vaidation of the CEP card, the
PSAM must set the Lat in the digital signature (DS) to
zero.

If the PSAM supports aggregation, the aggregated total
(MTQOTacg) for the card issuer and currency of this
transaction must be incremented by the amount of the
transaction (Mppa). The number of aggregated
transaction (NTacs) must be incremented by one. The
fields MTOTace, NTace and IDeaTcH Must be included
in the digital signature (DS).

The PSAM must create adigital signature (DS) by
signing the datain Table 52 with the PSAM private

key.

The PS; signature must be created by the PSAM by
encrypting the data elements in Table 51 with the CEP
card public key.

Table 51 - Format of the Data Recovered from the PS,

Field

Content/Source Length

Pad field

‘00’ - not verified by the CEP card

1

DS

Digital signature contained in PS; - see Table 52

LPKMpsam

Padding

Random number generated by the PSAM, not checked by the CEP

LPKMcep -
LPKMpsam-1
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Table 52 - Format of the Data Recovered from DS

Field Content/Source Length
Header ‘6A’ 1
Format code ‘89’ 1
ALGH Code for the algorithm used to produce the hash (‘01’ for SHA-1) 1
Length Length of the fields after this length field and prior to the Pad 1

Pattern
Mepa Amount to be debited 4
SESSKeypsam Session Key produced by PSAM for authentication purpose 16
Lat Length of Authentication Token (AT) - zero if no AT present 1
AT Authentication Token Oor16
LacgToT Length of data related to Aggregated Total per Issuer (AGGTOTss) 1
- zero if AGGTOT,ss not present
AGGTOTss Aggregated total for the issuer - if present, consists of: Oor8
MTOTace  Aggregated total 4 bytes
NTace Number transactions aggregated 2 bytes
IDgaTCH ID of POS batch 2 bytes
Pad Pattern Successive bytes containing ‘BB’ Length of
PKMpsam — 47 —
Lat — LageToT
Hash Result Hash of signed data, see Table 53 20
Trailer ‘BC’ 1
Table 53 - Contents of the DS Hash
Origin of data for Origin of data for
POS device CEP card
generation of DS verification of DS
Format code ‘89’ 1 known Debit for Purchase
ALGH Code for the algorithm 1 known Debit for Purchase
used to produce the hash
(‘01 for SHA-1)
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Origin of data for Origin of data for
POS device CEP card
generation of DS verification of DS
Length Length of the fields after 1 known Debit for Purchase
this length field and prior to
the Pad Pattern
Mppa Amount to be debited 4 known Debit for Purchase
SESSKeypsam | Session Key 16 known Debit for Purchase
Lat Length of Authentication 1 known Debit for Purchase
Token (AT) — zero if no AT
present
AT Authentication Token Oor16 known Debit for Purchase
LageTOT Length of data related to 1 known Debit for Purchase
Aggregated Total per
Issuer (AGGTOTss) — zero
if AGGTOT,ss not present
AGGTOTss Aggregated Total per Oor8 known Debit for Purchase
Issuer - if present, consists
of:
MTOTace  Aggregated total 4 bytes
NTace Number transactions aggregated 2 bytes
IDBATCH ID of POS batch 2 bytes
Pad Pattern Successive bytes Length of known Debit for Purchase
containing ‘BB’ PKMpsam —
47 — Lat -
LacaToT
IDiss,cep Identifies the card issuer 4 Initialize for known
Purchase response
IDcep Identifies the card 6 Initialize for known
Purchase response
T Transaction Type 1 by construction by construction
DTHRppa Transaction date and time 5 known Initialize for Purchase
CURRPpDA Currency 3 known Initialize for Purchase
AMcep Authentication method 1 Initialize for known
Purchase response
NTcep Transaction number 2 Initialize for known
Purchase response
RIDpsam RID used by the creator of 5 known recovered from the
the PSAM PSAM certificate
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Origin of data for Origin of data for
POS device CEP card
generation of DS verification of DS
IDpsAMCREATOR Identifier of the PSAM 4 known Verify Certificate
creator
IDpsam Identifier of the PSAM 4 known Verify Certificate
IDaco Acquirer ID 4 known Debit for Purchase
NTpsam Transaction number from 4 known Debit for Purchase
PSAM

10.1.49 The Debit for Purchase command is sent to the CEP
card. The format of the Debit for Purchase command is
in Table 54. Theresponseisin Table55. The status
conditionsarein Table 56. This command contains the
PS, signature.

10.1.4.10 The CEP card must use its private key to recover the
datain the PS; signature. The CEP card must then use
the PSAM public key to recover the datain the digital
signature (DS) and validate the signature. If the
validation is successful, the CEP card must debit the
dot. The CEP card must create an S; MAC by signing
the datain Table 57 with the DES key (SESSK eypsam)
recovered from the digital signature (DS). The CEP
card must also create an Ss MAC using akey
established by the card issuer for this purpose. The Sg
MAC must be encrypted (Es).

10.1.4.11 If the CEP card allows aggregation, it must set b1 of the
CPO = 1. If the PSAM indicates that it supports
MACed aggregation records (Laccror # 0), and the
CEP card set the CPO to indicate aggregation is
allowed, the CEP must create an Sg’ using a key
established by the card issuer for this purpose. FThe S
must be encrypted to creatg Bnd the k' delivered in
the response to the Debit for Purchase command.

10.1.4.12 During a transaction, the CEP card may change from
CPO b1l =1 (aggregation allowed) to CPO b1 =0
(aggregation not allowed). During a transaction, the
CEP card must not change from CPO b1 =0
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(aggregation not allowed) to CPO bl = 1 (aggregation is
allowed).
10.1.4.13 If the AMcep indicates dual authentication with an S’ is
supported and the PSAM makes use of this optian (L
# 0), then the CEP card must deliver ah S
Table 54 - Debit for Purchase Command Format
Command Content Length
data

CLA ‘90’ 1

INS ‘54’ 1

P1 ‘00’ 1

P2 ‘00’ 1

Lc Length of command data 1

Lcers The length of the CEPS data that follows. From the byte immediately 1

following this length field to, but not including, PDATA.

IDaco Acquirer id 4

NTpsam PSAM transaction number 4

PS. Encrypted digital signature of the PSAM LPKMcep

PDATA Proprietary implementation data var

Le ‘00’ 1
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Table 55 - Debit for Purchase and Subsequent Debit Response Format

Field Content Length

Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.

BALcep Updated balance 4
Ee Encrypted Issuer Sg¢ MAC 8
CPOckep Card purchase options 1
E¢’ Encrypted Issuer MAC on aggregation totals Oor8
Ss Card authentication MAC 8
S3’ MAC created using AT Oor4
PDATA Proprietary implementation data var
SW1 sSw2 Status bytes 2

Table 56 - Status Conditions for Debit for Purchase and Subsequent Debit

Command
SW1 SW2 Condition
‘67’ ‘00’ Wrong length
‘93’ ‘02’ Invalid signature
‘65’ ‘81’ Memory failure
‘94’ ‘04’ Value out of range (zero amount not allowed for subsequent debit)
‘94’ ‘03 Amount is too high for debit
95’ ‘80’ Command out of sequence

10.1.4.14 If the CEP card indicates that aggregation is allowed by
setting bl of the CPO = 1 but does not supply an Eg’,
normal processing must be stopped and exception
processing followed.

10.1.4.15 If the CEP card changes from indicating that
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aggregation is not allowed (b1 of the CPO = 0) to
indicating that aggregation is allowed (b1 of the CPO =
1), normal processing must be stopped and exception
processing followed. The PSAM must not aggregate
this transaction.

10.1.4.16 The POS device must add Mppa to MTOTppa.

10.1.4.17 The PSAM may validate the S; MAC from the CEP
card for all steps of a purchase transaction. The PSAM
must validate the S MAC from the CEP card for the
last step of a purchase transaction. The MAC is
validated using the DES key generated by the PSAM
for this transaction (SESSKeypsam). The data elements
inthe Sz arelisted in Table 57. If the S MAC s
invalid, normal processing must be stopped and
exception processing followed.

10.1.4.18 If the PSAM does not validate the S MAC from the
CEP card for a step of a purchase transaction, the POS
device should validate the S MAC from the CEP card
for that step. ThesSMAC is validated using the
authentication token (AT) received from the PSAM.
The data elements in thg &re listed in Table 58. If
the S’ is invalid, normal processing must be stopped
and exception processing followed. All steps of the
purchase transaction not validated by the PSAM must
be considered invalid not just the step with the invalid
S5
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Table 57 - Contents of S;

Origin of data for
CEP card —
generation of S3

Origin of data for
POS device —
verification of S3

TI Transaction Type 1 by construction by construction
MTOTcep Transaction amount 4 by construction by construction
including Mppa
Mppa Amount of the last step 4 Debit for Purchase known
BALcep Updated balance 4 known Debit for Purchase
response
Ee Encrypted Issuer MAC 8 by construction Debit for Purchase —
response
CPOcep Card purchase options 1 known Debit for Purchase —
response
E¢’ Encrypted MAC on Oor8 by construction Debit for Purchase -
aggregation totals response
Table 58 - Contents of Sy’
Origin of data for Origin of data for
CEP card — POS device —
generation of S 3’ verification of S 3’
T Transaction Type 1 by construction by construction
MTOTcep Transaction amount 4 by construction by construction
including Mppa
Mppa Amount of the last step 4 Debit for Purchase known
BALcep Updated balance 4 known Debit for Purchase
response
Es Encrypted Issuer MAC 8 by construction Debit for Purchase —
response
CPOckep Card purchase options 1 known Debit for Purchase —
response
Es’ Encrypted MAC on Oor8 by construction Debit for Purchase -
aggregation totals response
S3 Card authentication MAC 8 by construction Debit for Purchase -

for PSAM

response
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10.1.4.19 |If thefirst step of the purchase transaction is the only
step and the transaction is to be completed, required
processing is described in section 10.1.7.

10.1.4.20 If asubsequent debit isto be made after thisfirst step of
the purchase transaction, the Es and Eg', if there was
one, returned by the CEP card, the GBOthe
BAL cep, the MTOTepa and the amount of this step of
the purchase (M) must be retained by the POS
device. Additional required processing is described in
section 10.1.5.

10.1.4.21 If the first step of the purchase transaction is to be
reversed, required processing is described in section
10.1.6.
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10.1.5 Incremental Purchase Processing

The flow in Figure 8 shows the continuation of the interaction
between the POS device and the CEP card for incremental
purchase processing.

Figure 8 - Incremental Purchase Processing

CEP card

A

POS device

Subsequent Debit (Table 60)

Response to Subsequent Debit (Table 55)

v

The incremental purchase process consists of:

+ Determination of the amount of the next increment of the
transaction.

¢ Creation of the S, MAC.

»  The Subsequent Debit command, including verification of the
S, MAC and creation and verification of the S MAC.

10151

10.1.5.2

10.1.5.3

TI must be reconstructed to indicate an incrementa
purchase.

The amount of the next increment (Mppa) must be
determined. Mppa for a subsequent increment of a
purchase must be greater than zero. The value of Mppa
plus the current value of MTOTppa must not be greater
than MTOTmaxcurr. If the valueistoo large, normal
processing of the transaction must be stopped and
exception processing followed.

The AMcep must be examined. If the card issuer
requires mutual authentication for subsequent steps of
an incremental purchase, the S, MAC must be created
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by the PSAM by signing the data elementsin Table 59
with the PSAM generated DES key(SESSK eypsam). If
the card issuer does not require mutual authentication,
the S, MAC must not be created.

Table 59 - Contents of S, MAC for Subsequent Debit and Purchase Reversal

Origin of data for Origin of data for
POS device — CEP card —
generation of S2 verification of S2
TI Transaction Type 1 by construction by construction
MTOTppa Cumulative purchase 4 by construction by construction
amount already debited
Mppa Amount to be debited or 4 known Subsequent Debit
reversed
10.1.54 The Subsequent Debit command is sent to the CEP

card. Theformat of the commandisin Table 60. The
responseisin Table 55 - Debit for Purchase and
Subsequent Debit Response Format.
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Table 60 - Subsequent Debit Command Format

Field Content Length
CLA ‘90’ 1
INS ‘54’ 1
P1 ‘or 1
P2 ‘00’ 1
Lc Command data length 1
Lceps The length of the CEPS data that follows. From the byte immediately 1

following this length field to, but not including, PDATA.
Mppa Next Amount to be debited 4
S l\gégﬁ of the PSAM (present only if mutual authentication, AMcep = Oor8
PDATA Proprietary implementation data var
Le ‘00’ 1
10.1.5.5 The CEP must create an Ss using a key established by

10.1.5.6

10.1.5.7

10.1.5.8

the card issuer for this purpose. The Ss MAC must be
encrypted (Es).

If the CEP card allows aggregation, it must set bl of the
CPO = 1. If the PSAM indicated that it supports

MACed aggregation records (Laceror # 0) in the Debit

for Purchase command, and the CEP card set the CPO

to indicate aggregation is alowed, the CEP must create

an S’ using a key established by the card issuer for this
purpose. TheSmust be encrypted to create Bnd

the &' delivered in the response to the Subsequent
Debit command.

If the AMcep indicates dual authentication with ag iS
supported and the PSAM indicated in the Debit for
Purchase command that it makes use of this optign (L
# 0), then the CEP card must deliver ah S

If the CEP card indicates that aggregation is allowed by
setting b1 of the CPO = 1 but does not supply&n E
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normal processing must be stopped and exception
processing followed.

10.1.5.9 If the CEP card changes from indicating that
aggregation is not allowed (bl of the CPO = 0) to
indicating that aggregation is allowed (b1 of the CPO =
1), normal processing must be stopped and exception
processing followed. The PSAM must not aggregate
this transaction.

10.1.5.10 The POS device must add M poA 10 MTOTppa.

10.1.5.11 The PSAM may validate the S; MAC from the CEP
card. The PSAM must validate the S; MAC from the
CEP card for the last step of a purchase transaction.
The MAC is verified using the DES key generated for
this transaction (SESSKeypsam). The data elementsin
the S; arelisted in Table 57. If the Ss MAC isinvalid,
the data from this increment must not be logged. The
last successful increment must be logged and normal
processing of the transaction must be stopped and
exception processing followed.

10.1.5.12 If the PSAM does not validate the S; MAC from the
CEP card for a step of a purchase transaction, the POS
device should validate the Sg” MAC from the CEP card
for that step. ThesSMAC is validated using the
authentication token (AT) received from the PSAM.
The data elements in thg &re listed in Table 58. If
the S’ is invalid, normal processing must be stopped
and exception processing followed. All steps of the
purchase transaction not validated by the PSAM must
be considered invalid not just the step with the invalid

S5

10.1.5.13 The K returned by the CEP card, the Gi2&)the
BAL cep and the Mpp for this increment must be
retained as well as the,Ehe CPQgp, the BALcgp and
the Mepa from the previous increment. I§E were
provided for this increment or the previous increment,
they must be maintained as well. This will allow the
correct fields to be logged, even if the current increment
is eventually reversed.

10.1.5.14 If the purchase transaction is to be completed, required
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10.1.5.15

10.1.5.16

processing is described in section 10.1.7.

If an additional subsequent debit isto be made for this
purchase transaction, processing in this section must
begin again starting with requirement 10.1.5.1.

If the last increment of this purchase transaction isto be
reversed, required processing is described in section
10.1.6.
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10.1.6 Purchase Reversal Processing

The flow in Figure 9 shows the continuation of the interaction
between the POS device and the CEP card for purchase reversal
processing.

Figure 9 - Purchase Reversal Processing

CEP card

<

POS device

Purchase Revesal command (Table 61)

I

Status conditions for Purchase Reversal command (Table 62)

»

The purchase reversal process consists of:

Computation of the values of a successful reversal transaction.
Creation of the S, MAC.

The Purchase Reversal command, including verification of the
S, MAC.

If no responseis received from the CEP card for the Purchase
Reversal command, the reversal is considered successful.

10.1.6.1 Tl must be reconstructed to indicate areversal.

10.1.6.2 The S, MAC must be created by the PSAM by signing

the data el ementsin Table 59 - Contents of 2 MAC
with the PSAM generated DES key (SESSK eypsam).

10.1.6.3 Before the Purchase Reversal command is sent to the

CEP card, the final values of a successfully reversed
transaction must be stored in the PSAM.

* The amount of the reversed increment (Mppa) must
be subtracted from the previously computed total
amount of the purchase (MTOTppa).
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10.1.6.4

The CPOcgp and the Eg from the increment prior to

the increment to be reversed isretrieved. If an Eg’

was received for the increment prior to the
increment to be reversed, it must also be retrieved.

The BALcgp after a successful Purchase Reversal
command must be computed.

This data must be logged by the PSAM as the final
transaction detail. The logged data for a reversed single
step purchase must not include gro6an $' and

CPQep must be set to ‘00’.

The Purchase Reversal command is sent to the CEP

card. The format of the command is in Table 61. The
response consists of only SW1 and SW2. The status
conditions are in Table 62.

Table 61 - Purchase Reversal Command Format

Field Content Length
CLA ‘90’ 1
INS ‘5E’ 1
P1 ‘or 1
P2 ‘00’ 1
Lc Command data length 1
Lceps The length of the CEPS data that follows. From the byte immediately 1

following this length field to, but not including, PDATA.
S, PSAM authentication MAC 8
PDATA Proprietary implementation data var
Table 62 - Status Conditions for Purchase Reversal Command

SW1 SW2 Condition
‘93’ ‘02’ Invalid Signature
‘95 ‘80’ Command out of sequence
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10.1.6.5

10.1.6.6

If no responseis received from the CEP card, the
Purchase Reversal command must be considered
successful. No exception processing should be done if
the response from the CEP card indicates an error. The
datalogged in the PSAM must be included in the
current batch of transactions.

After areversal, the purchase transaction must be
completed. Required processing is described in section
10.1.7.

10.1.7 Complete Transaction

The compl ete transaction process consists of :

* Determination if this transaction should be aggregated.

» Logging of the transaction data, protected by and an Ss and
updating of the batch summary record, protected by an S;.

10.1.7.1

10.1.7.2

10.1.7.3

The Eg and Eg’, if there was one, returned by the CEP
card from the last successful increment of the purchase
must be used as the final &d E’ for this transaction.

If the last increment was reversed, theakd E’, if
there was one, saved by the PSAM from the previous
increment must be used.

If there was only one increment for this purchase and it
was reversed, there will be ne & Es'.

The CPQgp, the BALcgp, the Mepa and the MTOFpa
fields must reflect the transaction status after the last
successful increment.

If there was only one increment for this purchase and it
was reversed, the CRE and the MTOFpa must be

zerg The BALcepmust be the BAEgp returned in the
response to the Initialize for Purchase command.

The final step in processing a transaction is for the
PSAM to determine if the transaction should be
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10.1.7.4

10.1.7.5

10.1.7.6

aggregated. The following four conditions must always
be met before a transaction can be aggregated:

1. The scheme must allow aggregation.

2. The POS device/PSAM combination must be
certified by the scheme to perform aggregation.

3. Thecard issuer must allow aggregation and the CEP
card must allow aggregation for this transaction.
Thisis determined by checking the CPOcgp from
the last successful increment of the transaction.

4. The transaction must have completed without an
error.

The merchant acquirer may also establish additional
restrictive parameters that control when a PSAM will
aggregate atransaction. If the transaction does not meet
the conditions of these merchant acquirer parameters,
the detail must be captured. For example, an acquirer
restriction may be based on transaction amount
(MTQOT). Inthiscase, if the MTOTppa iS greater than
the MTOT established by the merchant acquirer the
transaction must not be aggregated.

If aggregation is permitted by the scheme provider, the
merchant acquirer and the CEP card, as the card issuer’s
agent, then the PSAM must determine if the detail must
be captured for this particular transaction, based upon
the detail transaction percentage for the scheme. The
PSAM process of determining the transactions to be
aggregated must be based on a random selection rather
than selecting transactions in a sequential fashion. The
suggested random process is for the PSAM to generate
a random number, with at least 2 digits, and divide that
random number by 100. If the remainder is less than or
equal to the percentage specified by the scheme, the
detail must be captured.

If the transaction is to be aggregated, the PSAM must
determine if it has an aggregation record for the card
issuer for the currency of the transaction for this

scheme. If the PSAM does not have an aggregation
record, a new aggregation record must be created. If the
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PSAM has insufficient space to create a new
aggregation record, the transaction must not be
aggregated. The aggregation record may be stored in the
PSAM or in the POS device datastore. However, if the
aggregation record is not stored in the PSAM, the
PSAM must verify the integrity of the data prior to each
update.

10.1.7.7 Inaddition to the data listed in Table 65 - Minimum
Transaction Data to be Logged in the POS Device, the
fields listed in Table 63 must be updated and logged as
part of an aggregation record.

Table 63 - Additional Issuer Aggregation Data

Field Content Length
IDcep CEP card that created the S¢’ 6
MTOTace Net value of all aggregated transactions in this aggregation record 4
NTcep CEP card transaction number of the last aggregated transaction 2
NTace Number of transactions aggregated in this aggregation record 2
NTpsam PSAM transaction number of the last aggregated transaction 4
S¢’ MAC on aggregated total record 8

10.1.7.8 If the count of aggregated transactionsin the
aggregation record (NTaca) has reached its maximum
value, the transaction must not be aggregated.

10.1.7.9 If thetransaction isto be aggregated, the amount of the
transaction (MTOTppa) Must be added to the
aggregation total amount (MTOT agg) for the card
issuer. The count of aggregated transactionsin the
aggregation record (NTacs) must be increased by 1.

10.1.7.10 If thetransaction isto be aggregated and an Eg’ was
sent by the CEP card, thg' Enust be decrypted to
obtain the §. The B must not be used.

10.1.7.11 If the transaction is not to be aggregated, thenkst be
decrypted to obtain the;SIf an & was obtained from
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10.1.7.12

10.1.7.13

10.1.7.14

the CEP card, it must not be used.

The aggregation records must be transmitted to the
merchant acquirer at the same time as the non-
aggregated detail transaction records in the batch.

The PSAM must maintain a batch summary record for
each batch. The minimum datain that summary record
islisted in Table 64. The summary record may be
stored in the PSAM or in the POS device datastore.
However, if the summary record is not stored in the
PSAM, the PSAM must verify the integrity of the data
prior to each update. The datathat isin common across
all transactionsin abatch, for example, the batch
number, may be stored once in the summary record
rather than with each individual transaction.

An S, generated by the PSAM must protect al of the
CEPS data in the batch summary record sent to the
merchant acquirer. The generation of the S, must be
donein amanner that ensures that no transactions can
be deleted from the batch without the merchant acquirer
detecting the deletion. Three examples of different
methods that may be used are:

1. The PSAM only generates an S, for a batch when
the batch is closed.

2. Thefirst and last NTpsam IS kept in the batch
summary record. If the POS device aggregates
transactions, first and last NTpsam must also be kept
with each aggregation record.

3. Some variable data from the previous batch must be
stored in the batch summary record. NTgatcn could
be used for this purpose. If this method is used, the
merchant acquirer will need to keep the information
about a collected batch until the batch with the next
sequential batch number has been collected.
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Table 64 - Minimum Data for a Batch Summary Record
Field Value Length (bytes)
RIDpsam Identifier of the RID owner that assigned the PSAM creator Identifier 5
IDpsamcreaTor | ldentifier of the PSAM creator 4
IDpsam PSAM ldentifier assigned by the merchant acquirer 4
IDBATCH Batch Number 2
MTOTgatcH Net amount of all transactions (purchases less cancel last 4
purchases) in batch - this includes both aggregated and non
aggregated transactions
NTgaTcH Total number of transactions in the batch. This includes a count of 2
all detail transactions plus the NTacs from each aggregation record.
Sy MAC - created using the PSAM MAC key - the minimum contents of 8

the S, are the data listed in this table (excluding the S; MAC)

10.1.7.15 The PSAM must increase the total count of transactions
in its active batch (NTgatcn) by 1 and the amount of the
active batch (MTOTgatcH) by the amount of the

transaction (M TOTPDA).

10.1.7.16 Thedatain Table 65 must be updated for each
transaction. An Ss must be created by the PSAM for
each record. The minimum datato be used to create the
Ssisthedatain Table 65 excluding the Ss. In
particular, the Ss must protect the CEP card generated
MACs and the data needed to validate those MACs.
For aggregated records, the datain Table 63, must also
beincluded in the MAC. The detailed transaction
records do not need to be stored in the PSAM. The
aggregation record may be stored in the PSAM or in the
POS device datastore. However, if the aggregation
record is not stored in the PSAM, the PSAM must
verify the integrity of the data prior to each update.

10.1.7.17 A PSAM must maintain a sequential counter of all non-
zero amount transactions processed. This counter must
be sent to the merchant acquirer with each transaction

logged.
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Table 65 - Minimum Transaction Data to be Logged in the POS Device

Field Contents Length Origin of data Subset logged
(bytes) for aggregation
IDscHEME Usually the AID from the CEP var known o
card but may be a reference
number
IDiss cep Issuer Identifier 4 Initialize for Purchase O
response or Initialize for
Cancellation response
IDcep Card serial number 6 Initialize for Purchase
response or Initialize for
Cancellation response
Tlepa Transaction Indicator - set by 1 by construction
POS device
DTHRppa Date & Time stamp from 5 Known
transaction initiation
CNTRYppa Country of the POS device 2 Known O
DOMppa Domain of the POS device 1 Known O
CURRppa Currency 3 Known for purchase or O
from Initialize for
Cancellation response
AMcep Authentication method supported 1 Initialize for Purchase
by the CEP card response, zero for Cancel
last Purchase
NTcep Card transaction number 2 Initialize for Purchase
response or Initialize for
Cancellation response
RIDpsam Owner of the RID that assigned 5 known o
the PSAM creator id
IDpsamcreator | ldentification of the PSAM 4 known O
creator
IDpsam PSAM Identifier assigned by the 4 known o
merchant acquirer
IDaco Acquirer ID; usually the actual 4 known o
IDacq but may be a reference or
number var
NTpsam PSAM transaction Number 4 known
MTOTepa Net value of transaction 4 by construction
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Field Contents Length Origin of data Subset logged
(bytes) for aggregation
Mppa Value of last increment (either 4 Known for purchases or
debit or recredit, depending on in Initialize for
TI) Cancellation response
Se MAC over Issuer-defined data 8 In Debit for Purchase
response - will not be
present for reversed
single step purchases or
for cancellations. If not
present must be filled
with zeros
BALcep New Card Balance 4 Debit for Purchase
response or by
construction for
cancellation
DDcep Issuer discretionary data 0-16 Initialize for Purchase
response or Initialize for
Cancellation response
DEXPcep Expiration date for transaction 3 Initialize for Purchase
response or Initialize for
Cancellation response
IDeatcH Batch Number 2 By construction u
VKPcaisscep | Version of the CA Public Key the 1 Initialize for Purchase
PSAM must use for card response
authentication Fill with zeros for
cancellation
IDRrec,iss Identifier of the issuer region - 4 Initialize for Purchase
zeros if no region response
Fill with zeros for
cancellation
VKPRrec,iss Version number of the region 1 Initialize for Purchase
public key used to create the response
issuer certificate Fill with zeros for
cancellation
CSNiss.cep Identifier of the Issuer’s 3 Initialize for Purchase
certificate contained in the card response
Fill with zeros for
cancellation
CCppa Transaction status 2 Known
Ss MAC - created by PSAM MAC 8 By construction o

key
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10.1.8 Exception Processing

10.1.8.1

10.1.8.2

The CEP card must not permit the purchase transaction
to take place if any of the following conditions exist:

* Theapplication is blocked, see reference 8, EMV
for adefinition of application blocking.

* Theapplication is locked.
» The application has been deactivated.
* The application has not been activated.

* Thetransaction counter (NTcgp) has reached the
maximum.

» Thedlot balance (BALcep) exceeds the maximum
(BALmaxCEp).

* ThePS, signature or S, MAC does not authenticate
correctly.

e Thecurrency of the POS device (CURRppa)is not
supported, that is, there is no slot with a matching
currency (CURRcep).

« Thedot balanceisinsufficient (BALcep < Mppa).

If no responseis received by the POS device from the

CEP card for acommand, the POS device may resend

the command. If no responseisreceived for a Purchase
Reversal command and the CEP card is still available,

the POS device must resend the command. If an

SW1SW?2 of ‘9580’ (command out of sequence) is
received from the CEP card when a Debit for Purchase,
or Subsequent Debit command is resent, the POS
device should send a Get Previous Signature command
to the card to obtain the MACs for transaction. If the
Get Previous Signature command is successful, normal
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10.1.8.3

10.1.8.4

processing should resume.

If a purchase transaction is terminated before the Debit
for Purchase command is sent to the CEP card, the
cardholder or POS device operator must be notified that
that transaction has been terminated. No further
processing is required by the POS device. The
conditions that would cause this situation are:

* Mppa exceeds MTOTmaxcugrr.

* The DEXPcep indicates that the application is no
longer valid for purchase transactions.

* ThelDcgpisin the scheme blocking list.

e A certificate on the CEP card isinvalid.

If a purchase transaction is terminated by an error after
the Debit for Purchase command is sent to the CEP
card, the data elementsin Table 64 and Table 65 must
be updated and stored in the PSAM and POS device.
The completion code field (CCppa) indicates that the
transaction did not complete normally. The values of
CCppp are listed in Table 66.

Table 66 - Transaction Condition Codes Determined by the POS Device

CCrpa

Condition

‘00 01

Invalid or missing MAC from CEP card

‘00 02’

No response received from the CEP card.

‘00 11

Cancel Last Purchase invalid, wrong PSAM

‘00 12

Cancel Last Purchase invalid, purchase not in active batch

‘BX XX’ Or ‘OX XX’

CCppa contains the Status Words returned by the CEP card.

00 xx’

RFU

all other values

For proprietary implementations
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10.1.85
10.1.8.6
10.1.8.7

In the event that goods or services cannot be provided,
and the CEP card has not been removed, the POS
device should attempt to reverse the purchase or the last
increment of the purchase.

If goods or services have been dispensed but the final
MAC does not reach the PSAM due to an interruption
such as card removal or power interruption and the CEP
card is still available the Get Previous Signature
command must be issued for recovery purposes. The
processing of this command isin section 8.7.4.

If the CEP card has been removed from the POS device,
the Initialize for Purchase command should be sent by
the POS device to the CEP card before the Get Previous
Signature command is sent. It isduring the processing
of the Initialize for Purchase transaction, that the PSAM
recognizesthat it is dealing with a CEP card that
participated in an interrupted transaction.

If the PSAM cannot compl ete the process of sending
the final transaction log data to the POS device
datastore, the PSAM must retain the transaction data
and send that data to the POS device when
communication with the POS device is restored.
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10.2 Cancel Last Purchase Transaction

Cancel last purchase is an off-line transaction that may be
optionally initiated by a POS device to cance the last purchase
transaction conducted by the CEP card. The transaction to be
canceled must be the last transaction completed by the CEP card.
The amount credited may be verified by the cardholder using a
monitoring device or a POS or |oad device.

In the case of an incremental purchase, the cancellation is limited
to the amount of the final step.

The same PSAM and CEP card used in the original transaction
must be used in performing the cancellation. The transaction to be
canceled must still be in the active batch in the POS device.

The cancel last purchase transaction uses two commands: Initialize
for Cancellation and Recredit for Cancellation.

Symmetric cryptography is used in executing a cancel last purchase
transaction. The CEP card createsa DES MAC using the DES key
supplied by the PSAM in the original purchase transaction. The
PSAM uses this MAC to authenticate the CEP card. The PSAM
authenticates itself to the CEP card by creating aMAC created
using the same DES key. Datafor acancellation is supplied by the
CEP card using data from the original purchase transaction. The
PSAM also creates a MAC for the transaction using a symmetric
key to allow the merchant acquirer to validate the data and the
PSAM.

At the completion of each successful Recredit for Cancellation
command, the CEP card must update its internal transaction log.

A cancel last purchase transaction may be performed at a POS
device that supports aggregation. However, the cancel last
purchase transaction must not be aggregated.

The flow in Figure 10 shows the interaction between the POS
device and the CEP card for cancel last purchase processing.
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Figure 10 - Cancel Last Purchase Processing

CEP card

POS device

Initiate Reset

A

Answer to Reset (ISO/EMV)

v

Select (EMV)

A

Response to Select (Table 16)

Initialize for Cancellation (Table 67)

\4

A

Response to Initialize for Cancellation (Table 68) >

, :

Status Conditions for Recredit for Cancellation (Table 72)

»
»

10.2.1 Initiate Transaction

The initiate transaction process consists of:

* Application Selection.

* Thelnitialize for Cancellation command.

e Creation of the S; MAC.

10211

10.2.1.2

10.2.1.3

If the CEP card has not been reset after being inserted in
the POS device or if the CEP application has not been
selected, the processing described in section 8.5 must
occur.

If the application profile (APcgp) on the CEP card
indicates that cancel last purchase is not supported,
normal processing of the transaction must be stopped
and exception processing followed.

TI must be constructed as a cancellation.
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10.2.1.4 The POS device must begin the cancel last purchase
transaction with a Initialize for Cancellation command.
The format of thiscommand isin Table 67. The format
of theresponseisin Table 68. The status conditions are
in Table 69.
Table 67 - Initialize for Cancellation Command Format
Field Content Length
CLA ‘90’ 1
INS ‘50’ 1
P1 ‘02’ 1
P2 ‘00’ 1
Lc Length of the command data 1
Lcers The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
DTHRppa Transaction date and time. If the POS device does not have a clock, 5
any portion of this field that cannot be definitively known is set to
zeros.
PDATA Proprietary implementation data var
Le ‘00’ 1
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Table 68 - Initialize for Cancellation Response Data

Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, Lopp.
IDiss,cep Issuer ID 4
IDcep CEP card identifier 6
DEXPcep Expiration date for transaction 3
BALcep Slot balance (current) 4
CURRCcep,L0G Currency 3
NTcep Transaction Number of the current cancellation transaction 2
NTcep,Loc CEP Transaction number of the purchase transaction to be canceled 2
RIDpsam.LoG RID used by the PSAM creator 5
IDpSAMCREATOR,LOG Identification of the PSAM creator 4
IDpsam,LoG Identification of the PSAM 4
IDacq.LoG Acquirer Id 4
NTpsam LoG PSAM Transaction number of the purchase transaction to be 4
canceled
MTOTcep.LoG Total value of purchase transaction 4
Mppa,LoG Value of last increment 4
S1 Card authentication MAC 8
Lop Length of discretionary data 1
DDcep Discretionary data 0-16
PDATA Proprietary implementation data var
SW1 sw2 Status bytes 2
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Table 69 - Status Conditions for Initialize for Cancellation Command

Swi SwW2 Condition

‘91’ ‘02’ CEP Transaction Number has reached its limit
‘91’ ‘10’ CEP application has been locked

‘94’ ‘09’ Last transaction was not a Purchase

‘95’ ‘04’ Last Purchase was not successful

‘95’ ‘05’ Last Purchase has been canceled or reversed

10.2.2 Credit CEP Card
The credit CEP card process consists of:
» Vadldation of the S; MAC.
* Cregtion of the S, MAC.

» Logging of the transaction data protected by an Ss and updating
the batch summary record protected by an S,.

* The Recredit for Cancellation command.

10.22.1 The PSAM must validate the S; MAC from the CEP
card. The MAC isvalidated using the DES key
established with the card during the original purchase
transaction (SESSKeypsam). The content of the S;
MAC isshownin Table 70. If the S MAC isinvalid,
normal processing of the transaction must be stopped
and exception processing followed.

Table 70 - Content of the S; MAC

Origin of data for
CEP card —
generation of S 1

Origin of data for
POS device —
verification of S ;

IDiss,cep

Issuer identifier

known

Initialize for
Cancellation
response
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. - known Initialize for
IDcep Card identifier 6 Cancellation
response
L known Initialize for
DEXPcep Expiration date for 3 Cancellation
transaction response
known Initialize for
BALcep Slot balance 4 Cancellation
response
. By construction By construction
T Transaction type (cancel) 1 y Y
. . Initialize for known
DTHRppA Transaction date and time 5 Cancellation
Log card Initialize for
CURRCcep,LOG Currency 3 g Cancellation
response
. known Initialize for
NTcep Transaction Number of the 2 Cancellation
current cancellation response
transaction
. Log card Initialize for
NTcep,Loc CEP Transaction number of 2 9 Cancellation
the purchase transaction to response
be canceled
Log card Known
RIDpsam,LoG RID used by the PSAM 5 9
creator
e Log card Known
|DPSAMCREATOR,LOG Identification of the PSAM 4 9
creator
I L r Known
IDpsam,LoG Identification of the PSAM 4 og card °
. Log card Initialize for
IDaco,LoG Acquirer Id 4 g Cancellation
response
. Log card Initialize for
NTpsam,.LoG PSAM Transaction number 4 9 Cancellation
of the purchase transaction response
to be canceled
. Log card Initialize for
MTOTcep.LoG Net value of transaction 4 g Cancellation
response
. Log card Initialize for
Mppa,Loc Value of last increment 4 9 Cancellation
response
. . By construction Initialize for
DDcep Discretionary data 0-16 y Cancellation
response

10.2.2.2 The PSAM must verify that the RIDpsam, the
IDpsamcreaToR, @Nd the IDpsam iN the response are the
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10.2.2.3

10.2.2.4

10.2.2.5

10.2.2.6

10.2.2.7

same asitsidentifier. Additionally, the PSAM must
verify that the transaction isin its active batch. If either
of these checksfail, normal processing of the
transaction must be stopped and exception processing
followed.

NTpsam Must be incremented by 1 by the PSAM before
the generation of the S, MAC.

The S, MAC must be created by the PSAM by signing
the data elements in Table 73 - Data in 2 MAC for
Cancel Last Purchase with the DES key that the PSAM
generated for the original transaction (SESSK eypsam).

The PSAM must increase the total count of transactions
inits active batch (NTgatcn) by 1 and decrease the
amount of the active batch (MTOTgatcn) by the
amount of the transaction (Mppa).

The PSAM must maintain a summary record for each
batch. The minimum datain that summary record is
listed in Table 64. The summary record may be stored
in the PSAM or in the POS device datastore. However,
If the summary record is not stored in the PSAM, the
PSAM must verify the integrity of the data prior to each
update. The datathat isin common across all
transactions in a batch, for example, the batch number,
may be stored once in the batch summary rather than
with each individual transaction.

An S, generated by the PSAM must protect al of the
CEPS data in the batch summary record sent to the
merchant acquirer. The generation of the S, must be
donein amanner that ensures that no transactions can
be deleted from the batch without the merchant acquirer
detecting the deletion. Some examples of methods that
may be used are:

* ThePSAM only generates an S, for a batch when
the batch is closed.

* Thefirst and last NTpsam is kept in the batch
summary record. If the POS device aggregates
transactions, first and last NTpsam must also be kept
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with each aggregation record.

* Some variable data from the previous batch must be
stored in the batch summary record. NTgatcH could
be used for this purpose. If this method is used, the
merchant acquirer will need to keep the information
about a collected batch until the batch with the next
sequential batch number has been collected.

10.2.2.8 Thedatain Table 65 - Minimum Transaction Data to be
Logged in the POS Device must be updated for each
transaction. Thereisno S or AMcep for the cancel last
purchase transaction.

Fieldsin Table 65 that are not available for cancel last
purchase transactions must be zero filled.

The data must be updated assuming the Recredit for
Cancellation command is successful. The logged

CCppa must be ‘0000’, the logged Ngr must be the
NTcep received in the response to the Initialize for
Cancellation command, the logged BAk must be the
BAL cep received in the response to the Initialize for
Cancellation command incremented by oc.

An S must be created by the PSAM for each record.
The minimum data to be used to create this $

Table 65 - Minimum Transaction Data to be Logged in
the POS Device. The detailed transaction records do
not need to be stored in the PSAM.

10.2.2.9 The Recredit for Cancellation command is sent to the
CEP card. The content of theiSin Table 73. The
format of the command is in Table 71. The response is
only SW1 and SW2.
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Table 71 - Format of the Recredit for Cancellation Command
Field Content Length
CLA ‘90’ 1
INS ‘52’ 1
P1 ‘01’ 1
P2 ‘00’ 1
Lc Length of the command data 1
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
NTpsam PSAM transaction number 4
S, PSAM authentication MAC 8
PDATA Proprietary implementation data var
Table 72 - Status Conditions for Recredit for Cancellation Command
SW1 SW2 Condition
‘93’ ‘02’ Invalid MAC.
‘95’ ‘80’ Command out of sequence (recredit not allowed).
Table 73 - Data in S2 MAC for Cancel Last Purchase
Origin of data for Origin of data for
POS device — CEP card —
generation of S2 verification of S2
- Transaction type 1 By construction By construction
) k R it f
NTpsam PSAM transaction number 4 nown Czﬁ::i(ljllatigr:
. Initialize for known
Mppa Amount to be recredited 4 Cancellation response
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10.2.3 Exception Processing

10231

10.2.3.2

10.2.3.3

The CEP card must not permit the cancel last purchase
transaction to take placeif any of the following
conditions exist:

The application islocked.
» The application has been deactivated

« Thetransaction counter (NTcep) has reached the
maximum.

» Theapplication profile (APcgp) indicates that cancel
last purchase is not supported.

* The S, MAC does not authenticate correctly.

» The purchase transaction being canceled was not
successful or has already been canceled.

* Thelast transaction completed by the CEP card was
not a purchase.

If an error occurs during a cancel last purchase
transaction or if the cancel last purchase transaction is
not supported by the POS device or by the CEP card,
the cardholder or POS device operator must be
informed that the transaction is terminated and no
additional processing isrequired by the POS device.

If no responseis received by the POS device from the
CEP card for a Credit for Cancellation command, the
POS device must resend the command at least once. If
no response is received then from the CEP card, the
transaction is assumed to be successful.
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11. Merchant Acquirer Processing

This section describes CEP processing after the transaction batches
are collected from the POS devices. How the batches are collected
Is outside the scope of thisdocument. The minimum validations
that must be done are described aong with the data that must be
sent to the card issuer.

11.1 Transaction Processing

Figure 11 provides an overview of the merchant acquirer
processing from the POS device to the card issuer. In this
example, the POS device accepts CEP cards from two schemes.
The POS transaction processing for both schemes must be the
same at the merchant acquirer to maintain interoperability,
however, file and record formats to the card issuer will vary by
implementation.

Figure 11 - POS Batch Processing Flow

Merchant terminal Transactions
accepts scheme A and » for Scheme A
scheme B brands / issuer 1
Scheme A established
1. routing processor for
The merchant acquirer the merchant acquirer
does not have a
relationship with Issuer .
Batch of POS 1and2 Transactions
transactions / 3 for Scheme A
for scheme A : issuer 2
& scheme B Transactions
for Scheme A,
Issuer 1 and
Issuer 2
A
Merchant Acquirer 2.
Processing

Transactions
for Scheme B,
Issuer 3

\ 4

Scheme B Issuer 3

1. Themerchant acquirer collects batches of transactions from its
merchants. A batch can contain transactions for multiple
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schemes.

2. Each batch isvalidated and sorted by card issuer destination.
The merchant acquirer participates in settlement with the card
issuer or the entity that receives the batch.

3. When amerchant acquirer becomes a member of a scheme the
scheme provider and the merchant acquirer must establish at
least one processor to be the destination for all POS
transactions intended for a card issuer without a direct
connection to the merchant acquirer. In the diagram, card
issuer 1 and 2 do not have a direct connection to the merchant
acquirer. The datafor those card issuersis sent to the
processor established by the scheme and the merchant acquirer.

11.1.1 Validating Collected Batches

The merchant acquirer must collect transactions from the POS
device, in amanner that ensures integrity of the data, according to a
schedule dictated by the scheme providers.

The merchant acquirer must acknowledge receipt of the batch to
the merchant or the POS device This acknowledgment can be used
by the merchant to trigger the deletion of the batch from the POS
device. Thetiming of the acknowledgment and the deletion
process will vary by merchant and merchant acquirer.

The minimum datain a collection batch is defined in Table 64 -
Minimum Data for a Batch Summary Record, Table 65 - Minimum
Transaction Data to be Logged in the POS Device and Table 63 -
Additional Issuer Aggregation Data.

A merchant acquirer processes all batches from its merchants and
forwards the transactions to each card issuer or processor. The
merchant acquirer participates in settlement with the merchants and
each transaction recipient.

11.1.1.1 The merchant acquirer must validate that the collection
batch can be read and that all datais formatted correctly
to ensure that it has been transmitted correctly. If there
was an error in transmission and the batch is still
available, it should be re-transmitted. If the batch
cannot be properly transmitted, the batch must be
rejected, and the transactions in the batch must not be
forwarded to the card issuers.
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11.1.1.2 The merchant acquirer must perform the batch-level

validations described in Table 74. If any of these
validations fail, the merchant acquirer must reject the
batch, and the transactions in the batch must not be
forwarded to the card issuers.

Table 74 - Batch Edit Criteria

Batch Edit

Validation Criteria

Duplicate Batch

Validate PSAM identifier and Batch number against previously collected
batches.

Ss MAC Validate the S4 MAC.

NTgaTcH Ensure that NTsarcn equals the number of all detail transactions in the
batch plus the sum of the NTage counter(s) in each aggregation record.

MTOTgatcH Ensure that MTOTgatcH equals the sum of the MTOTepa from each detail

purchase transaction and MTOTagc from each aggregation record less
the MTOTppa from each detail cancel last purchase transaction.

NTpsam range

Validate the NTpsam in each transaction to ensure that there are no
missing transactions. If the values of NTpsam are not always consecutive
a method of detecting missing data is required.

11.1.1.3 The merchant acquirer must ensure that no duplicated

transactions (as identified by RIDpsam, |DpsamcreaTor,
IDpsam and NTpsam) are forwarded to the card issuer.

11.1.1.4 The merchant acquirer must validate the IDscheme in

each transaction to ensure that it is a scheme provider
with which the merchant acquirer has arelationship. If
the IDscreme IS not valid, the transaction must be
rejected and must not be forwarded to the card issuer.

11.1.1.5 The merchant acquirer must validate each aggregation

record using the IDscreme to ensure that the scheme
provider permits aggregation for its CEP cards. If the
scheme provider does not permit aggregation, the
aggregation record must be regjected and must not be
forwarded to the card issuer.

11.1.1.6 Each record forwarded to the card issuer must contain

the results of the acquirer validation (CCacg) and an
indicator marking the transaction for settlement or for
reporting only (SI).
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11.1.1.7 The merchant acquirer must perform the transaction-
level validations specified in Table 75 for all purchase
transactions. If any of these validations fail, the
transaction must be forwarded to the card issuer for
reporting only. A transaction forwarded for reporting
only has the Sl field in the transaction set to ‘01’. The
CCacqmust be set to the value indicated in Table 75 for
all transactions that fail a validation. If the transaction
passes the validations, the S| andaggfields in the
transactions forwarded to the card issuer must be set to
'00'.

11.1.1.8 The merchant acquirer must perform the transaction-
level validations specified in Table 75 for all cancel last
purchase transactions. If the transaction passes the
validations, the Sl and G&q, fields in the transactions
must be set to '00". If any of these validations fail, the
CCacq must be set to the indicated value, and the SI
field must be set as follows:

* If the POS Completion Code validation fails, the
transaction must be forwarded to the card issuer for
reporting only and the Sl field in the transaction
must be set to ‘01’.

* |f any of the other validations fail, the merchant
acquirer must ensure that the settlement disposition
of the cancel last purchase is the same as the
settlement disposition of the corresponding
purchase transactian

— If the purchase transaction is being forwarded
for settlement (with SI = ‘00’), then the cancel
last purchase must also be forwarded for
settlement.

— If the purchase transaction is being forwarded
for reporting only (with SI ='01"), then the
cancel last purchase must also be forwarded for
reporting only.

9 The POS device is required to ensure that a cancel last purchase transaction must be in the same
collection batch as the purchase transaction being canceled.
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- If no corresponding purchase transaction is
present in the batch, then the cancel last
purchase must be forwarded for settlement (with
SI1="00).

Table 75 - Purchase Transaction Edit Criteria

Transaction Edit Validation Criteria CCaco
if error

Ss MAC Validate the Ss MAC ‘0004’

POS Completion Code Validate that CCppa = ‘0000’ (which indicates that the transaction ‘0001’

completed normally).

Card Blocking List Ensure that the card identifier (IDiss,cer @and IDcep) is not listed in the ‘0002’
scheme provider’s card blocking list (this may be an optional
validation for a scheme).

Certificate Revocation Ensure that the issuer certificate or the optional regional certificate ‘0003’
(VKPCAJSS and CSN|SS and, optionally, VKPREGJSS and |DREG) is not
included in the scheme provider’s certificate revocation list

VKPca,iss,cep Ensure that the VKPca,iss,cep matches a valid PK version for the ‘0005’
scheme.

11.1.1.9 The merchant acquirer must perform the
transaction-level validations specified in Table 76 for
all aggregation records. If any of these validations fail,
the transaction must be forwarded to the card issuer for
reporting only, the Sl field in the transaction must be set
to ‘01", and the C&comust be set to the indicated
value.

Table 76 - Aggregate Record Edit Criteria

Transaction Edit Validation Criteria CCaco
if error
Ss MAC Validate the Ss MAC ‘0004’

11.1.2 Creating Issuer Batches

Issuer batches are created by the merchant acquirer and contain all
POS transactions for each recipient (which may be either an
individual card issuer or aprocessor). Any sorting or batching
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requirements (for instance by currency, scheme, or card issuer) are
determined by the processing agreement with the recipient and are
outside the scope of this document.

The issuer batch must contain all transactions that passed
validations and are being forwarded to the card issuer for either
settlement or reporting. Transactions that failed validation, and are
being forwarded for reporting purposes only, may be included in
the same batch, or may be batched separately, depending on the
merchant acquirer’s processing agreement with the recipient.

The batch contains each detail and aggregation record being
forwarded for settlement, and also includes a batch summary
record. The data in the batch must be protected by one or more
MACs created by a symmetric key shared between the merchant
acquirer and the recipient, using a MAC algorithm shared by the
two parties. The MAC or MACs do not need to protect all data in
the batch, but must be constructed in such a way that no data in the
batch can be changed without detection.

The merchant acquirer must participate in settlement with the card
issuer or processor receiving the issuer batch. If the issuer batch or
an individual transaction does not pass minimum validation by the
recipient, then no settlement for that batch of transaction will

occur. See section 16.4.1.1 through 16.4.1.3 for the minimum
validations performed by the recipient of an issuer batch.

11.1.2.1 The merchant acquirer must create one or more issuer
batches for each recipient. The set of batches must
include all detail and aggregate transactions destined to
the recipient, including both those transactions to be
settled, and those being forwarded for reporting
purposes only.

11.1.2.2 Each issuer batch must contain a batch summary record
with the minimum data defined in Table 77.

11.1.2.3 The minimum data the merchant acquirer must send to
the card issuer for detail transaction records and
aggregation records is the datalable 63 - Additional
Issuer Aggregation Data andTable 65 - Minimum
Transaction Data to be Logged in the POS Device.
This data must be modified as specified in Table 78

11.1.2.4 The merchant acquirer must protect the data in each
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issuer batch with, at aminimum, aMAC over the entire
batch. This MAC must be generated using an algorithm
and key agreed to with the recipient.

11.1.25 The merchant acquirer must participate in settlement
with the recipients of the issuer batches. The recipient
will be required to settle for each transaction that passes
the minimum validations defined in sections 16.4.1.1
through 16.4.1.3.

11.1.26 The merchant acquirer must archive each transaction
for aperiod of time specified by the scheme provider.

Table 77 - Issuer Batch Summary Data
Field Content Length
(bytes)
Recipient Identifier var
DTHRgaTcH Date and Time batch created. 5
Source Identifier - may be the merchant acquirer or may be an var
intermediate processor
IDBATCH,SOURCE Batch number assigned by the entity sending this batch (the source 2
of the batch)
MTOTgatcH,source | Net amount of settlement transactions in the batch (MTOTppa Of 4
each purchase plus MTOTace from each aggregation record less
MTOTpepa Of each cancel last purchase). The MTOT amount from
transactions that are being forwarded for reporting only (where S| =
‘01’) are not included in this total. This field may be the sum of
multiple fields within the data.
NTBATCH,SOURCE Total number of transactions in the batch. This includes a count of 2
all detail transactions plus the NTacc from each aggregation record.
This field may be the sum of multiple fields within the data.
MAC The MAC generated to protect the entire batch var
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Table 78 - Issuer Transaction Modifications

Field Content Length (bytes)

AlDcep Modify: If the IDscheme in the collection transaction contains a 5-16
reference number assigned by the merchant acquirer, the merchant
acquirer must replace this reference number with the AlDcep.

IDaco Modify: If the IDacq field in the collection transaction contains a 4
reference number assigned by the merchant acquirer, the merchant
acquirer must replace this reference number with the IDaco.

Ss Delete: This field was included in the collection detail for verification 8
by the merchant acquirer. It must not be sent to the card issuer.

CCaco Append: The CCacq field determined during transaction validation 3
must be appended.

DDscHeme Append: Any additional data required by the scheme provider must 0-20
be appended.

Sl Append: The SI field determined during transaction validation must 1

be appended.

11.2 Truncation

Some scheme providers may permit transactions to be truncated
and archived by the merchant acquirer, rather than being forwarded
to the card issuer. Some card issuers participating in such schemes
may enter into business agreements with merchant acquirers,
requiring the merchant acquirers to truncate and store CEP

transactions on behalf of the card issuer.

If the merchant acquirer is truncating transactions on behalf of the
card issuer, then the merchant acquirer must send only a settlement
summary record to the card issuer, in aformat agreed between the

card issuer and the merchant acquirer.

11.3 POS Device Management

The merchant acquirer isresponsible for creating, maintaining and
distributing the PSAMs and for maintaining necessary
cryptographic keys and other operating data at the point-of-sale.
The creation of a PSAM must be under the control of a certified

PSAM creator.
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11.311

11.31.2

11.3.1.3

11.31.4

11.3.1.5

11.3.1.6

11.3.1.7

11.3.1.8

Each PSAM must be personalized with a unique
identifier (RIDPSAM + IDpsamcreaTOR T IDPSAM)- It
must not be possible to alter thisidentifier after the
PSAM has been personalized. The RIDpsay must be a
valid RID that the PSAM creator is authorized to use.
The IDpsamcreaTor Must be assigned by the owner of
the RIDpsam. The IDpsam must be assigned by a
certified PSAM creator.

An RSA key pair must be generated for use as the
acquirer key. The key must have a minimum modulus
length of 896 bits and a public key exponent of either 2,
3 or 2'%1. The private key portion must never appear
in unencrypted form outside of a secure module.

If aregional certifying authority isin use, acertificate
must be obtained for the acquirer public key signed by
the regional certifying authority private key.

If no regional certifying authority isin use, acertificate
must be obtained for the acquirer public key signed by
each of the certifying authority private keys designated
by the schemes with which the merchant acquirer has a
relationship.

An RSA key pair must be generated for each PSAM.
The key must have a modulus length of 736 bitsand a
public exponent of either 2, 3 or 2*°+1.

The PSAM private key must never appear in
unencrypted form outside of a secure module.

Each PSAM must be personalized with the PSAM
private key in a secure manner. It must not be possible
to retrieve this key from the PSAM, nor to alter this key
after the PSAM has been personalized.

A PSAM public key certificate must be generated
signed by the acquirer private key.

One or more symmetric keys for each PSAM must be
generated for use in generating and verifying the Ss and
the S MACs. These keys must never appear in
unencrypted form outside of a secure module.
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11.3.1.9

11.3.1.10

11.31.11

The PSAM must be personalized with the symmetric
MAC keys. It must not be possible to retrieve these
keys from the PSAM. These keys may be updated only
If the updates can be sent to the PSAM encrypted and
MACed.

A secret key must never appear in unencrypted form
outside of the PSAM or other secure module.

The merchant acquirer must be able to receive from the
scheme providers, and send to the POS device, all
scheme operating data. It must be possible to update
this data as required by the participating schemes. The
required operating data is described in section Table 36
- CEPS Operating Data for a Scheme.

The CA public keys for a scheme must be stored in the
PSAM and must be updated using a MAC to ensure the
integrity of the data.

The merchant acquirer must be able to update the
operating data in the POS device and PSAM as required
by the schemes with which it has arelationship.
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12. Load Device Characteristics

12.1 Overview of a Load Device

Figure 12 illustrates the functional components of a CEP |oad
device.

Figure 12 - The Load Device

Load Device Functional Components
Chip Card Reader Transaction
(Optional Mag Log
Stripe Card
Reader)
Cardholder
Interface -
Display and Power Supply
PIN pad Load
Terminal
Application Host
User Key Pad Communications
Interface &
Connectivity
rtemTmT T T T I
! I
Receipt Printer 1
. LSAM !
1
(Gptional ) 1 (optional) :
I -

Load devices may operate in both attended and unattended
environments. In an attended environment, for example, aload
device at abank branch teller station, athird party will enter data
for the CEP transaction.

In an unattended environment, (for example, akiosk at a public
transit station, or a home computer), the CEP transaction is
automated for the cardholder.
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The load device will interface with a load acquirer’s host software
using proprietary message formats and communication protocols.

12.2 Requirements

Load devices that are not interoperable are outside the scope of
these requirements.

12.2.1 Support for Multiple Schemes and Currencies

12.2.1.1

12.2.1.2

12.2.1.3

Load devices that follow these specifications are able to
support the acceptance of cards from multiple CEP
schemes. However, business relationships between the
load acquirer and the particular scheme provider must
determine whether a particular load device accepts a
scheme’s CEP cards.

Each load device must maintain a list of the AIDs that it
supports.

A load device that supports multiple AIDs must have
the ability to select an application by comparing the set
of AIDs supported in the device, and the set of AIDs
present on the CEP card. In some cases, interaction
with the cardholder may be required in making the final
decision on which application to select. The application
selection process is described in reference 8, EMV.

The load device must contain a list of currencies that it
supports. A currency cannot be loaded at a load device
unless the load device supports that currency. For a
currency exchange transaction, only currencies that the
load device supports can be target currencies.

12.2.2 Compliance with Standards

12.2.2.1

The load device must comply with the requirements
stated in these specifications. Additionally, the
standards in reference 8, EMV and any country or local
governing standards apply. If a country or local
standard is more stringent than, or conflicts with,
requirements in these specifications, then the country or
local standard overrides any of these requirements.
Additional standards include:
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12.2.3 Card Acceptance

12231

12.2.3.2

12.2.4 Card Reader

12241

12.2.4.2

12.2.4.3

12.2.4.4

* Applicable key and PIN management standards.
» Electromagnetic standards.
*  Country-specific electrical and modem standards.

* Procedures for cardholder interface screens, buttons,
and keyboards.

Device hardware and software must be capabl e of
Interacting with the CEP applications as described in
this document.

Devices must not assume that a funding application on
a CEP card is the funding account to be used for aload.
If the load device supports unlinked loads, cardholders
must be prompted to indicate their selected funding
source. The load device may offer the cardholder the
option of selecting the type of account to use.

The load device must have an integrated circuit card
(ICC) reader that is compatible with reference 8, EMV
Part 1. The card reader must support both T=1 and T=0
protocols. When T=1 is used, the NAD sent to the CEP
card must be zero.

The reader must let cardholders retrieve their cards
either manually or automatically at the completion or
termination of aload transaction.

In environments where the card is accessible to the
consumer during atransaction, the load device must be
capable of determining that a card has been removed
before the completion of the transaction and must be
able to perform the necessary exception processing.

The load device must secure the CEP card in the reader
in unattended devices to reduce the likelihood of the
card being accidentally removed or moved around while
the load or currency exchange transaction takes place.
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12.2.45 A magnetic stripe card reader should also exist to
support the reading of magnetic stripe cards for
unlinked loads.

12.2.5 Display and Cardholder Interface Design

The cardholder interface should be easy to use. The cardholder
interface includes the screen dialog, function keys, brand signage,
PIN pads and printed receipts (where applicable).

12251 Thefollowing information must be provided to the
cardholder:

CEP card s ot balance before the transaction and the
currency of the dot.

For currency exchange transactions, the load
acquirer may not support al of the source currencies
loaded onto the CEP card. An aphabetic currency
code will have been established by the card issuer
for al dlots on the card that have a currency
assigned. Thisfield (CALPHAcep) must be used to
display the currency of the slot to the cardholder.
The currency exponent is the last byte of the
currency and that field (CURREcgp) must be used to
correctly display the minor units of currency.

The maximum amount that can be loaded. The
source of thisinformation is either:

— information in aslot when a currency has been
assigned to aslot in the CEP card (BALmax),

— or aCEP card reference maximum balance
(REFBALmMax). When both the card issuer and
the load acquirer support it, the reference
maximum balance on the CEP card will be
converted to an amount in the currency to be
loaded.

— or aload device default.

Amount to be loaded or source amount to be
exchanged, allowing the cardholder to choose or
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12.25.2

12.25.3

confirm the amount.

» Card dot balance after aload or currency exchange
transaction.

* Visua or audible status confirmation of the
transaction, for example, completed or terminated.

»  Exception messages such as request declined by
issuer, communications failure, insufficient funds.

For vendors that want to manufacture personal use load
devices driven by voice recognition rather than by key
entry and screen display, the information stated above
must be available as part of the cardholder interface.
The criteriafor secure PIN pads defined in this standard
are also mandatory for this type of device.

The load device must permit termination of the current
transaction, alowing removal of the card, up until the
time the cardholder chooses the load or exchange
amount to be used for the load or currency exchange
transaction.

12.2.6 Financial PIN Security

This section describes security issues that pertain only to load
devices designed to accept afinancial PIN in a shared network
environment.

A load devicethat utilizesafinancial PIN is also categorized as a
PIN Entry Device (PED). A PIN Entry Deviceisaphysically and
logically protected hardware device that provides a secure set of
cryptographic services.

12.26.1

12.2.6.2

12.2.6.3

A PIN Entry Device must perform cryptographic
functions.

All clear text keys and PINs must be physically
protected against disclosure and unauthorized
modification within a PIN Entry Device. Disclosure
does not apply to public keys.

A PIN Entry Device must be tamper responsive. This
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12.2.6.4

12.2.6.5

12.2.6.6

12.2.6.7

12.2.6.8

12.2.6.9

means that physical penetration of a PIN Entry Device,
when it is being operated in its intended manner and
environment, must cause the automatic and immediate
erasure of all PINs, cryptographic keys and all useful
residue of PINs and keys contained within the device.
Attempts must |eave evidence such that the device
cannot be put back in service without a high probability
of the tampering being noticed.

The unauthorized determination of the secret data (PINSs
and keys) stored within the PIN Entry Device, or the
placing of a"tap" within the device to record secret
data, must result in physical damage to the device to the
extent that the damage has a high probability of
detection should the device be placed back in service.
Furthermore, determining the data stored within the
device must require specialised equipment and skills
that are not generally available.

Controls must be in place to ensure that equipment is
not re-installed when a suspicious ateration of akey in
aPIN Entry Device is detected until it has been
Inspected and a reasonabl e degree of assurance has been
reached that the equipment has not been subject to
unauthorized physical or functional modification.

PIN Entry Devices must be designed in such away to
prevent state of the art monitoring attacks, such as
radiation tapping, covered channel analysis etc. known
at the time of certification.

Each PIN Entry Device must be uniquely identifiable
within the Card-Accepting Scheme. Theinternal 1D
must not be changed after initialisation.

Based on a combination of adequate control procedures
during the production process and special features
available through design, it must be ensured at initial
key loading that a PIN Entry Deviceis authentic,
corresponds to a certified construction and is |oaded
with acertified program.

Subsequent down-line loading of program updates must
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12.2.6.10

12.2.6.11

12.2.6.12

12.2.6.13

12.2.6.14

12.2.6.15

12.2.6.16

12.2.6.17

only take place after origin authentication. This
requirement applies only to security related servicesin
PIN Entry Devices.

Transmission of the clear text PIN from the PIN Entry
Device keyboard to the circuitry where it will be
enciphered must take place within the boundaries of the
PIN Entry Device. The transmission medium (cable,
wire) between the PIN Entry Device keyboard and the
encipherment circuitry must be highly physically
protected and prohibit installation of tapping devices.

The PIN must be enciphered within the device using an
approved ISO (see next) algorithm and PIN block
format.

In order to obtain secure transfer of the transaction PIN,
PIN block encipherment must use one of the following:

* a"unigue key per transaction" scheme as specified
in ISO 9564-1,

* adouble length key as specified in 1ISO 11568-2,

* atechnique guaranteeing at least the same
cryptographic strength.

Data and keys must only be used in the PIN Entry
Device for which they were originally intended.

A PIN Entry Device must only be placed in service if
there is an assurance that the equipment has not been
subject to unauthorized modifications or tampering.

A PIN Entry Device should be recognised as a genuine
certified device.

Successful penetration of the device must not permit
disclosure of any previously entered Transaction PIN
(i.e. prevent backtracking).

There must be no feasible way to determine any past
key given the knowledge of any data which had been
transmitted to or from the device while in operational
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service.

12.2.7 Date and Time Processing

12.2.7.1 Support of areal-time clock with battery backup is
required. The load device must synchronize its clock to
ensure that it contains a date and time that is within 4
hours for the actual date and time.

12.2.8 Power Failure

12.2.8.1 Incase of apower loss during atransaction, the load
device must notify the load acquirer host about the
status of the transaction either immediately or on
resumption of power. If all load acquirer processing is
in asingle device this notification will not occur.

12.2.8.2 If the card isfully contained within the load device, the
device must gect the card in case of apower failure.
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13. Load Acquirer Processing - Load
Transactions

Load is an on-line transaction initiated by aload device and sent to
the card issuer host system. The amount actually loaded may be
verified by the cardholder using a monitoring device or the load
device.

The load device determines the currency to be used prior to the
start of the transaction. If the load device supports multiple load
currencies the cardholder selects the currency to be loaded. The
load device uses the CEP Inquiry command to determine the
current and maximum balances in the slots in the CEP card for the
currency or currencies it supports. The balance information is used
to display the current balance and the maximum amount that can
be added to the dot. If thereisno slot in the CEP card for the
specified currency, the CEP card responds to the CEP Inquiry with
a status code that identifies this condition to the load device. This
status code also reflects whether there is an empty slot available for
loading a new currency. If the currency does not exist in the CEP
card and there is no empty slot available, the load device may
prompt the cardholder to initiate a currency exchange transaction,
otherwise, normal processing of the transaction must be stopped
and exception processing followed.

Load transactions use two commands: Initialize for Load and
Credit for Load. The Credit for Load command must be preceded
by a successful Initialize for Load command.

At the completion of each successful Credit for Load command,
the CEP card must update its internal transaction log.

The flow in Figure 13 shows an interaction between the load
device and the CEP card for load processing. Other flows are
possible as long as they meet the requirements in this specification.
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Figure 13- Load Processing
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13.1 Normal Processing

13.1.1 Initiate Transaction

The initiate transaction process consists of':

Application Selection.

» Determination of the currency and the maximum balance.

+ Determination of the source of funds.

» Verification of off-line PINs (if off-line PIN processing
selected for linked loads).

* Thelnitialize for Load command.

e Creation of the S; MAC.

13111

13.1.1.2

13.1.1.3

13114

Generation and use of R; for unlinked |oads.

At attended load devices, cardholder decisions may be
entered by the device operator. PINs must be entered
by the cardhol der.

If the CEP card has not been reset after being inserted in
the load device or if the CEP application has not been
selected, the processing described in section 8.5 must
occur.

If the load device supports multiple currencies, the
cardholder must be allowed to select the currency to be
loaded.

The load device must use the CEP Inquiry command
described in section 8.7.1 to determine the current and
maximum balances for the currency to be used for this
transaction. Retrieval of thisinformation from the CEP
card may occur before the cardholder chooses the
currency of the transaction, and in that case, the current
and maximum balances for all currencies supported by
both the load device and the CEP card must be
obtained.
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13.1.1.5

13.1.1.6

13.1.1.7

If a maximum bal ance has been established in the card
for the currency to be loaded, the cardholder must not
be able to enter aload amount greater than the
maximum bal ance minus the current balance.

If the currency to be loaded is not a currency already
assigned to aglot in the CEP card, no maximum
balanceis available for display. The load device may
issue a CEP Inquiry command (see Table 25) to obtain
an reference maximum balance (REFBALmMax) ina
reference currency selected by the card issuer. The
reference currency should be awidely used currency to
maximize the likelihood that the it will be recognized
by load devices worldwide. The load device may use
this estimated maximum balance in the display to the
cardholder. If the reference currency is not the load
currency, it must be converted before being used. The
load acquirer must establish the currency conversion
rate to be used. Theload device must indicate to the
cardholder that thisis an estimated maximum balance
and should not limit the cardholder to values based on
this maximum.

If the application profile (APcep) indicates that the CEP
card supports both linked and unlinked loads, the load
device must prompt the cardholder to determine which
Isrequested. If the load device only supports linked
load or only supports unlinked load, the load device
must ensure that the card supports that type of load by
looking at the CEP card application profile.

The load device must determine the source of funds for
aload transaction through an interaction with the
cardholder.

For alinked load, aload device that supports account
selection must check the application profile (APcep) in
the CEP card to see if account selection is supported by
the CEP card. If account selection is supported, the
load device should prompt the cardholder to indicate
whether the source of funds is a debit, credit, or deposit
account.

For an unlinked load, the source of funds must be one
of the following:



158

May 2000
CEPS Technica Specification version 2.2

13.1.1.8

» afunding application on the CEP card; the load
device may prompt the cardholder to indicate
whether the source of fundsis a debit, credit, or
deposit account.

» afunding application on another card; the load
device may prompt the cardholder to indicate
whether the source of fundsis a debit, credit, or
deposit account.

* cash.
The funding application must not be a CEP application.

If the source of fundsis afunding application, the load
device reads information from the funding application.
The processing of cardholder identification for afunds
request for an unlinked load is outside of the scope of
this document. This processing is addressed in
documents describing the funding application.

The physical handling of cash is outside of the scope of
this document.

Cards supporting linked loads must allow on-line PINS,
and must support off-line PINsin either cleartext or
encrypted form or both. The application profile
(APcep) indicates the type(s) of off-line PIN supported
by the CEP card.

For alinked load, the load device must obtain a PIN
from the cardholder and determine if on-line or off-line
PINs are to be used.

From the APcep, the load device determines the type(s)
of PIN supported by both the card and the |oad device,
and selects one of the mutually supported types.

If the selected PIN type is on-line, the PIN must be
encrypted and sent to the card issuer for validation.

If off-line PIN processing is selected, the load device
must authenticate the cardholder by sending the PIN in
unencrypted or encrypted form to the CEP card using
the Verify command. If the PIN is encrypted, the
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13.1.1.9

Verify command must be preceded by a Get Challenge
command. The result of the Verify command is
retained by the CEP card and should be sent to the card
issuer in the DDcep field. The Get Challenge and
Verify commands are coded as described in reference
8, EMV.

If encrypted PINSs are used, verification of the highest
level certificate uses the CA public key identified by the
version number (VKPca,ss) recovered from the FCI
returned in the response to the Select command (see
Table 16 - Response to Select Command). The CA
public key must be in the SAM of a secure PIN pad
used for encryption of PINS,

If the off-line PIN is blocked or if the off-line PIN is
entered incorrectly and there are no more attempts
allowed, the load acquirer must continue normal
processing of the transaction®.

The load device sends an Initidize for Load command
to the CEP card to begin the load process. The format
of the Initialize for Load command is shown in Table
79. Theformat of the response to the Initialize for Load
command is shown in Table 80. The status conditions
arein Table 81.

10 The off-line PIN must not be sent in the message to the card issuer. The reason that the
transaction is sent to the card issuer with an error is that this processing allows the card issuer to
respond to the message with a PIN unblock command.
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Table 79 - Initialize for Load Command
Field Content Length

CLA ‘90’ 1

INS ‘50’ 1

P1 ‘00’ 1

P2 ‘00’ 1

Lc Length of command data 1

Lceps The length of the CEPS data that follows. From the byte immediately 1

following this length field to, but not including, PDATA.

DTHRLpA Transaction date and time 5

CURR(pa Currency 3

IDLacq Identifies the load acquirer 4

IDLpa Load device ID 6

MLpa Amount to be loaded 4

PDATA Proprietary implementation data var

Le ‘00’ 1
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Table 80 - Initialize for Load Response data
Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, Lop.
IDiss,cep Issuer ID 4
IDcep Card identifier 6
DEXPcep Expiration Date 3
NTcep Transaction Number 2
S: Card MAC 8
Hcep 10 most significant bytes of the SHA-1 hash of transaction data 10
(including an Rcep generated by the CEP card that is unique for this
transaction).
Lop Length of discretionary data 1
DDcep Discretionary data -It is strongly recommended that DDcep include 0-32
NTiasTLoap, NTiasteancee, and the Pin verification results for all loads.
PDATA Proprietary implementation data var
SW1 Sw2 Status bytes 2
Table 81 - Status Conditions for Initialize for Load
SW1i SW2 Meaning
‘91’ ‘01 Application is not active
‘91’ ‘02’ Transaction Number (NTcep) has reached its limit
‘91’ ‘06’ Application has been deactivated
‘91’ ‘10’ CEP application is locked
‘94’ ‘01’ Currency specified cannot be loaded. The requested currency is not
established in a slot and there are no available slots.
‘94’ ‘02’ Load amount is too high (BALcep+Mpa>BALMAXcEep).

13.1.1.10 Theload device must not allow atransaction from a

CEP card that is has expired for load transactions. The
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131111

13.1.1.12

DEXPcep field must be equal to or later than the current
datein the load device. If the CEP card has expired for
load transactions, normal processing of the transaction
must be stopped and exception processing followed.

The load device may warn the cardholder if the CEP
application is about to expire.

If an unlinked load has been requested the LSAM must
perform the following steps:

Generate arandom number (Ry).

R1 will be used as a DES key and must be odd
parity.

Encrypt R; under a secret key known to next
processing node. R; may be transmitted in the PIN
block of transactions.

Generate 2 16 byte random numbers (R_sam and
R2, sam) for thistransaction. Create two SHA-1
hashes of transaction data and each random number
(Hisam) and (H2.sam). Only the 8 most significant
bytes of the hashes will be used. See section 6.5.1.7
for the contents of H_sam and H2, sam.

CreateaMAC (MAC_sanm) of the data elementsin
Table 82 using R; asthe MAC key. The MAC must
be created as described in reference 8, EMV. Only
the 4 most significant bytes of the generated MAC
will be used.

Set the ALGLsam t0 ‘01, indicating these
specifications for unlinked load security.
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Table 82 - Data Elements in the MAC of an Unlinked Load

Field Content Length
IDiss,cep Issuer ID 4
IDcep Card identifier 6
NTcep Transaction Number 2
CURR(pa Currency 3
IDLaco Identifier of the load acquirer 4
IDipa Identifier of the load device 6
Mipa Amount to be loaded 4
S1 MAC from the CEP card 8
Hcep The 10 most significant bytes of the SHA-1 hash of transaction data 10
(including an Rcep generated by the CEP card that is unique for this
transaction)

Hisam The 8 most significant bytes of the SHA-1 hash of transaction data 8
(including an Rsam uniquely generated by the LSAM for this
transaction)

H2.sam The 8 most significant bytes of the SHA-1 hash of transaction data 8
(including an R2,sam uniquely generated by the LSAM for this
transaction)

DDcep Discretionary data 0-32

13.1.1.13 Theload acquirer must assign a unique acquirer
generated identification number (REFNO) for this
transaction. For anon cash unlinked load, the messages
going to the card issuer and the funds issuer may have
different identification numbers.

13.1.1.14 Theload acquirer must communicate with the card
issuer and, for non cash unlinked loads, communicate
with the fundsissuer. The communication with the
funds issuer may precede, follow or be done in parallel
with the communication with the card issuer. The load
request must be logged. If parallel processing is used
and communications with the funds issuer is required,
the load acquirer must wait for both responses to
determine the subsequent processing.
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13.1.2 Communicate with Card Issuer
The communicate with card issuer process consists of:
» Sending the load request to the card issuer.
» Recelving aresponse from the card issuer.

13.1.2.1 The minimum information to be sent to the card issuer
islisted in Table 83.

Table 83 - Minimum Data Elements Sent to the Card Issuer for a Load Transaction

Field Content Length
Indicator - linked or unlinked load request var
AlDcep Scheme identifier 5-16
BALcep Balance prior to Load 4
BALmMaxcep Maximum slot balance (0 if new currency) 4
CNTRYpa Country of the load device 2
CURR(pa Currency 3
DDcep Discretionary data 0-32
DDscHeve Discretionary data required by the scheme 0-20
DEXPcep Expiration date 3
DOM_.pa Domain of the load device 1
DTHRLpa Transaction date and time 5
IDcep Card identifier 6
IDiss,cep Issuer ID 4
IDLacq Identifier of the load acquirer 4
IDLpa Identifier of the load device 6
MLpa Amount to be loaded 4
NTcep Transaction Number 2
REFNOaco.ss Acquirer identifier for the transaction 3
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S1

Signature from the CEP card

The following are sent for unlinked loads

ALG_sam Algorithm defining cryptographic approach between LSAM and card
issuer SAM. Set to ‘01’

DES(R1) Encrypted random number generated by LSAM using key known by
issuer or the next processing node

MAC_sam MAC of transaction data using R; as key

Hisam The 8 most signification bytes of a SHA-1 hash of transaction data
(including an Rsam uniquely generated by the LSAM for this
transaction)

H2.sam The 8 most significant bytes of a SHA-1 hash transaction data

(including an R2,sam uniquely generated by the LSAM for this
transaction)

The following may

be sent for linked loads

ACCTTYPE

Type of funding account - for linked loads

encrypt(PIN block)

Encrypted PIN block

13.1.2.2 The minimum information to be received from the card

issuer for approved transactions (CCiss = ‘0000’) is

listed in Table 84. If the transaction is not approved,

the items marked as “optional for declines” may not be

present. If a transaction is not approved by the card

iIssuer, exception processing (see section 13.2) must be

followed.
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Table 84 - Minimum Data Elements Sent by the Card Issuer to the Load Acquirer
on a Load Transaction

Field Content Length
BALmMaxss An optional maximum balance sent as an advice to the load acquirer 4
by the card issuer, if the amount to be loaded plus the current
balance (if there is one) is greater than the maximum balance the
card issuer will allow
CCiss Completion code 2
DDiss Discretionary data from issuer - optional for declines. If a new 0-64
currency is being established, BALmax, and CALPHA must be
included.
IDcep Card identifier 6
IDiss,cep Issuer ID 4
IDLaco Identifier of the load acquirer 4
IDipa Identifier of the load device 6
REFNOacqss | Acquirer transaction identifier 3
Sz MAC from issuer. Optional for declines For unlinked loads must 8
contain Hisawm for approvals. For declines, if present, must not
contain Hisawm.

13.1.3 Communicate with Funds Issuer
The communicate with funds issuer process consists of:
*  Sending the authorization request to the funds issuer.
* Recelving aresponse from the funds issuer.

13.1.3.1 Theload acquirer will only communicate with the funds
issuer if

+ thisisan unlinked load, and
* thesource of fundsis an account at the funds issuer.

13.1.3.2 The message to the funds issuer must contain an
indication that thisis afunds authorization for a CEP
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13.1.3.3

13.1.34

13.1.4 Credit CEP Card

load. The other information to be sent to the funds
Issuer is defined by the funding application.

The information to be received from the fundsissuer is
defined by the funding application.

If atransaction is declined by the funds issuer,
exception processing (see section 13.2) must be
followed.

The credit CEP card process consists of':

Processing of script messages from the card issuer.

e The Credit for Load command.

+ Notification of the cardholder of the results of the load
transaction.

» Participation in settlement for unlinked |oads.

This section will only be performed for approved transactions. If
either the card issuer or the funds issuer declines a transaction,
exception processing must be followed. Transactions approved by
the card issuer will have CCiss = ‘0000'.

13.14.1

13.1.4.2

13.1.4.3

For unlinked loads, the LSAM must release s, for
inclusion in the Credit for Load command.

If a funds request is sent to a funds issuer, this process
must not be performed before an approval is received
from the funds issuer. See section 13.2.2.9.

The load device must examine the response received
from the card issuer to see if it contains any script
messages. Any script message beginning with tag ‘71’
must be sent immediately to the CEP card. The format
and processing of the script messages is in reference 8,
EMV.

The Credit for Load command is sent to the CEP card
with P2 set to ‘00’. The format of the Credit for Load
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13.1.4.4

13.1.4.5

13.1.4.6

command is shown in Table 85. The format of the
response to the Credit for Load command is shownin
Table 86. The status conditions arein Table 87.

If the status condition from a Credit for Load command
is not ‘9000’ the response to the command consists only
of SW1 SW2 and no signatures are generated.

If the status condition from a Credit for Load command
Is ‘9000’ the CEP card must respond with aivVAC.

If the CEP application rejects the Credit for Load
command (the first byte of G&x b8 = 1), the CEP card
must also send&gp in the response. For unlinked
loads, the LSAM must verify &p in the response by
comparing, in a secure manner, a SHA-1 hash of the
Rcep in the CEP card response and other transaction
data (see section 6.5.1.7) with thegzkIsent by the CEP
card in the response to the Initialize for Load command.
If the CEP card rejects the Credit for Load command
exception processing (see section 13.2) must be
followed.

For linked loads, if there is no response to the Credit for
Load command, exception processing (see section 13.2)
must be followed.

For unlinked load, if there is no response to the Credit
for Load command, or if any other interruption in
processing occurs after thedsy has been released
from the LSAM, exception processing (see section
13.2) must be followed.
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Table 85 - Credit for Load Command Format

Field Content Length
CLA ‘90’ 1
INS ‘52’ 1
P1 ‘00’ — RLsam not in command, don't return Rcep 1

‘10’ — Risam in command, return Rcep
P2 ‘00’ - if the slot balance and, optionally, other data are to be updated 1
(S2 must be present)
‘80’ - if nothing is to be updated (S, must not be present, P1 must be
‘00")
‘81’ - if the slot balance is not to be updated, but other data is to be
updated (S2 must be present, P1 must be ‘00’)
Lc Length of command data 1
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, Lopp.
CCiss Completion code (fill with ‘FFFF’ if response not received from card 2
issuer)
Sz Card Issuer MAC - optional for declines - must be present if DDiss is Oor8
present and must include CCiss.
Data used to create MAC must include Hysam for approved unlinked
loads. Data used to create MAC for declines and approved linked
loads must not include Hisawm.
Risam Random number from LSAM - only present for approvals of unlinked Oor16
loads.
Lop Length of discretionary data 1
DDiss Discretionary data from issuer - optional for declines 0-64
PDATA Proprietary implementation data var
Le ‘00’ 1
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Table 86 - Credit for Load Response Format
Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
BALcep Slot balance after load - unchanged if P2 is not equal to ‘00’ 4
CCrrx Transaction completion code 2
S3 Final MAC from CEP card 8
Rcep Proof of no transaction (included only if load failed and a P1 =‘'01’, a Oor16
P2 =00’ and R sam Were sent in the Credit for Load command)
PDATA Proprietary implementation data var
SW1 Sw2 Status bytes 2

Table 87 - Status Conditions for Credit for Load

SW1

Sw2

Meaning

‘95’

‘80’

Command out of sequence (load not allowed).

13.1.4.7

13.1.4.8

13.1.4.9

Any script commands received from the card issuer
beginning with a tag ‘72’ must be sent to the CEP
application after the Credit for Load command is
completed. The format and processing of script
messages is in reference 8, EMV.

If the transaction was successful (first byte ofRC=

‘00’), a transaction completion message may be sent to
the card issuer. The format of the transaction
completion message is irable 90 - Minimum Data to

be Included in a Transaction Completion Message to

the Card Issuer.

The information in the completion message is combined
with the information already logged to create the final
log for the transaction. A log of all load transactions
must be maintained by the load acquirer regardless of
completion status for the period of time defined by the
scheme provider.
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13.1.4.10 If the transaction was a successful unlinked load, the

13.1.4.11

load acquirer must participate in the settlement process
with the card issuer. If the transaction was a successful
non cash unlinked load, the load acquirer must
participate in the settlement process with the funds
issuer. Theload acquirer is due funds from the funds
issuer for successful non cash unlinked loads and owes
funds to the card issuer for all successful unlinked
loads.

If the transaction was not successful the exception
processing in section 13.2 must be performed.

13.1.5 Notification to Cardholder

13151

13.15.2

13.1.5.3

The load device must notify the cardholder of the
results of the transaction.

If CCissisnot equal to zero, this must be treated as an
error situation and the cardholder notified of the error.
In certain situations the card cardholder must be
notified of the specific error. These error conditions are
listed in Table 102 - Issuer Validations for Load.

If the load device is capable of producing a printed
receipt, the information in Table 88, at a minimum must
be provided to the cardholder

Table 88 - Cardholder Receipt Information

Field Content
Transaction type - Load
Source of funds
AUTHCODEFrunDs Authorization code - for unlinked loads with a funding application

BALcep

Slot balance after load

IDiss,cep & IDcep

CEP card number

DTHRLpa

Transaction date and time

IDLacq & IDipa

Load Acquirer and load device identification

Mipa & CURRpa

Transaction amount and currency
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13.2 Exception Processing

If an error occurs during a load transaction, all participantsin the
transaction must be notified of the error. The financia liability
must be adjusted to reflect the final results of the transaction.

The exception handling for linked loads and unlinked loadsis
different and is discussed in separate sections.

All script messages received from the card issuer must be sent to
the CEP card even if exception processing is performed.

13.2.1 Linked Load

The load acquirer must notify the card issuer if an error occurs to
allow card issuer processing to complete correctly. However, there
isno financial liability between the load acquirer and the card
issuer to be adjusted. The card issuer isresponsible for all

financia activity related to alinked load transaction.

13211

13.21.2

If an error occurs prior to sending the S; to the card
Issuer:

* Normal processing of the transaction must be
stopped.

¢ The cardholder must be informed that the
transaction has been terminated.

If thereis no response to the message sent to the card
issuer containing the S;:

* Normal processing of the transaction must be
stopped.

* An attempt must be made to obtain a proof of
transaction/no transaction from the CEP card. The
following sequence of commands must be sent to
the CEP card to get an S3:

1. Send a Credit for Load command with P2 = ‘80’
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13.2.1.3

(no updates to be performed) to the CEP card.

2. If the response to the Credit for Load command
is not SW1SW2 = ‘9000’, send another Credit
for Load command with P2 = ‘80’ (no updates
to be performed) to the CEP card.

3. If the response to the second Credit for Load
command is not SW1SW?2 = *9000’, send a Get
Previous Signature command to the CEP card.

The Credit for Load command is described in
section 13.1.4. The Get Previous Signature
command is described in section 8.7.4.

If the response to a Credit for Load or Get Previous
Signature command is SW1SW2 equal to ‘9000,
the response will contain an BIAC. Otherwise,

no S will be available.

A transaction completion message must be sent to
the card issuer. Transaction completion messages
are described in section 13.2.3. If anwas

obtained from the CEP card, it is included in the
message. The G&co in the message must be set to
‘0001’ (no valid response received from the card
issuer).

The cardholder must be informed that the
transaction has been terminated.

If the card issuer declines a load request and il S
not included in the response:

Normal processing of the transaction must be
stopped.

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing. If the card issuer included an
advisory maximum balance (BALmMgy that value
may be used to restart the transaction with a lower
amount.



174

May 2000
CEPS Technica Specification version 2.2

13.2.1.4 If the card issuer declines aload request and the S; is
include in the response:

Normal processing of the transaction must be
stopped.

A Credit for Load command must be sent to the

CEP card. P2 inthe command is setto ‘81". The
format of the Credit for Load command is shown in
Table 85. The format of the response to the Credit
for Load command is shown in Table 86. The
status conditions are in Table 87.

If an error occurs during processing of this Credit
for Load command, a transaction completion
message without ans $ust be sent to the card
issuer. Transaction completion messages are
described in section 13.2.3. The k& in the
message must be set to ‘0002’ (data update failed).

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.

13.2.1.5 If the card issuer approves an linked load request, then
two error situations can occur:

1. A command unsuccessful response (SW1SW2 not

equal to ‘9000’ or SW1SW?2 equal to ‘9000’ and the
first byte of CGrx b8 = 1) is received from the CEP
card. In this case,

* Normal processing of the transaction must be
stopped.

* A transaction completion message must be sent
to the card issuer. Transaction completion
messages are described in section 13.2.3. If an
Sz was obtained from the CEP card, it must be
included in the message. The Gé&g in the
message must be ‘0003’ (error response from
CEP card).
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The cardholder must be informed that the
transaction has been terminated and the reason
for the termination. See section 13.1.5 for a
description of this processing.

2. If noresponseisreceived from the CEP card:

Normal processing of the transaction must be
stopped.

An attempt must be made to get a proof of no
transaction (S3) from the CEP card. The
following sequence of commands must be sent
to the CEP card to get an S3:

— Resend the Credit for Load command
without changes to the CEP card.

— If the response to the Credit for Load
command is SW1SW2 = ‘9580’ (out of
sequence), send a Get Previous Signature
command to the CEP card.

The Credit for Load command is described in
section 13.1.4. The Get Previous Signature
command is described in section 8.7.5.

The response to a successful Credit for Load or
Get Previous Signature command will contain
an S MAC. If the command was not successful
or if the CEP card is no longer present, o S
will be available.

A transaction completion message (containing
the S if received from the CEP card) must be
sent to the card issuer. See section 13.2.3 for a
description of this processing. The Ggg in

the message must be set to ‘0003’ (error
response from CEP card) or ‘0004’ (no response
from the CEP card).

The cardholder must be informed that the
transaction has been terminated and the reason
for the termination. See section 13.1.2 for a
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description of this processing.
13.2.2 Unlinked Load

In the case of unlinked loads, financial obligations occur between
the load acquirer and the card issuer and, for non cash unlinked
loads, between the load acquirer and the fundsissuer. Thefina
financial liability must reflect the final results of the transaction.
The generation of Ry, R sam and R2.sam by the LSAM begins the
process of controlling financial liability as the shared R; and shared
SHA-1 hashes of R sam and R2, sam are used to establish the proof
of avalid communication between the card issuer and the load
acquirer and between the load acquirer and the CEP card. The load
acquirer must ensure that once generated, R1, R sam and R2 sam
are used for only one transaction even if the transaction does not
compl ete successfully.

13.2.2.1 If anerror occurs prior to sending the S; to the card
Issuer:

* Normal processing of the transaction must be
stopped.

¢ |f the LSAM has generated R1, Risam and R2 sam,
the load acquirer must ensure that these random
numbers cannot be used for another transaction.

¢ The cardholder must be informed that the
transaction has been terminated.

13.2.2.2 If thereis no response to the message sent to the card
Issuer containing the S;:

* Normal processing of the transaction must be
stopped.

* An attempt must be made to obtain a proof of
transaction/no transaction (Sg) from the CEP card.
The R2_ sam must be obtained from the LSAM.
After the LSAM hasreleased R2, sawm, al of the
LSAM random numbers for the transaction (R,
Risam and R2, sam) must no longer be usable. The
following sequence of commands must be sent to
the CEP card to get an S;:
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13.2.2.3

1. Send a Credit for Load command with P2 = ‘80’
(no updates to be performed) to the CEP card.

2. If no response is received from the CEP card,
send another Credit for Load command with P2
= '80’ (no updates to be performed) to the CEP
card.

3. If the response to the second Credit for Load
command is not SW1SW?2 = *9000’, send a Get
Previous Signature command to the CEP card.

The Credit for Load command is described in
section 13.1.4. The Get Previous Signature
command is described in section 8.7.4.

If the response to a Credit for Load or Get Previous
Signature command is SW1SW2 equal to ‘9000,
the response will contain an BIAC. Otherwise,

no S will be available.

A transaction completion message must be sent to
the card issuer. Transaction completion messages
are described in section 13.2.3. If anas

obtained from the CEP card, it is included in the
message. The R&w generated by the LSAM for
this error must be included in the message. The
CCiacq in the message must be set to ‘0001’ (no
valid response received from card issuer).

No funds are due to the card issuer.

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.

If the card issuer declines a load request and ile S
not included in the response:

Normal processing of the transaction must be
stopped.

The load acquirer must ensure that theRRsam
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and R2, sam, generated for the transaction, are not
used for another transaction.

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing. If the card issuer included an
advisory maximum balance (BALmaxss) that value
may be used to restart the transaction with alower
amount.

No funds are due the card issuer.

13.2.2.4 If the card issuer declines aload request and the S; is
included in the response:

Normal processing of the transaction must be
stopped.

The load acquirer must ensure that the Ry, R sam
and R2, sam, generated for the transaction, are not
used for another transaction.

A Credit for Load command must be sent to the

CEP card. P2 inthe command is setto ‘81'. The
Risam must not be released by the LSAM. The
format of the Credit for Load command is shown in
Table 85. The format of the response to the Credit
for Load command is shown in Table 86. The
status conditions are in Table 87.

If an error occurs during processing of this Credit
for Load command, a transaction completion
message without ans 8nd without an RZam must
be sent to the card issuer. Transaction completion
messages are described in section 13.2.3. The
CCiaco in the message must be set to ‘0002’ (data
update failed).

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.
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13.2.2.5

13.2.2.6

* No funds are due the card issuer.

If the card issuer approves aload request but the

application rejects it (SW1 SW2 equal to ‘9000’ and the
first byte of CGgrx not equal to ‘00’) and thedge

received in the response from the card validates
correctly:

* Normal processing of the transaction must be
stopped.

* A transaction completion message must be sent to
the card issuer. Transaction completion messages
are described in section 13.2.3. TheBtained
from the CEP card in the response to the Credit for
Load command must be included in the message.
The CGacq in the message must be set to ‘0003’
(error response from CEP card).

* The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.

* No funds are due the card issuer.

If the card issuer approves a load request and

* acommand unsuccessful response (SW1SW2 not
equal to ‘9000’ or SW1SW?2 equal to ‘9000’ and the
first byte of CGgrx not equal to ‘00’) is received
from the CEP card, and

* the 10 most significant bytes of the SHA-1 hash of
the Reep received in the response from the card and
other transaction data (see section 6.5.1.7) does not
match the Hgp received from the CEP card in the
Initialize for Load response (if SW1 SW2 equal to
‘9000’) or no Repis returned by the CEP card (if
SW1 SW2 not equal to ‘9000’), or if it is not
possible to verify the &p,

the transaction must be considered successful. Funds
are not returned to the cardholder and the card issuer is
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13.2.2.7

due funds from the load acquirer.

A transaction completion message must be sent to the

card issuer as notification of a suspect transaction.
Transaction completion messages are described in

section 13.2.3. If an Sg was obtained from the CEP

card, it must be included in the message to the card

issuer. The CCacq in the message must be set to

‘0000’ (transaction successful). The suspect transaction
indicator in the message must be set on.

If the card issuer approves a load request and there is an
interruption in processingafter the Rsau leaves the

device containing the LSAM, the Credit for Load
command must be resent, without changes, to the CEP
card. Three situations can then occur:

1. If the response to the Credit for Load command
received from the CEP card has an SW1SW2 =
‘9000’, normal processing is resumed.

2. If no response is received from the CEP card or the
response from the CEP card is not ‘9580’ (Out of
sequence), the transaction must be considered
successful. Funds are not returned to the cardholder
and the card issuer is due funds from the load
acquirer.

A transaction completion message must be sent to
the card issuer as notification of a suspect
transaction. Transaction completion messages are
described in section 13.2.3. Ne&ill be obtained
from the CEP card, to be included in the message.
The CGacq in the message must be set to ‘0000’
(transaction successful). The suspect transaction
indicator in the message must be set on.

3. Ifan SW1SW2 = ‘9580’ (Out of sequence) is
received from the CEP card, a Get Previous
Signature command is sent to the CEP card.

11 |f the LSAM is at the load device, this interruption would be no response from the CEP card. If the
LSAM is at the load acquirer host, this interruption would be no response from either the CEP card or
the load device.
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a) If avalid Reepisreceived from the Get Previous
Signature command:

* Normal processing of the transaction must
be stopped.

* A transaction completion message must be
sent to the card issuer. The S; obtained from
the CEP card must be included in the
message. The CCypacq is set to ‘0003’ (error
response from the card).

e The cardholder must be informed that the
transaction has been terminated.

* The card issuer is not due funds.

b) If a valid Reep is not received from the Get
Previous Signature command, the transactions
must be considered successful. Funds are not
returned to the cardholder and the card issuer is
due funds from the load acquirer.

A transaction completion message must be sent
to the card issuer as notification of a suspect
transaction. Transaction completion messages
are described in section 13.2.3. If ansS

obtained from the CEP card, it must be included
in the message. The CLeq in the message

must be set to ‘0000’ (transaction successful).
The suspect transaction indicator in the message
must be set on.

13.2.2.8 If no response is received from the funds issuer and
either (1) a load request message was not sent to the
card issuer or (2) the card issuer declined the load
request:

* Normal processing of the transaction must be
stopped. Any exception processing specified in the
funding application specifications must be followed.

¢ The cardholder must be informed that the
transaction has been terminated and the reason for
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the termination. See section 13.1.5 for a description
of this processing.

13.2.2.9 If noresponseisreceived from the fundsissuer and a
load request message was sent to the card issuer and the
card issuer did not decline the load request:

* Normal processing of the transaction must be
stopped. Any exception processing specified in the
funding application specifications must be followed.

* An attempt must be made to obtain a proof of
transaction/no transaction (Sg) from the CEP card.
The R2, sam must be obtained from the LSAM.
After R2, sam isobtained from the LSAM, Ry,
Risam and R2_.sam must no longer be usable. The
RLsam must not have been released by the LSAM
before this point in the processing as R2, sam must
not be released if R saw has been released. The
following sequence of commands must be sent to
the CEP card to get an S3:

1. Send a Credit for Load command with P2 = ‘80’
(no updates to be performed) to the CEP card.

2. If no response is received from the CEP card,
send another Credit for Load command with P2
= '80’ (no updates to be performed) to the CEP
card.

3. If the response to the second Credit for Load
command is not SW1SW?2 = *9000’, send a Get
Previous Signature command to the CEP card.

The Credit for Load command is described in
section 13.1.4. The Get Previous Signature
command is described in section 8.7.4.

If the response to a Credit for Load or Get Previous
Signature command is SW1SW2 equal to ‘9000,
the response will contain an BIAC. Otherwise,

no S will be available.

* Areversal message must be sent to the funds issuer.
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The minimum data to be sent in this message is
listed in Table 89.

A transaction completion message must be sent to
the card issuer. Transaction completion messages
are described in section 13.2.3. If an Sz was
obtained from the CEP card, it must be included in
the message. The R2 saw generated by the LSAM
for this error must be included in the message. The
CCiacq in the message must be set to ‘0006’ (no
funds available for load).

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.

The card issuer is not due any funds.

Table 89 - Minimum data to be Included in the Reversal Message to the Funds

Issuer
Field Contents Length
Indicator that this is a reversal of a CEP card load and the reason for var
the reversal
Reversal data defined by the funding application var

13.2.2.10 If the funds issuer declines a transaction and a load
request message was not sent to the card issuer:

Normal processing of the transaction must be
stopped.

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.

13.2.2.11 If the funds issuer declines a transaction and a load
request message was sent to the card issuer:
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Normal processing of the transaction must be
stopped.

An attempt must be made to obtain a proof of
transaction/no transaction (Sg) from the CEP card.
The R2, sam must be obtained from the LSAM.
After R2, sam isobtained from the LSAM, Ry,
Risam and R2_.sam must no longer be usable. The
RLsam must not have been released by the LSAM
before this point in the processing as R2, sam must
not be released if R sam has been released. The
following sequence of commands must be sent to
the CEP card to get an S3:

1. Send a Credit for Load command with P2 =*80’
(no updates to be performed) to the CEP card.

2. If no response is received from the CEP card,
send another Credit for Load command with P2
= '80’ (no updates to be performed) to the CEP
card.

3. If the response to the second Credit for Load
command is not SW1SW?2 = *9000’, send a Get
Previous Signature command to the CEP card.

The Credit for Load command is described in
section 13.1.4. The Get Previous Signature
command is described in section 8.7.4.

If the response to a Credit for Load or Get Previous
Signature command is SW1SW2 equal to ‘9000,
the response will contain an BIAC. Otherwise,

no S will be available.

A transaction completion message must be sent to
the card issuer. Transaction completion messages
are described in section 13.2.3. If s

obtained from the CEP card, it must be included in
the message. The R2w generated by the LSAM

for this error must be included in the message. The
CCiacq in the message must be set to ‘0006’ (no
funds available for load).
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* The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 13.1.5 for a description
of this processing.

» Thecardissuer isnot due any funds.

13.2.2.12 If an error occurs after an authorization request has been
sent to afundsissuer and the card issuer is not due any
funds, areversal message must be sent to the funds
issuer. The minimum data to be sent in this message is
listed in Table 89.

13.2.2.13 If aload transaction does not compl ete successfully and
the card issuer is not due any funds, any cash collected
from the cardholder must be returned.

13.2.3 Transaction Completion Messages

Transaction completion messages are optional if atransaction
completes normal processing. Transaction completion messages
must be sent to the card issuer if any exception processing is
performed after the S; is sent to the card issuer.

Transaction completion messages may be informational or they

may have financial impact. All transaction completion messages

for linked loads are informational. Transaction completion

messages for unlinked load with a CCyacq of ‘0000’ indicate that

the card issuer is due funds for this transaction. The minimum data
In a transaction completion message for a load transaction is shown
in Table 90.
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Table 90 - Minimum Data to be Included in a Transaction Completion Message to
the Card Issuer for a Load Transaction

Field Contents Length
Indicator that this is a transaction completion message var
Indicator - linked or unlinked load var
AlDcep Identifier of the scheme 5-16
CClracq Status code from the load acquirer 2
CCrrx Status code from the CEP card 2
CURR(pa Currency 3
IDcep CEP card identifier 6
IDiss,cep Identifier of the card issuer 4
IDLaco Identifier of the load acquirer 4
IDLpa Identifier of the load device 6
Mipa Amount 4
NTcep Transaction number 2
R2.sam Random number generated by the LSAM - only present for unlinked 16
loads where the LSAM did not release Risawm for inclusion in the
Credit for Load command.
REFNOacaq,ss | Acquirer identifier for the load request message 3
S3 MAC from the CEP card (if available) 8
STI Indicator of a suspect transaction 1

13.3 Additional Requirements for Unlinked Loads

13.3.1 Processing Requirements

13.3.1.1 Theload acquirer must be able to be identified uniquely
by the card issuer. Two possible methods to
accomplish thisare:

(D) The entity that first receives the load request uses
the load acquirer identifier (ID_aco) in the load
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)

13.3.1.2

13.3.1.3

13.3.14

request to retrieve the decryption key for Ry, and the
decryption key retrieved is unique for the entity with
financial responsibility and there is node to node
identification of all entities between the load
acquirer and the card issuer.

Maintain the identifier for the load acquirer
(IDLacg) inthe LSAM for inclusion in the MAC
computation.

The load acquirer must ensure that only one of the
following events occur:

e TheS, and R sam are sent to the CEP card.

*  AnR2 sam issent to the card issuer.
R1 must never leave the LSAM in the clear.

The load acquirer must ensure that the Hcep used by the
LSAM to verify the Rcep from the CEP card are for the
same transaction. The load acquirer must also ensure
that each Hcep is only used once.

13.3.2 LSAM Hardware and Software Requirements

The LSAM must be a security module as defined below. In
addition, the LSAM must perform the cryptographic processing
and transaction control as specified in this document. A software

evauation

must be performed to guarantee the LSAM functions as

described in this document.

Because of the variety of possible load environments and devices,
the requirements do not specify where the LSAM must reside.
Also, while aLSAM may be an ICC, the requirements allow for
other implementations.

13321

13.3.2.2

A LSAM must be aphysically and logically protected
hardware device that provides a secure set of
cryptographic services.

All clear text keys must be physically protected against
disclosure and unauthorized modification within a
LSAM.
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13.3.2.3

13.3.24

13.3.25

13.3.2.6

13.3.2.7

13.3.2.8

A LSAM must be tamper resistant. The intent of the
tamper resistance isto protect designated information
from unauthorized disclosure, use or modification by
employing passive barriers. The LSAM must have a
negligible probability of being successfully penetrated
in such awas asto disclose al or part of any
cryptographic material, keys, or other data. It must be
protected by being tamper resistant to such a degree that
Its passive resistance is sufficient to make penetration
infeasible both in itsintended environment and when
taken to a specialized facility with specialized
equipment.

Controls must be in place to ensure that equipment is
not re-installed after a suspicious ateration of akey ina
LSAM has been detected until the LSAM has been
inspected and a reasonabl e degree of assurance has been
reached that the LSAM has not been subject to
unauthorized physical or functional modification.

LSAMs must be designed in such away to prevent state
of the art monitoring attacks, such as radiation tapping,
covered channel analysis, etc. known at the time of
certification.

Each LSAM must be uniquely identifiable within a
scheme.

Based on a combination of adequate control procedures
during the production process and special features
available through design , it must be ensured at initial
key loading that a LSAM is authentic, corresponds to a
certified construction and is loaded with a certified
program.

Subsequent down-loading of program updates must
only take place after origin authentication.
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14. Load Acquirer Processing -
Currency Exchange Transaction

Currency exchange changes value from one currency of the CEP
card into value in another currency. All or part of thevaluein a
slot may be changed to another currency. If the new (target)
currency aready occupies aslot in the CEP card, the new value
will be added to that slot. If the new currency does not already
exist in the CEP card, adot will be assigned. If the entirevaluein
the former (source) currency is exchanged, the source slot may be
assigned for the new currency.

If the amount in the source slot is not being exchanged in its
entirety, and the new (target) currency does not already exist in the
purse, and there is no empty slot available to be assigned, then the
currency exchange cannot be performed.

If adlot contains a zero balance (BALcep = 0), the slot can be
available for assigning to a new currency.

Currency exchangeis performed at aload device, and is aways on-
line to the card issuer.

The currency exchange of a small amount of one currency may
result in a zero amount in the new currency because of processing
fees.

Currency exchange transactions use two commands: Initialize for
Exchange and Currency Exchange. The Currency Exchange
command must be preceded by a successful Initialize for Exchange
command.

At the completion of each successful Currency Exchange
command, the CEP card must update its internal transaction log.

The flow in Figure 14 shows an interaction between the |oad
device and the CEP card for currency exchange processing. Other
flows are possible as long as the requirements in this specifications
are met.
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Figure 14 - Currency Exchange Processing

CEP card Load device

Initiate Reset
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Answer to Reset (ISO/EMV)

v

Select (EMV)
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Response to Select (Table 16)
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EP Inquir mmand - Any Currency (Table 23

Response to CEP Inquiry (Table 21)

v

CEP Inquiry command - Any Currency (conditional) (Table 23)

<

Response to CEP Inquiry (conditional) (Table 21)

v

CEP Inquiry command - Specific Currency (Table 20)

Response to CEP Inquiry (Table 21)

v

CEP Inquiry command - Specific Currency (conditional)
(Table 20)

A

Response to CEP Inquiry (conditional) (Table 21)

v

Initialize for Exchange command (Table 91)

Currency Exchange command (Table 96)

A

A

Response to Currency Exchange command (

v

lable 97)

14.1 Normal Processing

14.1.1 Initiate Transaction
The initiate transaction processing consists of :

* Application selection.
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+ Determination of the currenciesto be used for the transaction.

» Thelnitialize for Exchange command.

14111

141.1.2

141.1.3

141.1.4

141.15

141.1.6

If the CEP card has not been reset after being inserted in
the load device or if the CEP application has not been
selected, the processing described in section 8.5 must
occur.

If the application profile (APcgp) on the CEP card
indicates that currency exchangeis not supported,
normal processing of the transaction must be stopped
and exception processing followed.

The load device must use the CEP Inquiry command
described in section 8.7.1 to determine the balances and
maximum balances for the currencies applicable to this
transaction. For source currencies, the CEP Inquiry -
Any Currency command must be used. For target
currencies, the CEP Inquiry - Specific Currency
command must be used.

If the load device supports multiple currencies, the
cardholder must be allowed to select the target
currency. If the CEP card contains slots with multiple
currencies having a balance greater than zero, the card
holder must be allowed to select the source currency.

The cardholder must be allowed to select the amount of
the source currency to be exchanged.

The load device must send an Initialize for Exchange
command to the CEP card to begin the currency
exchange process. The format of thiscommand isin
Table 91. Theformat of the responseisin Table 92.
The error status conditions for the command arein
Table 93.
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Table 91 - Format of the Initialize for Exchange Command
Field Content Length
CLA ‘90’ 1
INS ‘50’ 1
P1 ‘03’ 1
P2 ‘00’ 1
Lc Length of command data 1
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
DTHRLpA Transaction date and time 5
CURRsource Currency of the source slot 3
IDLacq Identifier of the load acquirer 4
IDLpa Identifier of the load device 6
Mipa Amount to be converted, in source currency 4
CURRTARGET Currency of the target slot 3
PDATA Proprietary implementation data var
Le ‘00’ 1
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Table 92 - Response to Initialize for Exchange

Field Content Length

Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, Lop.

IDiss,cep Issuer ID 4

IDcep Card identifier 6

DEXPcep Expiration Date 3

NTcep Transaction Number 2

Lop Length of discretionary data 1

DDcep Discretionary data - it is strongly recommended that DDcegp include 0-32
NTLASTLOADv NTLASTCANCEL- Sl

PDATA Proprietary implementation data var

SW1 sw2 Status bytes 2
Table 93 - Status Conditions for Initialize for Exchange

SwWi1i SW2 Meaning

‘91’ ‘02’ Transaction counter has reached its limit

‘94’ ‘03’ Exchange amount too high

94’ ‘06’ No slot available

94’ 20’ Source currency does not exist

14.1.1.7 Theload acquirer must not terminate the transaction
based on the expiration date(DEX Pcep) returned in the
response to the Initialize for Exchange command.

14.1.1.8 Theload acquirer must log the minimum required data
received from the load device and a unique acquirer
generated identification number (REFNO) for this

transaction.
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14.1.2 Communicate with Card Issuer
The communicate with card issuer process consists of:
»  Sending the currency exchange request to the card issuer.
» Recelving aresponse from the card issuer.
14.1.2.1 After the currency exchange request has been logged,
the load acquirer will communicate with the card issuer.
The minimum information to be sent to the card issuer

islisted in Table 94.

Table 94 - Minimum Data Elements Sent to the Card Issuer by the Load Acquirer

for a Currency Exchange Transaction

Field Content Length
Indicator that this is a currency exchange request var
AlDcep Scheme identifier 5-16
BALmaxtarcer | Maximum balance of the target slot prior to the exchange (0 if new 4
currency).
BALsource Balance of the source slot prior to the exchange 4
BALtaARGET Balance of the target slot prior to the exchange (0 if new currency) 4
CNTRYpa Country of the load device 2
CURRsource Currency of the source slot 3
CURRTARGET Target currency 3
DDcep Discretionary data from the CEP card 0-32
DDscHemve Discretionary data for the scheme 0-20
DEXPcep Expiration date 3
DOM_.pa Domain of the load device 1
DTHRLpA Transaction date and time 5
IDcep Card identifier 6
IDiss.cep Issuer ID 4
IDLaco Identifier of the load acquirer 4
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IDLpa Identifier of the load device 6
Msource Amount to be converted from the source slot 4
NTcep Transaction Number 2
REFNOacq,ss | Acquirer id for this transaction 3

141.2.2

The minimum information received from the card issuer

for approved transactionsislisted in Table 95. If the
transaction is not approved, the items marked as
“optional for declines” may not be present. If a
transaction is not approved by the issuer, exception

processing (see section 14.2) is followed.

Table 95 - Minimum Data Elements Received from the Card Issuer on a Currency

Exchange Transaction

Field Content Length

CCiss Response code 2
DDiss Discretionary data from issuer - optional for declines - it is strongly 0-64

recommended that DDiss include BALSOURCE, BALTARGET, So. If a new

currency is being established, BALmaxrarcer, and CALPHATArGET

must be included.
IDcep Card number 4
IDiss,cep Issuer ID 4
IDLacq Identifier of the load acquirer 4
IDLpa Identifier of the load device 6
Mmaxiss An optional exchange amount sent as an advice to the load acquirer 4

by the card issuer, if the amount to be exchanged (in the source

currency) plus the current balance of the target slot (if there is one) is

greater than the maximum balance the card issuer will allow for the

target currency. This field is only present for declines.
REFNOAacq,ss Acquirer id for this transaction 3
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14.1.3 Exchange Currencies on CEP card
The exchange currencies process consists of
» Processing of script messages from the card issuer.
* The Currency Exchange command.

* Notification of the cardholder of the results of the currency
exchange transaction.

This section will only be performed for approved transactions. If
the card issuer declines a request, exception processing must be
followed.

14.1.3.1 Theload device must examine the response received
from the card issuer to seeif it contains any script
messages. Any script message beginning with tag ‘71’
must be sent immediately to the CEP card. The format
and processing of script messages is in reference 8,
EMV.

14.1.3.2 The load device sends a Currency Exchange command
to the card. The format of the Currency Exchange
command is shown in Table 96. The format of the
response to the Currency Exchange command is shown
in Table 97. Status conditions are in Table 98.
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Table 96 - Format of the Currency Exchange Command

Field Content Length
CLA ‘90’ 1
INS ‘56’ 1
P1 ‘00’ 1
P2 ‘00’ 1
Lc Command data length 1
Lceps The length of the CEPS data that follows. From the byte immediately 1

following this length field to, but not including, Lopp.
CCiss Status from the card issuer - (fill with ‘FFFF’ if no response from the 2
card issuer)
Lob Length of discretionary data 1
DDiss Discretionary data from issuer - optional for declines 0-64
PDATA Proprietary implementation data var
Le ‘00’ 1
Table 97 - Currency Exchange Response Format
Field Content Length
Lceps The length of the CEPS data that follows. From the byte immediately 1
following this length field to, but not including, PDATA.
CCrrx Completion code 2
Ss3 Signature of the CEP 8
BALcep,source Slot balance after currency exchange 4
BALcep TARGET Slot balance after currency exchange 4
PDATA Proprietary implementation data var
SW1 Ssw2 Status bytes 2
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Table 98 - Status Conditions for Currency Exchange Command

SW1

Sw2

Meaning

‘94’

‘04’ Value out of range

‘95’

‘80’ Command out of sequence (currency exchange not allowed)

14.1.3.3

14.1.3.4

14.1.3.5

14.1.3.6

Any script commands received from the card issuer
beginning with tag ‘72’ must be sent to the CEP
application after the Currency Exchange command is
completed. The format and processing of script
messages is in reference 8, EMV.

If the transaction was successful, a transaction
completion message may be sent to the card issuer. The
format of the transaction completion message is in

Table 100 - Minimum Data to be Included in an

Transaction Completion Message to the Card I ssuer for

a Currency Exchange Transaction.

The information in the completion message is combined
with the information already logged to create the final
log for the transaction. A log of all currency exchange
transactions must be maintained by the load acquirer,
regardless of completion status, for the period of time
defined by the scheme provider.

If the transaction was not successful, the exception
processing in section 14.2 must be performed.

14.1.4 Notification to Cardholder

14141

14.1.4.2

14.1.4.3

The load device must notify the cardholder of the
results of the transaction.

If CCiss is not equal to zero, this must be treated as an
error situation and the cardholder notified of the
specific error. These error conditions are listedable
104 - Issuer Validations for Currency Exchange.

If the load device is capable of producing a printed
receipt, the information in Table 99, at a minimum must
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be provided to the cardholder.

Table 99 - Cardholder Receipt Information

Field

Content

Transaction type - Currency Exchange

BALcep,source

New slot balance for source currency

BALcep TARGET

New slot balance for target currency

IDiss,cep & IDcep

CEP card number

DTHRLDpA

Transaction date and time

IDiacq & IDLpa

Load acquirer and load device Identification

Mipa & CURR|pa

Source transaction amount and currency

14.2 Exception Processing

14.2.1 Exception Conditions

The load acquirer must notify the card issuer if an error occurs to
allow card issuer processing to complete correctly. However, there
isno financial liability between the load acquirer and the card
Issuer to be adjusted. The card issuer isresponsible for all

financial activity related to a currency exchange transaction.

All script messages received from the card issuer must be sent to
the CEP card even if exception processing is performed.

14.2.1.1 If anerror occurs prior to sending the request to the card
Issuer:

* Normal processing of the transaction must be
stopped.

¢ The cardholder must be informed that the
transaction has been terminated.

14.2.1.2 If thereisno response to the message sent to the card
issuer:




200

May 2000
CEPS Technica Specification version 2.2

Normal processing of the transaction must be
stopped.

An attempt must be made to get a proof of no
transaction (S3) from the CEP card. The following
sequence of commands must be sent to the CEP
card to get an Sg:

1. Send aCurrency Exchange command to the
CEP card. CCiss must be equal to ‘FFFF'.

2. If there is no response from the CEP card, send
another Currency Exchange command to the
CEP card. C(gs must be equal to ‘FFFF'.

3. If the response to the second Currency Exchange
command is not SW1SW2 = ‘9000’, send a Get
Previous Signature command to the CEP card.

The Currency Exchange command is described in
section 14.1.3. The Get Previous Signature
command is described in section 8.7.5.

The response to a successful command will contain
an S MAC. If the command was not successful or
if the CEP card is no longer present, nangl be
available.

A transaction completion message must be sent to
the card issuer. Transaction completion messages
are described in section 14.2.2. If annas

obtained from the CEP card, it must be included in
the message. The CLeq must be set to ‘0001’ (no
valid response received from the card issuer).

The cardholder must be informed that the
transaction has been terminated.

If the card issuer declines a currency exchange request
and there is no Djg; field included in the response :

Normal processing of the transaction must be
stopped.
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The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 14.1.4 for a description
of thisprocessing. If the card issuer included an
advisory maximum exchange limit (Mmax,ss) that
value may be used to restart the transaction with a
lower amount.

14.2.1.4 If the card issuer declines a currency exchange request
and thereisa DD,ss field included in the response:

Normal processing of the transaction must be
stopped.

A Currency Exchange command must be sent to the
CEP card. Theformat of the Currency Exchange
command is shown in Table 96. The format of the
response to the Currency Exchange command is
shownin

Table 97. The status conditions arein Table 98.

If an error occurs during processing of this Currency
Exchange command, a transaction completion

message without an S; must be sent to the card

issuer. Transaction completion messages are

described in section 14.2.2. The CCacq inthe
message must be set to ‘0002’ (data update failed).

The cardholder must be informed that the
transaction has been terminated and the reason for
the termination. See section 14.1.4 for a description
of this processing.

14.2.1.5 |If the card issuer approves a currency exchange request,
then two error situations can occur:

1. A command unsuccessful response (SW1SW2 not

equal to ‘9000’ or SW1SW?2 equal to ‘9000’ and the
first byte of CGgrx not equal to ‘00’) is received
from the CEP card. In this case,

* Normal processing of the transaction must be
stopped.
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A transaction completion message must be sent

to the card issuer. Transaction completion
messages are described in section 14.2.2. If an

Sz was obtained from the CEP card, it must be
included in the message. The CCpacq inthe
message must be ‘0003’ (error response from
CEP card).

The cardholder must be informed that the
transaction has been terminated and the reason
for the termination. See section 14.1.4 for a
description of this processing.

3. If no response is received from the CEP card:

Normal processing of the transaction must be
stopped.

An attempt must be made to get a proof of no
transaction (§ from the CEP card. The
following sequence of commands must be sent
to the CEP card to get ag:S

- Resend the Currency Exchange command
without changes to the CEP card.

— If the response to the Currency Exchange
command is SW1SW?2 = ‘9580’ (out of
sequence), send a Get Previous Signature
command to the CEP card.

The Currency Exchange command is described
in section 14.1.3. The Get Previous Signature
command is described in section 8.7.5.

The response to a successful Currency Exchange
or Get Previous Signature command will

contain an $MAC. If the command was not
successful or if the CEP card is no longer
present, no Swill be available.

A transaction completion message (containing
the S if received from the CEP card) must be
sent to the card issuer. See section 14.2.2 for a



May 2000 203
CEPS Technica Specification version 2.2

description of this processing. The CCiacqin
the message must be set to ‘0004’ (no response
from the CEP card).

» The cardholder must be informed that the
transaction has been terminated and the reason
for the termination. See section 14.1.4 for a
description of this processing.

14.2.2 Transaction Completion Messages

Transaction completion messages are optional if a transaction
completes normal processing. Transaction completion messages
must be sent to the card issuer if any exception processing is
performed after the;Ss sent to the card issuer.

All transaction completion messages for currency exchanges
transactions are informational. The minimum information to be
included in a transaction completion message for a currency
exchange transaction is shown in Table 100.
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Table 100 - Minimum Data to be Included in an Transaction Completion Message
to the Card Issuer for a Currency Exchange Transaction

Field Content Length
Indicator that this is a transaction completion message var
Indicator - currency exchange var
AlDcep Identifier of the scheme 5-16
CCrrx Status code from the CEP card 2
CCiraco Status code from the load acquirer 2
CURRsouRrce Source currency 3
CURRTARGET Target currency 3
IDcep CEP card identifier 6
IDiss cep Identifier of the card issuer 4
IDLacq Identifier of the load acquirer 4
IDLpa Identifier of the load device 6
Mipoa Amount - in source currency 4
NTcep Transaction number 2
REFNOacq,ss | Acquirer identifier for the currency exchange request message 3
S3 MAC from the CEP card (if available) 8
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15. Funds Issuer Processing

15.1 Unlinked Load Transactions

15.1.1 Normal Processing

15111

151.1.2

151.1.3

15114

A fundsissuer will receive funds authorization request
messages from the load acquirer. The information
received from the load acquirer will contain an
indication that thisis a CEP load request. The other
information received from the load acquirer is defined
by the funding application.

The fundsissuer will log the funds authorization
request.

The funds issuer will perform its normal processing for
afunds authorization request and respond to the load
acquirer. Theinformation to be sent to the load
acquirer is defined by the funding application.

The funds issuer will participate in settlement with the
load acquirer.

15.1.2 Exception Processing

15121

151.2.2

151.2.3

A fundsissuer may receive funds authorization reversal
messages from the load acquirer host. The minimum
data contained in that reversal islisted in Table 89 -
Minimum data to be Included in the Reversal Message
to the Funds Issuer.

The funds issuer will log the funds authorization
reversal.

The funds issuer will perform its normal processing for
afunds authorization reversal.
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16. Card Issuer Processing

16.1 Administrative Processing

16.1.1 Card Management

Table 101 identifies the principle CEP card application options that
are available to card issuers.

Table 101 - CEP Card Application Options

Option

Card Issuer

Number of slots supported

Card issuer option

Currencies supported

Card issuer option

Maximum balance per currency

Card issuer option

Expiration date for transactions

Card issuer option

Number of certificates used/ use of regional
public key

Required to follow scheme rules

CEP application lock/ unlock

Card issuer option

Aggregation of POS transactions

If the scheme supports aggregation, the card
issuer must ensure that the CEP card sets the
CPO appropriately.

Cancel Last Purchase

Card issuer option

Currency Exchange support

Card issuer option, but if multiple currencies
are supported, either currency exchange or
unload must be supported.

Unload supported

Card issuer option, but if multiple currencies
are supported, either currency exchange or
unload must be available.

Inclusion of funding account number in CEP
card

Card issuer option

Types of load supported: unlinked, linked or
both

Card issuer option

Authentication method supported

Card issuer option

Discretionary data processing

Card issuer option, following scheme guidelines
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16.1.2 Key Management

During the card personalization process, the data elements
containing card private keys and CA public keys are created and
stored in the non-volatile memory of the ICC. The card issuer must
adhere to the following requirements for managing these keys and
certificates.

16.1.2.1

16.1.2.2

16.1.2.3

16.1.2.4

16.1.2.5

16.1.2.6

16.1.2.7

An RSA key pair must be generated for use as the issuer
key. The key must have a minimum modulus length of
896 bits and a public key exponent of either 2, 3 or
2'%+1. The private key portion must never appear in
unencrypted form outside of a secure module.

If aregional certifying authority isin use, acertificate
must be obtained for the issuer public key signed by the
regional certifying authority private key.

If no regional certifying authority isin use, acertificate
must be obtained for the issuer public key signed by
each of the certifying authority private keys designated
by the schemes with which the card issuer has a
relationship.

An RSA key pair must be generated for each CEP card.
The key must have a modulus length greater than or
equal to 768bits and a public exponent of either 3 or
21%+1.

The CEP card private key must never appear in
unencrypted form outside of a secure module.

Each CEP card must be personalized with the CEP card
private key in a secure manner. It must not be possible
to retrieve this key from the CEP card, nor to alter this
key after the CEP card has been personalized.

A CEP card public key certificate must be generated
signed by the issuer private key.

A symmetric key for each CEP card must be generated
for use in generating and verifying the Ss MAC. This
key must never appear in unencrypted form outside of a
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secure module.

The CEP card must be personalized with the symmetric
MAC key. It must not be possible to retrieve this key
from the CEP card. Thiskey may be updated only if
the updates can be sent to the CEP card encrypted and
MACed.

16.1.2.8 A secret key must never appear in unencrypted form
outside of the CEP card or other secure module.

16.1.2.9 The card issuer must ensure that all CEP card keys are
placed onto the CEP card in a secure manner.

16.1.2.10 The card issuer must generate keysto be provided to
card suppliers and card personalizers to ensure the
security of un-personalized CEP cards and CEP card
secret data during transport.

16.2 Load Transactions

This section describes the minimum specifications for card issuer
processing for load transactions.

16.2.1 Normal Processing

16.2.1.1 The card issuer receives aload request from the load
acquirer. The minimum data contained in that request
islisted in Table 83 - Minimum Data Elements Sent to
the Card Issuer for a Load Transaction.

16.2.1.2 Thecard issuer must log all load requests.

16.2.1.3 The card issuer must perform any required currency
conversion for alinked load. The card issuer must
follow network rules for currency conversion for an
unlinked load.

16.2.1.4 The card issuer must validate the data received from the
load acquirer. Table 102 shows the validations that are
required and the value that CC;ss must be set to if there
IS an error.



May 2000

CEPS Technica Specification version 2.2

209

Table 102 - Issuer Validations for Load

Field Validation required CCiss Cardholder
if error Notification
Required
IDiss,cep and IDcep Must be an identifier of a card issued by the card ‘0001 No
issuer
CURR|pa Must be a currency supported by the card issuer ‘0002’ Yes
DEXPcep Must not be an expired CEP card ‘0003’ Yes
Must be a valid account and account type for this ‘0004 Yes
cardholder
Funding account must have sufficient funds for ‘0005’ Yes
load request (Linked load only.)
S Card MAC must be valid ‘0006’ No
PIN Block On-line PINs must be valid. (Linked load only.) ‘0007’ Yes
AlDcep Must be a scheme supported by the card issuer ‘0008’ Yes
Mupa Amount to be load exceeds maximum balance - ‘0009’ Yes
this will usually occur when a new currency is
being loaded and no maximum balance has been
established
MAC_sam Invalid LSAM MAC (unlinked load only) ‘000A’ No

other errors

‘00FA’ No

16.2.1.5

16.2.1.6

16.2.1.7

For alinked load, the card issuer must verify that the
account isavalid account and that funds are available
in the account for the amount of the requested |oad
amount.

The card issuer must create an Reep that is the same as
the Reep generated by the CEP card for this transaction.
The definition of Reep is acard issuer responsibility,
but Rcep must be unique for each transaction and must
be used to verify the MAC_sam.

The card issuer must validate the S; MAC and generate
an S, MAC. Except as noted below, the definition of
the contents of these MACsis acard issuer
responsibility. Table 103 providesalist of the
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recommended data elements for these MACs. The
recommended data elements for the S MAC, which the
card will generate after a successful load, isalso
included in this table for completeness.

16.2.1.8 The dataelements marked with an M (mandatory) in

Table 103 must be included in the S, MAC under
certain conditions. See section 18.1.100 for a
description of these conditions.

Table 103 - Data Elements for Load Signatures

Contents Length S1 S2 S3
BALcep - prior to transaction Balance of the slot prior to 4 v
completion
BALcep —after transaction Balance of the slot after 4 v v
completion
BALMAXcep - after transaction Maximum balance of the slot 4 v v

after completion

BALMAXcep - prior to transaction

Maximum balance of the slot 4 v
prior to completion

CCiss Completion code 2 M
CCrrx Transaction Completion code 2 v
CURR_pa Currency 3 v v
DDcep Discretionary data (Initialize 0-32 v v
for Load response)
DDiss Discretionary Data (Credit for 0-64 v
Load command)
DEXPcep Transaction Expiration Date 3 v
DTHRLDpA Transaction Date and time 5 v v
IDcep Identifier of the CEP card 6 v v v
IDiss.cep Identifier of the card issuer 4 v v v
IDraco Load Acquirer Identifier 4 v v
IDipa Load device Identifier 6 v v
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Mipa Transaction amount 4 v v
NTcep Transaction number CEP 2 v V12 v
S Card MAC 8 v
S Card issuer MAC 8
S3 Final card MAC 8
Hisam 8 most significant bytes of a 8 M
SHA-1 hash of transaction
data, including a random
number (Risam) generated by
the LSAM
Tlcep Transaction Indicator 1 v v v

16.2.1.9 If the off-line PIN verification for alinked load was not
successful because the PIN had been blocked, the card
issuer must decline the transaction with a CC,ss of
‘0007’. The PIN verification status in QJg» must
indicate this condition. The card issuer may use the
response message to unblock the PIN.

16.2.1.10 The card issuer must determine if a new BALggaxs
required. If the BALmayep is zero, the BALmMayp
must be established. If the BALmgx is not zero, the
issuer may establish a new BALmgx The new
BALmaxcep must be greater or equal to the current
balance on the card (BAkr) plus the amount to be
loaded (Mpa).

16.2.1.11 If the amount to be loaded (k) plus the current

balance on the card (BAkLp) is greater than the card
issuer determined BALmax, the card issuer may decline
the transaction with an G& of ‘0009’ and, optionally,
send an advisory BALmax in the response to the load
acquirer. No Sshould be sent in the response. If the
card issuer does not decline the transaction, a new
BALmMaxcep and an must be include in the response.

12 1f the NTcep is not included in the S; or if the S1 is not included in the Sz, then NTcer must be
included in the S2 to prevent replay.



212 May 2000
CEPS Technica Specification version 2.2

16.2.1.12 A new aphabetic currency code (CALPHA) must be
established for anew currency. A new alphabetic
currency code (CALPHA) may be established for an
existing currency.

16.2.1.13 If thisisan unlinked load, the card issuer must
* Recover the random number (Ry).

» Vadidate the MACy_sam by encrypting the data
elementslisted in Table 82 - Data Elementsin the
MAC of an Unlinked Load using the random
number (R;) asthe MAC key and comparing the
results to the value received from the load acquirer.
If the MACy_sanm isinvalid, the request must be
declined with an CC;ss of ‘000A’

The cryptography for MACs is described in section 6.5.

16.2.1.14 Script messages may be included in the response to the
load acquirer. The formatting of the script message is
described in reference 8, EMV.

16.2.1.15 The card issuer must format a message to be sent back
to the load acquirer and log that message. The
minimum data elements to be included in that message
are listed inrable 84 - Minimum Data Elements Sent by
the Card Issuer to the Load Acquirer on a Load
Transaction.

16.2.1.16 The card issuer must participate in settlement with the
load acquirer for unlinked loads and must update its
funds pools and reporting with the additional liability
incurred with the completed load.

16.2.1.17 Card history must be updated by the card issuer. All
transactions that affect card balance and liability change
must be retained by a card issuer for the period defined
by the scheme provider.

16.2.2 Exception Processing

16.2.2.1 |If the card issuer declines the transaction, the response
code in the message to the load acquirer must indicate
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16.2.2.2

16.2.2.3

16.2.2.4

that the transaction has been declined by setting the
value of CCiss to the value specified in Table 102 -
Issuer Validations for Load. The minimum datain the
message to the load acquirer isin Table 84 - Minimum
Data Elements Sent by the Card Issuer to the Load
Acquirer on a Load Transaction.

The card issuer may decline atransaction and include
updates to the CEP in the decline message.

The card issuer may receive transaction completion
messages (see Table 90 - Minimum Data to be Included

in a Transaction Completion Message to the Card

Issuer) with either an error status code (CCacq not

equal to ‘0000’) or the suspect transaction indicator set
on.

If the transaction is marked as successful (cgequal
to ‘0000’) and the suspect transaction indicator is on,
the card issuer is responsible for resolving the matter.
If the cardholder is due funds, it is the responsibility of
the card issuer to return the funds to the cardholder.

The next transaction for this CEP card should contain
the NT_astLoap Of the last successful load. This will
allow the card issuer to resolve any suspect
transactions.

If a card issuer receives a transaction completion
message with a an invalig #r any load transaction or
a transaction completion message with a bagAgi2

for an unlinked load transaction, the error should be
resolved through the scheme provider’s dispute
resolution process. The R2w can be validated by
computing an SHA-1 hash of the Rgy in the
transaction completion message and other transaction
data (see section 6.5.1.7) and comparing the 8 most
significant bytes of the computed hash to theds?
received in the load request message.

16.3 Currency Exchange Transactions

This section describes the minimum specifications for card issuer
processing for currency exchange transactions.
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16.3.1 Normal Processing

16.3.1.1 The card issuer receives a currency exchange request
from the load acquirer. The minimum data contained in
that request islisted in Table 94 - Minimum Data
Elements Sent to the Card Issuer by the Load Acquirer
for a Currency Exchange Transaction

16.3.1.2 Thecard issuer must log all currency exchange
requests.

16.3.1.3 The card issuer must validate the data received from the
load acquirer. Table 104 shows the validations that are
required.

Table 104 - Issuer Validations for Currency Exchange

Field Validation required CCiss Cardholder
if error Notification
Required
IDiss,cep and IDcep must be an identifier of a card issued by the card ‘0051’ No
issuer
CURRsource must be a currency supported by the card issuer ‘0052’ No
CURRTARGET must be a currency supported by the card issuer ‘0053’ Yes
AlDcep must be a scheme supported by the card issuer ‘0054’ No
S Card MAC must be valid ‘0056’ No
Msource Amount to be converted exceeds maximum ‘0057 Yes
balance
other error ‘00FA’ No

16.3.1.4 The card issuer must validate the S; MAC and generate
an S, MAC. Thedefinition of the contents of these
MACsisacard issuer responsibility. Table 105
provides the recommended contents of the S; and S;
MACs generated by the CEP card and the S, MAC
generated by the card issuer.




May 2000 215
CEPS Technica Specification version 2.2
Table 105 - Data Elements for Currency Exchange Signatures

Contents Length S1 S2 S3
BALcep source - prior to Balance of the source slot prior to 4 v
transaction completion
BALcep source -after Balance of the source slot after 4 v v
transaction completion
BALcep tarceT — after Balance of the target slot after 4 v v
transaction completion
BALcep TarRGET - prior to Balance of the target slot prior to 4 v
transaction completion
BALmMaxcep tarceT — after Maximum balance of the target 4 v v
transaction slot after completion
BALMAXcep tarceT - Prior to | Maximum balance of the target 4 v
transaction slot prior to completion
CCiss Completion code 2 v
CCrrx Transaction Completion code 2 v
CURRLDA,SOURCE Currency of source slot 3 v v
CURRU(DA TARGET Currency of target slot 3 v v
DDcep Discretionary data (Initialize for 0-32 v v

Exchange response)
DDiss Discretionary Data (Currency 0-64 v
Exchange command)

DEXPcep Transaction expiration date 1 v
DTHRLpa Transaction Date and time 5 v v
IDcep Identifier of the CEP card 6 v v
IDiss,cep Identifier of the card issuer 4 v v
IDiaco Load Acquirer Identifier 4 v v
IDLpa Load device Identifier 6 v v
Mipa Transaction amount 4 v v
NTcep Transaction number CEP 2 v v
S: Card MAC 8 v
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Tlcep

Transaction Indicator v V V

16.3.1.5 The card issuer must perform the currency conversion
for a currency exchange.

16.3.1.6 The card issuer must determine if anew
BALMaxtarcer is required. If the BALMaxtarcer is
zero, the BALmMaxtarcer Must be established. If the
BALmaxtarcer IS NOt zero, the issuer may establish a
new BALmMaxtarcer. The new BALmaxtarcer must be
greater to or equal than the current balance on the card
(BAL+arceT) plus the amount to be exchanged
(M source converted to target currency).

16.3.1.7 If theamount to be exchanged (M source converted to
target currency) plus the current balance on the card
(BAL+tarceT) is greater than the card issuer determined
BALmax, the card issuer may decline the transaction
with an CCss of ‘0057’ and, optionally, send an
advisory Mmaxss in the response to the load acquirer.
No DDiss should be sent in the response. If the card
issuer does not decline the transaction, a new
BALmaxtarcer and an DRzsmust be included in the
response.

16.3.1.8 A new alphabetic currency code (CALPHA) must be
established for a new currency. A new alphabetic
currency code (CALPHA) may be established for an
existing currency.

16.3.1.9 The card issuer must update the source and target funds
pools and update card history with the results of this
transaction.

16.3.1.10 Script messages may be included in the response to the
load acquirer. The formatting of the script message is
described in reference 8, EMV.

16.3.1.11 The card issuer must format a message to be sent back
to the load acquirer and log that message. The
minimum data elements to be included in that message
are listed inTable 95 - Minimum Data Elements
Received from the Card Issuer on a Currency Exchange
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Transaction.

16.3.2 Exception Processing

16.3.2.1 If the card issuer does not approve the transaction, the
response code in the message to the load acquirer will
indicate that the transaction has been declined by setting
the value of CC,ss to the value specified in Table 104.
The format of the message to the load acquirer isin
Table 95 - Minimum Data Elements Received from the
Card Issuer on a Currency Exchange Transaction.

16.3.2.2 Thecard issuer may decline atransaction and include
updates to the CEP in the decline message.

16.3.2.3 The card issuer may receive transaction completion
messages (see Table 100 - Minimum Data to be
Included in an Transaction Completion Message to the
Card Issuer for a Currency Exchange Transaction)
with an error status code (CCpacq not equal to ‘0000’).

If the transaction completion message does not contain
an S it must be treated as a suspect transaction. The
next transaction for this CEP card in either the source or
target currencies should contain the balance (&AL

This information should allow the card issuer to resolve
any suspect transactions.

16.3.2.4 If a card issuer receives a transaction completion
message with an invalids $or a currency exchange
transaction, the error should be resolved through the
scheme provider’s dispute resolution process.

16.4 POS Transactions

This section describes the minimum specifications for card issuer
processing of purchase and cancel last purchase transactions.
Requirements 16.4.1.1 through 16.4.1.3 also apply to intermediate
processors forwarding transactions between the merchant acquirer
and the card issuer.

16.4.1.1 Each recipient of an issuer batch must validate that the
batch can be read and that all data is formatted correctly
to ensure that it has been transmitted correctly. If the
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batch was transmitted incorrectly and is still available,

it should be re-transmitted. If the batch cannot be
properly transmitted, the batch must be rejected, and the
transactions in the batch must not be forwarded to
another recipient. No fundswill be due to the sender of
the batch.

16.4.1.2 The batch recipient must perform the batch validations

specified in Table 106. Any batches that fail these
validations must be rejected, and the transactions within
the batch must not be forwarded to another recipient.

16.4.1.3 Thebatch recipient must participate in settlement with

the source of the batch for the value of al accepted
batches.

Table 106 - Batch Edit Criteria

Batch Edit

Validation Criteria

Duplicate Batch

Validate IDsource and Batch Number against previously collected
batches.

MAC protecting batch

Validate the MAC protecting the batch using a key and algorithm agreed
with the source of the batch

NTgatcH Ensure that NTsarcn equals the number of all detail transactions in the
batch plus the sum of the NTage counter in each aggregation record.
MTOTgatcH Ensure that MTOTgatcH equals the sum of the MTOTppa from each detail

purchase transaction and MTOTacc from each aggregation record less
the MTOTppa for each detail cancel last purchase transaction. Only
transaction that have been forwarded for settlement (with SI = ‘00’) are
included.

16.4.1.4 The card issuer must perform the transaction validations

specified in Table 107 for al transactions that have
been forwarded for settlement (with SI =‘00’). Any
transactions that fail these validations must be
forwarded to a data repository designated for this

purpose by the scheme provider. Such transactions may
also be referred to the dispute process provided by the

scheme provider
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Table 107 - Purchase Transaction Edit Criteria

Transaction Edit

Validation Criteria

S Validation

Ensure that the S¢ MAC generated by the CEP card is valid

Card Blocking List

Ensure that the card identifier (IDiss,cep and IDcep) is not listed in the
scheme provider’'s account blocking list. This validation is optional by
scheme.

Issuer Certificate Revocation Ensure that the issuer certificate identifier (VKPca,ss and CSNiss, and

optionally, VKPgeg,iss and IDgreg) is not included in the scheme
provider’s issuer certificate revocation list

16.4.1.5 Thecard issuer must validate the Ss MAC. The
definition of thisMAC isacard issuer responsibility.
Table 108 provides the recommended contents of the Sg
MAC.

Table 108 - Recommended Data Elements for S MAC

Field Contents Length
BALcep Balance of the slot after completion 4
CURRppA Currency 3
DTHRppa Transaction Date and time 5
IDcep Identifier of the CEP card 6
IDiss,cep Identifier of the card issuer 4
IDpsam PSAM Identifier 4
IDpsAMCREATOR PSAM creator identifier 4
MTOTppa Transaction amount 4
NTcep Transaction number CEP 2
NTpsam Transaction number PSAM 4
RIDpsam RID used by PSAM creator 5
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16.4.1.6 Thecardissuer must validate the Ss* MAC on
aggregation total records. The definition of this MAC is
a card issuer responsibility. Table 109 provides the
recommended contents of thg BIAC.
Table 109 - Recommended Data Elements for Sg' MAC
Field Contents Length
CURRppA Currency of the aggregated total record 3
IDgaTcH Identifier for a POS batch 2
IDcep Identifier of the CEP card that produced the S¢’ 6
IDiss cep Identifier of the card issuer 4
IDpsam PSAM ldentifier 4
IDpSAMCREATOR PSAM creator identifier 4
MTOTace Net value of all aggregated transactions in this 4
aggregation record, updated by the card for each Mppa
NTcep Transaction number CEP 2
NTace Number of transactions aggregated in this aggregation 2
record, updated by the card at the first Debit command
NTpsam Transaction number PSAM 4
RIDpsam RID used by PSAM creator 5

16.4.1.7

16.4.1.8

If the card issuer identifies other errorsin the

transaction record which should have been identified
during merchant acquirer processing it may dispute the
transaction as provided for in the scheme provider’s
operating rules.

Table 110 shows examples of edits that may indicate
fraud or system or card malfunction. If the transaction
fails these or similar edits, the card issuer must submit
the transaction to the risk management procedures
established by itself or the scheme provider.
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Table 110 - Risk Management Validation Examples

Transaction Edit

Validation Criteria

Card Serial Number

Validate the IDiss cep and IDcep to ensure that is an issued card.

Transaction Currency

Ensure that the currency of the transaction is a currency supported by
the card issuer.

Duplicate transaction

Validate the IDcep and NTcep against previously received transactions.

Card Expiry Date

Validate that the DEXPcep matches the expiry date in the card.

16.4.1.9

16.4.1.10

164.1.11

The card issuer is liable for the outstanding balance on
al itsvalid CEP cards. The card issuer must keep a
record of its outstanding liability as required by the
scheme provider.

The card issuer must update its funds pools and
reporting with the liability change incurred with the
completed POS transactions.

Card history must be updated by the card issuer. All
POS detail transaction records, whether settled or not-
settled, must be available for the period of time
specified by the scheme. All transactions that affect
card balance and liability change must be retained by a
card issuer for the period defined by the scheme
provider.
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17. Processing Node Transfers

17.1 Transactions Originating at POS Devices

Processing node transfers occur between two processing nodes
required to send transactions from the merchant acquirer to the
card issuer. These processing nodes include the merchant acquirer,
the card issuer, and any entity used by the merchant acquirer or the
card issuer asits processing agent.

17.1.1.1 Toinsuretheintegrity of the data content and the
financial effects of transactions, these processing nodes
(or processors) must perform the following tasks for
POS transactions:

e Share one or more MAC keys with connecting
processors, create aMAC on all transactions sent to
another processor and verify the MAC on all
transactions received from another processor.

* Send transactions to other processors in the agreed
format.

* Participatein afinancial transaction with the
connecting processors at the time that the
transaction is sent or received. Funds move when
the transaction moves.

17.1.1.2 When receiving atransmission, the processor must
perform the processing described in requirements
16.4.1.1 through 16.4.1.3 in the card issuer section.

17.1.1.3 When sending atransmission, the processor must
perform the processing described in section 11.1.2. The
actions described in Table 78 are not required.

17.2 Transactions Originating at Load Devices

Processing node transfers occur between two processing nodes
required to send transactions from the load acquirer to the card
Issuer. These processing nodes include the load acquirer, the card
issuer, and any entity used by the load acquirer or the card issuer as
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Its processing agent.

17.2.1.1 Toinsuretheintegrity of the data content and the
financial effects of transactions, these processing nodes
(or processors) must perform the following tasks:

Share one or more keys with connecting processors.

Using a shared key, decrypt the PIN block, or other
datafield, containing the R; on al transactions
received from another processor and, using a shared
key, re-encrypt the PIN block, or other datafield,
containing the R; on all transactions sent to another
processor.

R; must never be in the clear outside of a hardware
security module.

If Ry isbeing transmitted in a PIN block, processing
must not require Ry to bein PIN format.

Send transactions to other processors in the agreed
format.

Participate in afinancial transaction with the
connecting processors at the time that the
transaction is sent or received. Funds move when
the transaction moves.
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18. Data Elements

This section contains the definition of all CEP data e ements.

For each data element, the following descriptions are presented
where applicable:

* Tag - the tag assigned to the data element in CEPS. This is
only present for data elements that are TLV encoded within the
card.

+ Reference -- if the name, format and definition are further
described in another specification.

* Purpose -- a description of the usage of the data element.
* Format -- the data size and data format.

» Content -- the required value for the application.

The subscripts applied in the data element name indicate the source
or entity described by the data element, some examples follow:

LDA - Load Device Application.

 PDA - Purchase Device Application.

* CEP - Common Electronic Purse (the card).
e CH - Cardholder.

* LOG - Log Record.

Bytes or bits specified as Reserved for Future Use (RFU) must be
set to the value indicated, or to zero if no value is given. An entity
receiving data specified as RFU must not examine or depend upon
the coding of these bytes or bits.

18.1 List of data elements

The data elements are presented in alphabetical sequence of abbreviated name.
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18.1.1 ACCTYPE (Source Funds Account Type)

Reference: See |SO 8583, field 3. The account type used here corresponds to
positions 3 and 4 of that field.

Purpose: Type of account to be the source of funds

Format: BCD, 2 digits (1 byte)

Content: As specified by 1SO

Remarks: Required only for linked loads, this element describes the cardhol der

selection of the type of account.

18.1.2 ADL (Application Data Locator)

Tag ‘DF10’

Purpose: Identifies the location of certificate records that may be read using the
Read Record command.

Format: See Table 111 for the format of the ADL. See Table 112 for the format

of an entry within the ADL.

Table 111 - Format of the ADL

‘DF10’ | Length| ADLEntry1| ADL Entry2 ADL Entry n

Table 112 - Format of an ADL Entry

Byte | Meaning

SFl isin the five most significant bits; remaining bits should be Ob

First (or only) record number to be read

Last (or only if = byte 2) record to read

AlW[(N]|PF

Type of ADL entry. See Table 113.
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Table 113 - Coding of an ADL entry Type

b8 |b7 |[b6 | b5 b4 | b3 | b2 | bl | Meaning

Format code of the Authentication Public Key Elements
certificate datain the
record

X X X X RFU

Table 114 - Format Codes for Certificates

Format code | Certificate Types

0001b Regional Issuer’s Certificate
0010b Issuer Certificate

0100b Card Certificate

1001b Regional Acquirer Certificate
1010b Acquirer Certificate

1100b PSAM Certificate

All other RFU

values

18.1.3 AID (Application Identifier for a CEP)
Reference: reference 5, ISO 7816-5

Purpose: Identifier for the application. Used during Application Selection as
prescribed in reference 8, EMV.

Format: 5-16 bytes

Contents: RID || PIX where the RID is the five-byte global registered identifier as

specified in reference 5, ISO/IEC 7816-5 and the PIX (0—11 bytes) is at
the scheme provider’s discretion.
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18.1.4 ALG sav (LSAM Algorithm for Unlinked Loads)

Purpose: Indicates the cryptographic approach used by the LSAM and a SAM at
the card issuer during unlinked load transactions.

Format: Binary, 1 byte
Contents: Only valid value is ‘01’

18.1.5 ALGH (Hash Algorithm code)

Purpose: Indicates the algorithm used to produce a hash value in a public key
certificate or signature.

Format: Binary, 1 byte
Contents: ‘01’, indicating SHA-1. All other values are RFU.

18.1.6 ALGP (Cryptographic Algorithm Used with Public Keys)

Purpose: Indicates the Public key algorithm used to produce a certificate or
signature. At the same time it indicates the value of the public key
exponent that is certified by this certificate.

Format: Binary, 1 byte

Remarks: When ALGP is used in a certificate, it represents the algorithm used to
produce the next lower level certificate or signature.

Contents: The coding is defined in Table 115.

Table 115 - Coding of ALGP

b8 | b7 | b6| b5| b4l b3 bZz bl Meaning
X X X X X Value of public key exponent
0 0 0 0 1 2
0 0 0 1 0 3
1/ 0] 0] 0O 2'%+1
All other values RFU for CEPS

X X | Usage of Public Key Algorithm
0 0 1 | - RSA Dynamic Authentication
X X X |- (xxx#001) RFU
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18.1.7 AMcep (Authentication Method)

Purpose: Used during purchase transactions to inform the POS device of the level
of authentication required by the CEP card to perform purchase
transactions.

Format: Binary, 1 byte

Contents: See Table 116 for coding

Table 116 - Coding of AM

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | Meaning

0 0 0 0 0 0 RFU for CEPS

Authentication Option

— Dua authentication, no support for S’

— Dua authentication, support for Sg’

| O|O | X
Ok, |O|X

— Mutua Authentication, no S3’

1 1 |- RFU for CEPS

All other values RFU for CEPS
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18.1.8 APcepr (Application Profile of a CEP Card)

Purpose: Indicates optional functions that are supported in the card.
Format: Binary, 2 bytes
Contents: A constant stored in the CEP card. Table 117 defines the coding for the
first byte and Table 118 defines the coding for the second byte.
Table 117 - Most significant byte of APcgp
b8 |b7 |b6 | b5 b4 | b3 | b2 | bl | Meaning
X X Implementation Specific
0 0 All other values RFU for CEPS
X Account Selection
1 Supported
0 Not supported
X X CVMI:
X 1 - Off-line clear text PIN supported
X 0 - Off-line clear text PIN not supported
1 X - Off-line encrypted PIN supported
0 X - Off-line encrypted PIN not supported
X Spontaneous Display:
0 - not allowed
1 - allowed
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Table 118 - Least significant byte of APcgp

b8 |b7 |b6 | b5 |b4 | b3 | b2 |bl

Meaning

Implementation Specific

RFU for CEPS

Cancel last purchaseis:

- Not supported

- supported

Currency exchangeis:

- Not supported

- supported

O |k | X | X
X | X | O]k

Load transaction support (value of ‘00’
not allowed)

- Unlinked Load supported

- Unlinked Load not supported
- Linked Load supported

- Linked Load not supported

is

18.1.9 AT (Authentication Token)

Purpose:

card by the POS device, the PSAM must be able to generate an
authentication token, a 16 byte DES key, to be used by the CEP card to

create the §
Format: Binary, 16 bytes

Notes:
Authentication with an $

The AT will only be generated if the CEP card supports Dual

18.1.10 AVNcep (Application version number)

If the merchant acquirer supports intermediate verification of the CEP

Indicates the version of the application. The first byte reflects the CEPS

version number. The second byte reflects the version of a proprietary

Purpose:

implementation.
Format: Binary, 2 bytes
Contents: '00xx' for this version
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18.1.11 BAL (Balance of a CEP card slot)

Purpose: Current balance of adlot, in minor units of the slot currency.

Format: Binary, 4 bytes

Contents: An unsigned binary integer defining the actual balance. The balance is
represented in the smallest unit of the currency as specified in the slot’s
currency (CURREp).

18.1.12 BALmax (Maximum Balance of a CEP slot)

Purpose: The maximum value (in minor units of the slot currency) of a CEP slot
up to which a load transaction is allowed.

Format: Binary, 4 bytes

Contents: An unsigned binary integer defining the maximum balance.

18.1.13 BALmaxss (Advisory Maximum Balance)

Purpose: An optional maximum balance sent as an advice to the load acquirer by
the card issuer, if the amount to be loaded plus the current balance (if
there is one) is greater than the maximum balance the card issuer will
allow. The load acquirer may use this field, in conjunction with input
from the cardholder, to reduce the amount to be loaded to an amount that
will be approved by the card issuer. The currency of this field is the same
as BALmaxegp.

Format: Binary, 4 bytes

Contents: An unsigned binary integer defining the maximum balance.

18.1.14 CALPHA (Alpha Code of a Currency)

Purpose: The alpha code of a currency used by load devices during currency
exchange transactions.

Format: Alpha character, 3 bytes

Remarks: This field is used by load devices to display the source currency in a form
meaningful to the cardholder during a currency exchange transaction.
The content is defined by the card issuer, and placed into the CEP card
slot during load or currency exchange transactions.
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18.1.15 CCacq (Completion Code from Merchant Acquirer)

Purpose: Defines successful completion or errors detected by the merchant
acquirer after receiving the transaction from the merchant.

Format: Binary, 2 bytes

Remarks: See Table 75 - Purchase Transaction Edit Criteria and Table 76 -

Aggregate Record Edit Criteria.

18.1.16 CCcgp (Completion Code of a CEP Command)

Purpose: Theresult of executing acommand within a CEP
Format: Binary, 2 bytes
Remarks: Status bytes SW1 SW2 from the card

18.1.17 CC,ss(Completion Code from a Card Issuer)

Purpose: Indicates the status of atransaction as determined by the card issuer.
Format: Binary, 2 bytes
Contents: See Table 102 - Issuer Validations for Load and Table 104 - | ssuer

Validations for Currency Exchange
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18.1.18 CCyaco (Completion Code from a Load Acquirer)

Purpose: Indicates the status of a transaction as determined by the |oad acquirer.
Format: Binary, 2 bytes
Contents: See Table 119

Table 119 - Values of Load Acquirer Status Code

Value Meaning
‘0000’ Successful transaction

‘0001’ No valid response from card issuer

‘0002 Data update failed

‘0003’ Error response from CEP card

‘0004 No response from CEP card

‘0006’ No funds for load

18.1.19 CCppa (Completion Code from a POS Device)

Purpose: Indicates the status of atransaction as determined by the POS device.
Format: Binary, 2 bytes
Contents: Table 66 - Transaction Condition Codes Determined by the POS Device

18.1.20 CCirx (Completion Code of a transaction)

Purpose: Indicates the compl etion status of an on-line transaction as determined by
the CEP card.

Format: Binary, 2 bytes

Contents: If the transaction is successful, the first byte of thisfield is set to zero. If

the high order bit of thefirst byteis 1b, an Rcgp Was returned in the
response to the Credit for Load command. All other values are card
issuer defined.
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18.1.21 CED (Certificate Expiration Date)
Purpose: Date after which a certificate is no longer valid.
Format: BCD, 4 digits (2 bytes) in format MMY'Y..

18.1.22 CNTRY (Country)

Purpose: To specify the country code of a CEP card or amerchant or load acquirer
accepting CEP cards. Thefield isasdefined in reference 8, EMV.
Format: BCD, 3 digits (2 bytes) right justified.

18.1.23 CPOcgp (Card Purchase Options)

Purpose: Indicates whether aggregation is supported by the CEP card. This may be
astatic setting or it may vary based on variables in the transaction and the
CEP card.

Format: Binary, 1 byte

Contents: See Table 120

Table 120 - Coding of CPO

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | Meaning

X X Implementation Specific

0 0 0 0 0 All other values RFU for CEPS
Aggregation option

0 |- Aggregation not permitted

- Aggregation allowed

18.1.24 CSN (Certificate Serial Number)

Purpose: Unique number assigned to the certificate by the creator of the certificate.
Format: Binary, 3 bytes

Remarks The CSNRrec,aco Must be unique within aregion
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18.1.25 CURR (Currency)

Purpose: Identifies the currency of aslot or atransaction.

Format: BCD, 3 bytes in the form0t cc 0¢', whereccc is the code assigned to the
currency by ISO 4217, areldis the exponent.

Contents: CURR contains both the currency code (CURRC) and the
exponent(CURRE)

18.1.26 CURRC (Currency Code)

Purpose: Identifies the currency of a slot or a transaction.

Format: BCD, 2 bytes in the forn0tc cc’, where cccis the code assigned to the
currency by 1SO 4217.

Contents: CURRC contains only the currency code

18.1.27 CURRE (Currency Exponent)

Purpose: Identifies the exponent of the currency of a slot or atransaction.
Format: BCD, 1 byte in the formQOe'.
Contents: CURRE contains only the currency exponent

18.1.28 DD (Discretionary Data)
Purpose: Data that is specific to a participant in a CEP transaction

Format: Binary, variable length as stated in command, response, or record coding.

18.1.29 DEXP (Expiration Date for Transaction)

Purpose: Date after which the CEP card is no longer valid for the requested
transaction.
Format: BCD, 6 digits (3 bytes) in format YYMMDD.

18.1.30 DOM (Domain)

Purpose: An optional field, the domain is used to specify a subdivision of the
country code of a CEP card or a merchant or load acquirer accepting CEP
cards. The values of this field will be specified by the country that is
subdivided.

Format: Binary, 1 byte
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18.1.31 DS (Digital Signature)

Purpose: A digital signature created by the PSAM to allow the CEP card to
authenticate the PSAM during purchase transactions.

Format: Binary, variable length. The length of the PSAM public key modulus
(LPKMpsan) determines the length of DS.

18.1.32 DTHR (Transaction Date and Time)
Purpose: Provides the transaction local date and time.
Format: BCD, 5 bytes (YYMMDDHHMM)

18.1.33 DTRM (Transmission Date)

Purpose: Provides the date of transmission for ablocking list or certificate
revocation list entry.
Format: BCD, 3 bytes(YYMMDD)

18.1.34 E¢ (Encrypted Sg)

Purpose: The card issuer MAC for purchase transactions encrypted by the
SESSKEVPSAM

Format: Binary, 8 bytes

Notes: Es is created as follows:

Es = DES3(SESSKeypsam)[Se]-

18.1.35 E¢ (Encrypted S¢')

Purpose: The card issuer MAC for aggregated purchase transaction encrypted by
the SESSK €Ypsam

Format: Binary, 8 bytes

Notes: Es' is created as follows:

Es' = DES3(SESSKeayam)[Ss]

18.1.36 Hcep (Hash Generated by CEP Card)

Purpose: A SHA-1 hash of transaction data including agfRyenerated by the
CEP card for the transaction. Only the 10 most significant bytes are used.

Format: Binary, 10 bytes

Contents; See section 6.5.1.7
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18.1.37 H sav (Hash Generated by LSAM)

Purpose:

Format:

Contents:

A SHA-1 hash of transaction data including an R sam generated by an
LSAM for the transaction. Only the 8 most significant bytes are used.

Binary, 8 bytes
See section 6.5.1.7

18.1.38 H2,sav (Hash Generated by LSAM)

Purpose:

Format:

Contents:

A SHA-1 hash of transaction data including an R2, sam generated by an
LSAM for thistransaction. Only the 8 most significant bytes are used.

Binary, 8 bytes
See section 6.5.1.7

18.1.39 IDacq (Identifier for a Merchant Acquirer)

Purpose:

Format:

Contents:

Used to uniquely identify the merchant acquirer. The IDaco used in the
POS device may not be the actual IDacg. The IDacq sent from the
merchant acquirer to the card issuer must be the actual IDaco.

BCD, 4 bytes. Left justified, padded to the right with ‘F’s.
As defined by ISO/IEC 7812-1, coded as BCD digits

18.1.40 IDgatcH (Identifier for a POS Transaction Batch)

Purpose:

Format:

Contents:

To identify the transactions sent as a single batch. Used for both
collection batches (IEAtchpsam) and issuer batches @RrcH.aco)

Binary, 2 bytes.

Assigned by the PSAM, the merchant acquirer or an intermediate
processing node.

18.1.41 IDcep (Serial Number of a CEP Card)

Purpose:
Format:

Remarks:

Unique number assigned to the CEP card by the card issuer.
BCD, 6 bytes. Left justified, padded to the right with ‘F's

The number of digits in [, (see 18.1.42) plus the number of digits in
IDcep must not exceed 19 digits.
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18.1.42 ID\ss (Card Issuer BIN)

Purpose:
Format:

Contents:
Remarks:

Used to uniquely identify the card issuer.
BCD, 4 bytes. Left justified, padded to the right with ‘F’s.
As defined by ISO/IEC 78121, coded as BCD digits

IDisscep is used when the source of the data is the cards i®used

when the source of the data is the card issuer. The value is the same for
both data elements. The number of digits irdPlus the number of

digits in IDcep (see 18.1.41) must not exceed 19 digits.

18.1.43 ID_acq (Identifier for a Load Acquirer)

Purpose:

Format:
Contents:

Used to uniquely identify the load acquirer. Thead& used in the load
device may not be the actualf2q. The ID acq sent from the load
acquirer to the card issuer must be the actuald®

BCD, 4 bytes. Left justified, padded to the right with ‘F’s.
As defined by ISO/IEC 7812-1, coded as BCD digits

18.1.44 ID,pa (Identifier for a Load Device)

Purpose:
Format:

Uniquely identifies the load device. Assigned by the load acquirer.
BCD, 6 bytes.

18.1.45 IDpsav (Identifier for a PSAM)

Purpose:
Format:

Serial number of the PSAM assigned by the PSAM creator.
Binary, 4 bytes

18.1.46 IDpsamcreator (Identifier for the Creator of a PSAM)

Purpose:

Format:

Assigned by the owner of the Rifay. With the RIDsam, uniquely
identifies the entity creating a PSAM.

Binary, 4 bytes

18.1.47 IDgeg (Identifier for a Region)

Purpose:

Format:

Assigned by the scheme provider. To identify a geo-political region
responsible for a regional certification authority.

Binary, 4 bytes
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18.1.48 IDscheme (Identifier for a Brand or Scheme)

Purpose: Merchant acquirer data element used to identify the scheme owning the
CEP card performing a transaction.

Format: Variable

Notes: Thisisamerchant acquirer data element that is not forwarded. The
format is at the discretion of the merchant acquirer.

18.1.49 L (Length of CEPS Data or CEPS DD field)

Purpose: These fields are provided to support migration to new versions of CEPS
and new versions of proprietary implementations. These fields indicate
the length of CEPS defined data elements (Lceps) or the length of a
discretionary datafield (Lpp). These fields are found in acommand or a
response to acommand. Note that the length of the data specified by
Lceps does not include Lpp. Lceps isthe length of the data starting with
the byte immediately after the Lceps through the byte immediately
preceding Lpp(if present), or the byte immediately preceding PDATA (if
present and no Lpp).

Format: Binary, 1 byte

18.1.50 Lacctor (Length of Aggregated Totals Data)

Purpose: Indicates the length of a data elements associated with aggregated totals
(M TOTace, NTace and IDBATCH)- Thisfieldis always present inthe DS
whether the option to aggregate purchase transactions is supported or not
by the CEP card, and whether the PSAM supports aggregation or not. If
aggregation is not supported by the PSAM, the value of L acsror must be
zero.

Format: Binary, 1 byte

18.1.51 Lat(Length of Authentication Token Data)

Purpose: Indicates the length of an authentication token (AT). Thisfield isaways
present in the DS whether the option to alow intermediate validation of
the CEP card by the POS device is supported or not by the CEP card, and
whether the PSAM uses the option or not. If the option is not used by the
PSAM, the value of Lt must be zero.

Format: Binary, 1 byte
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18.1.52 LEN (Length)

Purpose: Indicates the length of a data element in a formatted data structure.
Format: Binary, 1 byte
Notes: The subscript identifies the data element.

18.1.53 LOChppa (Location Description)

Purpose: A description of the POS device location that can be used by the
cardholder during areview of the CEP card log. May be zero if lega
considerations prohibit its use.

Format: Alphanumeric, 6 bytes

18.1.54 LPKM (Length of Public Key Modulus)

Purpose: Contains the length of public key modulus.
Format: Binary, 1 byte
Content: LPKM Minimum length (bits) Maximum length (bits)
LPKMcaaco > 1024 < 1960 (245 bytes)
LPKMgregaco = 1024 < 1672(209 bytes)
<LPKMcaaco
LPKMaco > 896 < 1672(209 bytes)
<LPKMcaaco
< LPKMRgecaco
LPKMpsam™ =736 =736
LPKMca,iss > 1024 < 1984 (248 bytes)
LPKMgeg,iss > 1024 <1984 (248 bytes)
<LPKMcass
LPKMss > 896 < 1984 (248 bytes)
<LPKMcass
< LPKMRgeg,iss
LPKMcgp >768 < LPKMss

13 The length of the PSAM modulus must be less than the less of the CEP modulus.
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18.1.55 M,pa (Load Device Transaction Amount)

Purpose: Indicates the transaction amount for load or currency exchange
transactions. For currency exchange transactions, the amount isin the
source currency

Format: Binary, 4 bytes

18.1.56 Mmaxss (Advisory Maximum Exchange Amount)

Purpose: An optional maximum exchange amount sent as an advice to the load
acquirer by the card issuer, if the amount to be exchanged plus the current
balance in the target currency (if there is one) is greater than the
maximum balance the card issuer will allow. The load acquirer may use
this field, in conjunction with input from the cardholder, to reduce the
amount to be exchanged to an amount that will be approved by the card
issuer. The currency of thisfield is the same as M source

Format: Binary, 4 bytes

Contents: An unsigned binary integer defining the maximum exchange amount.

18.1.57 Mppa (POS Device Transaction Amount)

Purpose: Contains the amount to be debited/credited for purchase/cancel last
purchase transactions. In the case of a Subsequent Debit or Purchase
Reversal command, thisis the amount of the step.

Format: Binary, 4 bytes

18.1.58 MAC sam (LSAM Transaction MAC)

Purpose: Contains a MAC of transaction data for an unlinked load. Created using
R: asthe MAC key.

Format: Binary, 4 bytes

Content: See Table 82 for the contents of the MAC.

18.1.59 MTOT (Total Transaction Amount)

Purpose: Contains the total transaction amount for purchase or cancel last purchase
transactions. Computed by the CEP card (MTOTcgp) and the POS device
(MTOTppa) for purchase transactions and retrieved from the CEP card
log (MTOTcepLog) for the S; MAC in cancel last purchase transactions.

Format: Binary, 4 bytes
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18.1.60
Purpose:
Format:

Remarks:

18.1.61
Purpose:
Format:

Remarks:

18.1.62

Purpose:

Format:

18.1.63
Purpose:

Format:

18.1.64

Purpose:

Format:

18.1.65
Purpose:

Format:

18.1.66

Purpose:

Format:

MTOT acc (Issuer Total Aggregation Amount)

Contains the total amount of aggregated transactions for a card issuer.
Binary, 4 bytes

If acard issuer supports multiple currencies there will be different totals
by currency.

MTOTgarcH (Batch Total Transaction Amount)

Contains the total transaction amount for a batch.
Binary, 4 bytes

If abatch contains multiple currencies, this may be an arithmetic total or
may be different totals per currency.

MTOTmaxcurr (Maximum Purchase Transaction Amount)

For each currency supported by the POS device, the maximum value of a
purchase transaction (including all increments). Thisvalueis established
by scheme providers.

Binary, 4 bytes

NTace (Number of Transactions Aggregated )

The count of the transactions aggregated in one issuer aggregation record.
Binary, 2 bytes

NTgatch (Number of Transactions in a Batch )

To identify the number of transactionsin a batch. If transactions have
been aggregated, this number includes a count of the aggregated
transactions.

Binary, 2 bytes

NTcep (Transaction Number for a CEP Card )

A number assigned by the card to uniquely identify the transaction.
Binary, 2 bytes

NT_astcancer (Transaction Number of the Last Successful
Cancel Last Purchase Transaction)

Contains the transaction number assigned by the card for the last
successful cancel last purchase transaction it performed.

Binary, 2 bytes
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18.1.67 NT_astioap (Transaction Number of the Last Successful
Load Transaction)

Purpose: Contains the transaction number assigned by the card for the last
successful Load transaction it performed.

Format: Binary, 2 bytes

18.1.68 NTpct (Transaction Percentage)

Purpose: Based on arandom number generated the PSAM, the percentage of the
scheme’s transactions for which the detail must be captured by a PSAM
performing aggregation.

Format: Binary, 1 byte

18.1.69 NTpsam (Transaction Number of the PSAM )

Purpose: A number assigned by the PSAM to uniquely identify the transaction.
This number is the current value of a counter incremented by the PSAM
for each transaction.

Format: Binary, 4 bytes

18.1.70 PDATA (Proprietary Implementation Data)

Purpose: This optional field may be used to send proprietary data to a CEP card or
received proprietary data from a CEP card.

Format: variable

Notes: This information will only be transmitted between the CEP card and a
device if both the device and the CEP card support the same proprietary
implementation

18.1.71 PKcaaco (CA Public Key for Recovering PSAM Public Keys)

Purpose: The CA public key that is used by a CEP card to verify the PSAM public
key
Format: Binary, variable length (minimum 1024 bits)

18.1.72 PKcass (CA Public Key for Recovering CEP card Public
Keys)

Purpose: The CA public key that is used by a PSAM to verify the CEP card public
key

Format: Binary, variable length (minimum 1024 bits)
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18.1.73
Keys)
Purpose:

Format:

18.1.74
Purpose:

Format:

18.1.75
Purpose:

Format:

18.1.76
Purpose:

Format:

18.1.77
Purpose:

Format:

18.1.78
Purpose:

Format:

18.1.79
Purpose:

Format:

PKss (Issuer Public Key for Recovering CEP card Public

Theissuer public key that is used by a PSAM to verify the CEP card
public key

Binary, variable length (minimum 896 bits)

PKCaco (Acquirer Public Key Certificate)

Acquirer public key certificate created by the scheme or regional CA and
contained in the POS device or PSAM.

Binary, variable length (minimum 1024 bits)

PKCcep (Card Public Key Certificate)

Card Public Key Certificate created by the issuer and contained in the
CEP card.

Binary, variable length (minimum 896 bits).

PKC,ss (Issuer Public Key Certificate)

Issuer public key certificate created by the scheme or regional CA and
contained in the CEP card.

Binary, variable length (minimum 1024 bits)

PKCpsam (PSAM Public Key Certificate)

PSAM Public Key Certificate created by the merchant acquirer or PSAM
creator and contained in the PSAM or POS device.

Binary, variable length (minimum 896 bits).

PKCrecaco (Regional Public Key Certificate)

Optional regional public key certificate created by the scheme CA and
contained in the POS device or PSAM.

Binary, variable length (minimum 1024 bits)

PKCrec,ss (Regional Public Key Certificate)

Optional regional public key certificate created by the scheme CA and
contained in the CEP card.

Binary, variable length (minimum 1024 bits)
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18.1.80 PKMacq (Acquirer Public Key Modulus)

Purpose: Acquirer public key modulus. The associated private key is used to
create PKCpsam.
Format: Binary. The modulusisvariable length (at least 896 bits).

18.1.81 PKMcp aco (CA Public Key Modulus)

Purpose: CA public key modulus used to authenticate the PSAM. The
corresponding CA private key is used to create PK Creg aco OF PKCaco.
Format: Binary. The modulusisvariable length (at least 1024 bits).

18.1.82 PKMca ss (CA Public Key Modulus)

Purpose: CA public key modulus used to authenticate the CEP card. The
corresponding CA private key is used to create PK Creg ss or PKCiss.
Format: Binary. The modulusisvariable length (at least 1024 bits).

18.1.83 PKMcep (Card Public Key Modulus)

Purpose: CEP card public key modulus. The associated private key is used by the
CEP card to verify the PS,.
Format: Binary. The modulusisvariable length (at least 768 bits).

18.1.84 PKMss (Issuer Public Key Modulus)

Purpose: Issuer public key modulus. The associated private key is used to create
PK Ccep.
Format: Binary. The modulusisvariable length (at least 896 bits).

18.1.85 PKMpsam (PSAM Public Key Modulus)

Purpose: PSAM public key modulus. The associated private key is used by the
PSAM to create dynamic digital signatures for POS transactions.

Format: Binary, fixed length (736 bits)
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18.1.86 PKMgec aco (Region Public Key Modulus)

Purpose: Optional regional public key modulus. Used to authenticate the PSAM.
The associated regional private key is used to create PK Caco.
Format: Binary. The modulusisvariable length (at least 1024 bits).

18.1.87 PKMgea,ss (Region Public Key Modulus)

Purpose: Optional regional public key modulus. Used to authenticate the CEP
card. The associated regiona private key is used to create PKCiss.
Format: Binary. The modulusisvariable length (at least 1024 bits).

18.1.88 PKR (Public Key Remainder)

Purpose: Contains the rightmost part of the Key Modulus when the entire modulus
will not fit into the public key certificate

Format: Binary, variable length

Remarks: The subscript is used to denote the associated public key, asin
PKRRrecaco, PKRRreg,iss, PKRacg, PKRiss, PKRcep, PKRpsam

18.1.89 PS, (Public Key Signature of the PSAM)

Purpose: A digital signature created by the PSAM to allow the CEP card to
authenticate the PSAM during purchase transactions and to convey the
DES key to be used for subsequent MACs.

Format: Binary, variable length. The length of the CEP public key modulus
(LPKM cep) determines the length of PS,.

18.1.90 Rcep (Unique Number for a Load Transaction from the CEP
Card)

Purpose: A number generated by a CEP card and recreatable by the card issuer.
This number allows the LSAM to authenticate an error received from the
CEP card in an unlinked load transaction

Format: Binary, 16 bytes

18.1.91 R sam(Random Number for a Load Transaction Generated
by the LSAM)

Purpose: A random number generated by an LSAM that allows the CEP card to
authenticate that the S, was received from avalid load device. Included
inS, for all load transactions

Format: Binary, 16 bytes
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18.1.92 R2,sav (Second Random Number for a Load Transaction
Generated by the LSAM)

Purpose: A random number generated by an LSAM that allows the card issuer to
validate that the S, was not used to load value onto the CEP card.
Format: Binary, 16 bytes

18.1.93 R; (Random Number Generated by an LSAM)

Purpose: Contains the random number generated by the LSAM to be used as a key
to create and validate MAC,sam to ensure the validity of unlinked load
messages between the load acquirer and the card issuer.

Format: Binary 8 bytes

18.1.94 REFBALmax (Reference Maximum Balance)

Purpose: The approximate balance limit, in areference currency, which indicates
the approximate amount that the card issuer will allow to be loaded to a
slot without an established currency and maximum balance (BALmax).

Format: Binary, 4 bytes
Contents: An unsigned binary integer.

18.1.95 REFCURR (Reference Currency)

Purpose: Identifies the reference currency of the CEP card. Used with the reference
maximum balance.

Format: BCD, 3 bytes in the forn0t cc O¢’, whereccc is the code assigned to the
currency by ISO 4217, arelds the exponent.

Contents: CURR contains both the currency code (CURRC) and the
exponent(CURRE)

18.1.96 REFNO (Reference Number)

Purpose: A number assigned to a transaction by an entity, sent with the transaction
to another entity to allow the receiver to identify the specific transaction
to the sender.

Format: BCD, 3 bytes.
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18.1.97 RIDcep (Registered Identifier Of The Scheme for a
Transaction)

Purpose:

Format:

Theidentifier of the scheme that establishes the rules for a particular CEP
transaction, assigned as specified in reference 5, ISO/IEC 7816-5. The
first 5 bytes of the CEP card’s AID.

Binary, 5 bytes

18.1.98 RIDpsav (Registered Identifier Of The Entity Assigning PSAM

Creator Ids)

Purpose:

Format:

Used to make the identifier of a PSAM creator unique. The identifier of
the entity that assigns identifiers to certified PSAM creators, assigned as
specified in reference 5, ISO/IEC 7816-5.

Binary, 5 bytes

18.1.99 S; (MAC of the CEP card)

Purpose:

Format:

A MAC created by the CEP card for on-line transactions to allow the
issuer to authenticate the card prior to authorizing the transaction.

OR

A MAC created by the CEP card for cancel last purchase transactions that
allows the PSAM to verify the authenticity of the card and that the CEP
card performed the purchase transaction being canceled

Binary, 8 bytes
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18.1.100 S, (MAC of the Card issuer host or PSAM)

Purpose:

Format:

A MAC created by the issuer host SAM in on-line transactions to allow
the CEP card to authenticate the issuer prior to adjusting the slot balance.
Must contain H sam for approved unlinked load transactions™. |f present
for declined load transactions, must contain CCss and must not contain
Hisam.

OR
A MAC created by the PSAM

» for cancel last purchase transactions that allows the CEP card to
verify the authenticity of the PSAM and that the PSAM performed the
purchase transaction being canceled

* in Subsequent Debit commands and in the Purchase Reversal
command that allows the CEP card to verify the authenticity of the
PSAM

Binary, 8 bytes

18.1.101 S;(Transaction MAC)

Purpose:

Format:

A MAC created by the CEP card for on-line transactions to allow the
issuer host to verify the success or failure of the transaction after
completion.

OR

A MAC created by the CEP card for purchase transactions that allows the
PSAM to verify the authenticity of the CEP card

Binary, 8 bytes

18.1.102 Sz (MAC for POS Device Validation of a CEP Card)

Purpose:

Format:

The 4 high order bytes of aMAC created by the CEP card for purchase
transactions that allows the POS device to verify the authenticity of the
CEP card on intermediate steps of an incremental purchase transaction.
Created using the authentication token (AT).

Binary, 4 bytes

14 SHA(RLsam) will not be sent to the card issuer for linked load transactions, so it is not available for
inclusion in the Sz MAC.
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18.1.103 S, (MAC of the PSAM for a Batch)

Purpose: A MAC authenticating batch data to the merchant acquirer, proving that
the batch totals have not been altered, and that the transactions were
performed with a PSAM under control of the merchant acquirer.

Format: Binary, 8 bytes

18.1.104 Ss(MAC of the PSAM for a Transaction)

Purpose: A MAC created by the PSAM to authenticate the transactions logged by
the POS device to the merchant acquirer.

Format: Binary, 8 bytes

18.1.105 S¢ (Transaction MAC)

Purpose: A MAC created by the CEP card during a purchase transaction, allowing
the issuer to verify the transaction.

Format: Binary, 8 bytes

18.1.106 S¢' (MAC on Aggregated Transactions)

Purpose: A MAC created by the CEP card during a purchase transaction, allowing
the issuer to verify the total of transactions that have been aggregated.

Format: Binary, 8 bytes

18.1.107 SESSKeypsam (Session key for Purchase and Cancel Last
Purchase)

Purpose: A session key, generated by the PSAM and exchanged with PS,, used by
CEP card or PSAM to create aMAC which will be used for
authentication and data integrity protection.

Format: Binary, 16 bytes
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18.1.108 SK (Private key )

Purpose:

Format:

Notes:

An asymmetric private key used by aPSAM or a CEP card to
authenticate a POS transaction.

Binary, variable length minimum 768 bits for CEP card; fixed length 736
for PSAM

The subscript identifies the entity (PSAM or CEP card) owning the key.

18.1.109 SI (Settlement Indicator)

Purpose:

Format:

Content:

Remarks:

Indicates to the card issuer if the merchant acquirer expects payment from
the card issuer for the transaction.

Binary, 1 byte

‘00’ - transaction submitted for settlement, ‘01’ - transaction submitted
for reporting only

Generated by Merchant acquirer after collection and verification of a
batch and the transactions in the batch.

18.1.110 STI (Suspect Transaction Indicator)

Purpose:

Format:

Content:

Indicates to the card issuer that this transaction may not have completed
successfully.

Binary, 1 byte

‘00" — normal transaction completion, ‘01’ - transaction completed in a
manner that makes its exact status unknown
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18.1.111 TI(Transaction Indicator)

Purpose: Indicates the transaction type to the merchant acquirer. For purchase
transactions, only the last step of the transaction is coded; the rest are
known implicitly.

Format: Binary, 1 byte
Content: See Table 121 for permissible values.

Table 121 - Coding of the Transaction Indicator (TI)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | Meaning
0 0 All other values are RFU for CEPS
X | X Issuer discretionary use for on-line
transactions. Zerosfor off-line
transactions
0 X X x | Off-line Transactions
0 0| x X | Purchase Transaction®
0 0 X 1 | - last step reversed
0 0 1 X | - incremental transaction (includes at

least one Subsequent Debit)

1 0 0 | Cancd Last Purchase

X X X | On-line Transactions

1 0 0 | Load Transaction

0 0 0 | Currency Exchange

RlRrlRr|R|O

all other values | Issuer discretionary use for on-line
transactions. Zeros for off-line
transactions

15 The value of Tl for a single step, un-reversed purchase should be ‘00'.
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18.1.112 VKPcaaco (CA Key Version)

Purpose: Indicates the version of CA public key used to produce the acquirer or
acquirer regional certificate.

Format: Binary, 1 byte

18.1.113 VKPca,ss (CA Key Version)

Purpose: Indicates the version of the CA public key used to produce the issuer or
issuer regional certificate.

Format: Binary, 1 byte

Contents A version number of zero is not permitted.

18.1.114 VKPgeg,ss (Regional Key Version)

Purpose: Indicates the version of the regional public key used to produce the issuer
certificate.

Format: Binary, 1 byte
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19. Glossary

A.

Aggregation

The total amount, consisting of the sum of all transactionsin agiven
batch, is provided to the issuer. Details of the individual transactions that
make up the total are not provided, or recoverable.

Application

A computer program and associated data that resides on an integrated
circuit chip and satisfies a business function. Examples of applications
include: spreadsheets, word processing, databases, electronic purse,
loyalty, etc.

Asymmetric Key Cryptography
See Public Key Cryptography and Encryption.

Auditability
The ability to quantify an issuer’s outstanding value to its initialized value.

Authentication

A cryptographic process used to validate a user, card, terminal or message
contents in which one entity proves its identity and the integrity of the data
it may send to another entity. Also known as a handshake, the
authentication uses unique data to create a code that can be verified in real
time or batch mode. An umbrella term for several risk management
processes that may be performed during chip card transactions.
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Balance

The remaining value in an electronic purse (in a specific currency). It is
increased by load transactions and cancel last purchase transactions, and
decreased by purchase and unload transactions. Currency exchange
transactions both increase and decrease slot bal ances.

Batch

A batch isagroup of transactions recognized by the POS device as a
logical entity and transmitted at single time for further processing. A total
transaction count and net transaction amount for a batch reflect the count
and value of the transactions grouped by the POS device into that batch.
Each batch must have an identifying number for tracking purposes. An
active batch is one into which the POS device is currently placing new
transactions. When a batch is closed, that is, it is no longer the active
batch, the batch number isincremented by one to create the new batch
number, and the total transaction count and amount are reset to zero for the
new batch.

Cancel Last Purchase Transaction

The action that increments the balance on an electronic purse card. It is
used to correct an amount that was keyed incorrectly at the time of
purchase, or to reimburse a customer for the amount of a purchased item
that the customer subsequently returned.

Card Acceptance Device (CAD)

The mechanism, a key component of integrated circuit card reader/writers,
into which an integrated circuit card is inserted.

Card Authentication Method (CAM)
A cryptographic means of validating a card’s legitimacy.
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Card Blocking List

A list similar to a “hot card” list which allows a card issuer to block
certain cards which have been compromised, for use at POS devices.

Card Issuer

Also known as the Electronic Purse Card Issuer, it is the organization
responsible for the provision and distribution of integrated circuit cards. It
also authenticates load requests and transaction records, and provides
cardholder customer service.

Cardholder Verification Controls

Cardholder verification confirms the identity of the person using the card
as the rightful cardholder and signifies cardholder acceptance of the
transaction. Chip technology improves cardholder verification in two
important ways. First, the chip makes it possible to check PINs off-line.
Second, chips can store and process issuer instructions that specify which
cardholder verification controls are to be used in different situations at the
point of transaction, which further enhances transaction security and
improves issuer control. Cardholder verification controls enable issuers to:

«  Specify whether on-line or off-line PINs are required for a given chip card
application and if off-line PINs are required, whether they are encrypted
or not.

¢ Set a maximum allowable number of PIN tries.

Certificate
A public key and related data signed by a higher level private key.

Certificate Revocation List

A list that identifies issuer public key certificates that are no longer valid.
This allows an issuer to block certain cards, where the issuer private key
has been compromised, for use at POS devices.

Certification Authority

An entity entrusted by one or more entities to create and assign public key
certificates.

Chip Card

A financial or other (for example, identification) card that is embedded
with an integrated circuit.
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Chip-Reading Device/Terminal

A POS device, ATM, or other device capable of processing chip card-
initiated commands.

Collection

The process of transferring transaction data from a POS device to the
merchant acquirer.

Completion Code

A part of the response to any component on a given command. It indicates
whether the command was successfully performed or not; in the latter case
the completion code indicates the reason why it was not successful.

Data Encryption Standard (DES)

The Nationa Institute for Standards and Technology’s Data Encryption
Standard is the most widely accepted public domain symmetric key
cryptography algorithm.

Digital Signature

This prevents denial of atransaction or message by the sender. The
technique is being used for electronic mail, financial transactionsand in
sensitive data system applications. The digital signature is generated using
apublic key cryptographic algorithm and information that identifies the
user, including a cryptographic key. In the public key version, the user
signs the message using a private key stored in a smart card or terminal
hardware or software. The receiver employs the public key of the sender to
authenticate their identity.
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EMV Specifications

Technical specifications for credit/debit applications developed
cooperatively by Europay, MasterCard and Visa (EMV) to create standards
and ensure global interoperability for the use of chip technology in the
payments industry.

Error Recovery

A group of transactions used for correcting certain errors observed during
processing of normal transactions.

Electronic Purse

An electronic purse uses an integrated circuit for the storage and
processing of monetary value that is used for purchase of goods or
services. It is generally positioned to displace small value coins and cash
purchase amounts. The card may be disposable or reloadable.

Electronic Value

The value stored and exchanged in an electronic purse card system. The
electronic value is offset by hard currency in the specified currency.

Encryption

The transformation of datainto a form unreadable by anyone without a
secret decryption key.

Funds Card

The traditional bank card used to purchase a disposable card or load value
to areloadable card. The card issued to a cardholder by the funding bank.

Funds Issuer

The financid institution that domiciles the accounts used to load value to a
rel oadabl e el ectronic purse card.
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Initialization
The process, executed by card supplier that sets data fields on the card.

Integrated Circuit Card (ICC)
See Smart Card.

Integrated Circuit Card Specifications for Payment Systems, and
Integrated Circuit Card Terminal Specifications for Payment
Systems

Technical specifications developed jointly by Europay, MasterCard and
Visa (EMV) to create standards for the use of chip technology in the
payments industry.

International Organization for Standardization (ISO)
The major international standards setting organization.

Interoperable Electronic Purse Applications

Electronic purse applications that utilize technol ogy-independent, end-to-
end transaction processing coupled with devices that allow electronic
purse cardholders, merchants, and financial institutions, regardless of the
underlying technology, to perform electronic purse transactions. The
applications must be supported by systems that clear and settle
transactions performed by cardholders and merchants, regardless of the
card issuer, acquirer and/or system operator.

Issuer Certificate Revocation List

A list similar to a “hot card” list which identifies card issuer public key
certificates that are no longer valid. This allows a card issuer to block
certain cards where the card issuer private key has been compromised, for
use at POS devices.
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Key Management

A technique for securely distributing cryptographic keysto parties
involved in a secure transaction. Key management generally requires a
special computer dedicated to distribute keys securely, however, public
key cryptography also may be used to establish session keys between two
parties without the need for athird party server. It provides for both
manual and automated techniques to securely exchange keys and keying
material between the various system components, either directly or
indirectly using common key management centers to whom responsibility
has been delegated by the system operator(s).

Linked Load

A load transaction where the funds issuer and the card issuer are the same
financia institution and chooses to process the load as a single transaction.

Load Acquirer
An organization through which aload transaction is initiated.

Load Device

A physical device (e.g., ATM) operated by aload acquirer and used by an
electronic purse card cardholder to transfer value from the cardholders
funds account to the electronic purse card. The device must be capable of
communicating with the reloadable card and of communicating on-line
with the funds issuer and the electronic purse card issuer.

Load Transaction

An on-line transaction performed using aload device, suchasan ATM,
telephone, etc., whereby value from the cardholder’s source of funds (e.g.,
funding account) is transferred to an electronic purse card. In return, the
electronic purse card issuer receives payment from the cardholder’s
funding source.

Load Value Transaction
Consumer initiated transaction that adds value to electronic purse cards at
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|oad devices.

Load and Unlocking CEP cards

The card issuer or the cardholder may lock or unlock an activated CEP
application through a command sent to the CEP card. A cardholder must
not be allowed to unlock a card locked by the card issuer. Thisfeature
may be used to prevent use of acard at a POS device. If thisfeatureis
used, on-line transactions should be allowed for alocked card to enable
the card issuer to unlock card.

LSAM (Load SAM)

A SAM installed at the load device or load acquirer host providing the
necessary security for the communication between the load acquirer and
the card issuer.

Magnetic Stripe Card

A card that contains a magnetic stripe material technology that can store
approximately 130 characters or numbers, which provides information
about the account and the cardholder.

Merchant
The organization delivering goods and/or services to the cardholder.

Merchant Acquirer

An organization that collects and possibly aggregates transactions from
severa purchase devices for delivery to one or more system operators.

Message Authentication Code (MAC)

A digital code generated using a cryptographic algorithm, which
establishes that the contents of a message have not been changed. Taking
all or part of a message, such as the amount and account number, and
processing it through the algorithm, usually DES, generatesaMAC. The
resulting code is appended to the message. The receiver, using the same
algorithm and secret key processes the message to seeif the same MAC
results. If not, there has been an error in the transmission or data has been
purposely changed. Messages with MACs do not necessarily need to be
scrambled, as data integrity, not data secrecy, is the primary objective.
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Microprocessor/Microcomputer

The brain of the smart card, which functions as the central processing unit
and executes application and security functions. A true smart card contains
amicrocomputer that includes EEPROM, a microprocessor CPU, ROM
(which stores operating, security and application programs) and RAM
(which provides temporary registers for interim processing steps).

Multi-Application Card

A smart card that supports more than one application (e.g., electronic
purse, debit, credit, loyalty, etc.).

Multi-Currency Support

Capability to handle more than one currency and provide foreign currency
exchange functions.

Mutual Authentication

The process of authentication where the cardholder’s card validates the
terminal and the terminal validates the card. See also Two-way
Authentication.

Nibble

A byte consists of two nibbles. The first nibble is the first four bits of the
byte. The second nibble is the last for bits of the byte.

Non-Repudiation

Providing cryptographic proof that neither the originator nor the receiver
can repudiate having sent/received a given message with its original
contents.

Off-line Transaction
A transaction that does not require real-time connection to a card issuer.

On-line Authorization
The process whereby the funds for a load transaction for a specified
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amount is approved or declined on-line by the funds issuer or the funds
issuer’s designated processor.

On-line Transaction
A transaction that requires s real-time connection to a card issuer.

One-Way Authentication

The authentication process wherein either the cardholder’'s card determines
that the terminal is valid, or the terminal determines that the cardholder’s
card is valid, but not both. One-way authentication always refers to card
authentication.

Personal ATM

An easy to use, handheld appliance that can connect to a communications
line for use as a load device when the card issuer is also the load acquirer.

Personal Identification Number (PIN)

A code used by a cardholder for identification and subsequent access to
financial or non-financial data.

Personalization

The process of initializing a card with data that makes it unique from all
other cards. This includes account data and cardholder information in the
case of credit or debit accounts.

Point of Sale (POS)

The environment in which a consumer purchases goods or services. Also
referred to as point of transaction (POT), point of use (POU), and point of
service (POS).

Private Key

That key of an entity’s asymmetric key pair that should only be used by
that entity. In the case of a digital signature scheme, the private key defines
the signature functions.

Public Key
That key of an entity’'s asymmetric key pair that may be made pubilic. In
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the case of adigital signature scheme, the public key defines that
verification function.

Public Key Cryptography and Encryption

An asymmetric cryptographic method using two different mathematically

related keys for encryption and decryption. One key remains private and is
maintained by the user in aterminal or smart card. The other key since it

cannot be used to derive the private key is made public. When encrypting

data, the sender looks up the public key of the receiver and usesit to

encrypt the message. Only the user possessing the associated private key

can decrypt the message. As the sophisticated and extensive mathematics

that allows this cipher system to work, public key cryptography is

generally not used for encryption of large amounts of data. Instead, it has

found the most favor as away of generating adigital signature, whichis

attached to a message or transaction to confirm the identity of the sender.

In this process, the user employs their own private key on part of the

message, including identification information. Anyone receiving the

message may authenticate the sender’s identity by decrypting the digital
signature using the sender’s public key. The message also may be
scrambled to ensure the secrecy of the message contents. PKE techniques
are also popular to establish session keys for symmetric key encryption of
data between two parties, without the need for a central key distribution
facility.

Purchase Log

Data in a electronic purse card non-volatile memory used to record
information on at least the latest purchase transaction.

Purchase Secure Application Module (PSAM)

A PSAM is a secure device, typically, a chip that is embedded typically on
a card that resides in a card acceptance device (CAD) or a hardware
security module (HSM). The PSAM contains security keys and performs
the functions of authenticating an electronic purse card during a purchase
transaction and securing the payment and collection totals.
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R.
RSA
A public key cryptography algorithm devel oped by mathematicians Rivest,
Shamir and Adleman of MIT. See Public Key Cryptography and
Encryption.
Reconciliation
The process of validating that appropriate credits and debits are processed
for load and unload transactions. An audit process that ensures that data
residing on more than one database is in balance.
Refund
The return of goods by a consumer in exchange for the return of money
(electronically or otherwise) paid for the goods.
Reloadable Card
An electronic purse card that has the capability for a consumer to add
value or unload value from the card.
Repudiate
The act of rgecting, renouncing or disclaiming a transaction that was
previously accepted.

S.
Scheme

An electronic purse card system including the card and terminal
application, central system, and security.

Scheme Provider

The electronic purse card authority that defines the program operating
rules and conditions. The organization is responsible for the overall
functionality and security of an electronic purse card system.
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Secret Key

A key used with symmetric cryptographic techniques and usable only by a
set of specified entities. The key is kept secret at both the originator and
the recipient locations.

Secure Application Module (SAM)

A logical device used to provide security for insecure environments. It is
protected against tampering, and stores secret and/or critical information.

Security Architecture

The utilization of detailed security mechanisms, including cryptographic
algorithms and the key management necessary to implement security
requirements.

Settlement

A process performed by the system operator. Based on data from purchase
and load transactions, payment is effected from the system operator to the
acquirers and in some cases from the load acquirers to the system operator.

Signature

A cryptographic algorithm used in security protocols to authenticate both
devices and the integrity of data.

Slot
A set of data elements associated with a specific currency.

Smart Card

A card that contains an integrated circuit for data storage and processing.
A typical smart card chip includes a microprocessor or CPU, ROM (for
storing operating instructions), RAM (for storing data during processing)
and EPROM or EEPROM memory for non-volatile storage of information.
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Symmetric Key Cryptography

Cryptographic processes in which encryption and decryption rely on the
same secret key. An exampleis the Data Encryption Algorithm (DEA);
however, ahost of other proprietary algorithms are also available. The
strengths of the approach are its security and speed, especially when
implemented in hardware. The mgjor disadvantage is the complex key
management procedures required to securely distribute keys. Symmetric
key cryptography may also be used to protect the integrity of data by
generating message authentication codes (MAC) and to sign messages
with digital signatures. The latter process, however, requires special
procedures to guarantee protection of keys. See DES.

T.
Truncation
Transactions are stopped at some point in the process and not passed to the
Issuer or its agent. If necessary, the issuer could retrieve the transaction.
Two-Way Authentication
The process of authentication where the cardholder’s card validates the
terminal and the terminal, in turn, validates the card. See also Mutual
Authentication.

U.

Unlinked Load

A load transaction with two separate transactions, one to the card issuer to
authenticate the card, and the second to secure funding for the load. The
source of funds may be cash or it may be a cardholder account.

Unload Transaction

The on-line process of unloading value from a electronic purse card to an
account.
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20. Acronyms

Acronym or
Data Element

ACQ
ATM
ATR
BIN
bps
CA
CAD
CBC
CEN
CEP
CEPS
DB
DDA
DES
DF
EEPROM
EF
EMV
FCI

FI

Description

Acquirer

Automatic Teller Machine (Unit)
Answer-to-Reset

Bank Identification Number

Bits per Second

Certification Authority

Card Acceptance Device

Cipher Block Chaining

European Committee for Standardization
Common Electronic Purse

Common Electronic Purse Specifications (or System)
Database

Dynamic Data Authentication

Data Encryption Standard

Dedicated File

Electronically Erasable Programmable Read-Only Memory
Elementary File

Europay, MasterCard and Visa

File Control Information

File Identifier

Integrated Circuit

Integrated Circuit Card

International Electrotechnical Commission
Interface Device

International Organization for Standardization
Issuer SAM



May 2000 269
CEPS Technica Specification version 2.2

Acronym or Description
Data Element

ISS I ssuer

LDA Load Device Application

MAC Message Authentication Code

PDA Purchase Device Application (Purchase Device)
PIN Personal Identification Number

PK Public Key

POS Point of Sale/Point of Service

PSAM Purchase Secure Application Module

RFU Reserved for Future Use

RSA Rivest, Sharmir and Adleman (Cryptographic Algorithm)
SAM Secure Application Module

SFI Short File Identifier

SHA Secure Hash Algorithm

TLV Tag, Length, Value

Var Variable



